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Session Table Session Table

M Peer : User B W Peer : User A
W Service : Video Chat W Service : Video Chat
CJDevice : Cameral ODevice : Displayl
OFrom : 133.11.236.33:49192 OFrom : 133.11.236.34:36781
OTo: 133.11.236.34:36781 OTo : 133.11.236.33:49192
[’:/‘ Association l:/l
# Control Server Control Server
N, Control Terminal Control Terminal {3 &
&1 o

User A Network Service Device Network Service Device User B

‘ \ \9 E‘JI Application Data Z j Ve
: S0 ------{-* JM/

OFrom : 133.11.236.33:49192 COFrom : 133.11.236.34:36781
OTo : 133.11.236.34:36781 COTo : 133.11.236.33:49192

: Session layer - Jeadldda e &5 guall Aall 8 Jand Al Y S g3 50l

SAP, RTP, NFS, SQL, RPC, NETBIOS NAM, NCP, SOCKETS,
SMB, NETBEUI, 9P.

Yy




4-Transport layer
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TCP Connection oriented protocol JsS s alaaiul ~lias clilnll o
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568 TCP AV JsS 555 0 e o bl 5 Cinn L aa 538 ) gaall 5 i gaall (55
- dalS dSy i) J gea s (e S

TCP (connection oriented)

o= o

Error!
Data is corrupted, please resend.

U D P (connectionless)

I —

Not all data is present.
Do not resend.

Transport layer - CLlall 3 sl 5 J& e 5 gsal) daall = Cand L.__;\S\ Y S gig oyl
TCP: Transmission Communication Protocol

UDP: User Datagram Protocol
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: Transport layer Jaill dada & UL J& 8 aSail) 43, )
bl Ji dplee (8 aSalill (L) jha 2a o
Error correction sVl msai 5 flow control cbibud) Ji 8 oSaill -
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Timeout |

Time Time

Flow-control
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: UDP ) s TCP I JsS5i5 3 (0o IS 7 1
TCP: Transmission Communication Protocol
Ji e doe duda () Zlsy s 5 Alu jall Cllnll Jgaas e oty J5S 585 0 58
Three Way handshake adeall oda e 5 JAY) suladl ) ULl Jla )
- uiall g Jupall Jlead) G e Jae dids olin o o8y Aaleall 038 SIS e 9
Uy (e 3L J oS 555 all 138 Gl LAT (N ogaslas (e 250 (gaa) Jlas ) oy | Leie
e 3SU s ¢ (AT e Al Jl s p sy adld Jasi ol 13) 5 ¢ gl ) A
5 AN sy I3 a5 Ll g5 (0 2SU 5 AN a0 sy IS 2ay 5 il gl
- JalS S el JS Jais s 13Sa
Connection Based e b Gle Teliy dleall 238 253
Ll ) s b g B2 ULy AeS e (s cililad) 3 i Al Glaslall o s
Lolaa 5 al sal e Byl a5 Glulallde ju e Toly olly g aaly il
sl A4S 5l sl (g Le bl Juii) 5 Je)) A4S (e 233 ) pall sda @
. TCP A JsS 55 0 (5 agin Lo Juaiy!

Sender Receiver
[ SN e oms

x=rand() \
SYN ACK
- / X+1 y=rand()
ACK
[ y+1 x+1 \
[ ACK ...

[ Application Data 84 MS prorerererasernsrinnnsriresesirasrrnssisanessrsasernsrsasersassnanaskensaseraanes rwnd=8192

s las Tas Tas Tas dage Aol e o yeti () oy UDP 1 JsS 535 5 ) Jlamy) 8

ely asy Y ) ey Connectionless 44 b Jle iy UDP ) JsS 535 5
O sind Al dus 43l b TCP A JsS 55 Jie Jaiiasal) 5 Jus sl (0 Lo Juai¥)
I Alery st A 5 336 G le e dala ol (550 (e pailee JS8 Jaiall

.Three Way handshake

s 4 e Connection-Oriented 4& b Jle adiay TCP Jl J <555 2
sl asdy 4 Cua g Jlu)Y) e JB8 ¢ Jattaall 5 Jupall o Lo Jladl o lin
a5 Jesadl o le s il 5 ALS Jlai) dilee
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4

UDP: User Datagram Protocol

el alod Jlu jla sty 5l alsae 1A 1 aadily o 68y addiuwall clily J S 53 5 5
038 Jus 31 5 ¢ aada Al 1l o) 3l (e e e IS 8 Juitsall () sic auia g e Jifisall ()
Gl ¥ o) 2V o3¢ AT ¢ a8 diay o o Jrag 38 Laa <y liad 8 ) aY)
ASlll (8 Gy Hhall (i

138 o (Y JalS 5 anaa IS5 A ) J saa sl Glania (6 a3 W IS 55 all 138 ()
Juay) 48 (ud 5 (San iy Bl g e Sy Al Jlay) g8 JsS 55 0l
TCP A J S 55 s Jriy LS adloy el g s (0 S 5 pmmin JS A )

5l A Jae s (450 e pilie J3 L) Jlo ) S a6 5y seall 28 @
TP S 55 e e s Jooadl dlae oLy

UDP
Sending Receiving in any
order with no error
checking

: TCP 5 UDP (i @A

daia (e Gia Y UDP ) 0¥ TCP 1 JsS 535 0 e g ml UDP A S5 5
(e de ) IS Jsas Al 5 dana (e @3ad @Al TCP Al ey o)) J s
. <l
Jass g Lagal oy Y s UDP ) JsS 55 5 Gk 0o Coieda il )l 13)
Lo jall G TCP 1 U8 55 5y el ¢ Calita Wy yla @llis o 3all (e aal 5 JS oY Yl
1S 5 Yl Jaai sl b 1) A I s ) Ll ) e G i yilly
s Y S5 gl Jie AS yidiall Gapkaill UDP 5 TCP Al (8 Jead (Al Claglail
FTP = Port 21, Telnet = Port 23, SMTP = Port 25, DNS = Port 53,
TFTP = Port 69, SNMP = Port 161, RIP = Port 520.
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3- Network layer
Jisaill ilee %5 Packet 151l aie &y puall a5 308 8 daiaall Aiakall o3a
e Bl Js % o4 Transport layer Jall ddds ohe Glall Jy 3 223 Packet ()
e Lebisad 2 Network layer 4l dadal Ll gas a2y 5 segment JSa
238 2ay 5 Juieeall Jlea 5 Juyall Jlea [P Al alioany s Packet ) segment
o sl g 4 bl J&5 2w 3 Packet ) e sy dsudall o34 4 585 dyleall
A g Y Ko Jlaadl 8 aa) g Als jall o3 8 rOUTING 4 i) o An sl
RIP, EIGRP, OSPF <Y S 53 gy Jie l 5 gl 5l of cilga gall (o Lo dadiinall
.BGP

Metaark layer probacols forwend encapsuleted Trarsport Layer POUS betwasn hosts

= - -

7. Application 7. Application

8. Pregentation 8. Presemtation

5. Session 5. Session

4. Transport 4. Transport

[a. Natiork ] [:i. Netiork ]
2. Dats Link 2. Datalink

La( e S

: Network layer - 4Suilldsa 8 Jaxd Al OV S 535 ,50)

IPv4, IPv6 , IPx, ICMP , IPsec, IGMP,CLNP,EGP,EIGRP,IGRP,IPx
SCCP, GRE, OSPF, ARP, RIP, Routed-SMLT
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2-data link layer
peailead oty U AR 4 il by Ak cilhaadl) ay ARl f i) Ly dds
Y e Jsan A aladl cadl Jsas o) Al gl Jal e il
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Bits JI Jasai L &3 Logical Link Control LLC dsilaidl oSail) ke
J s Frame J paa g8 2aahs Frames ) Whssi &8 Bytes S
A o o jeaY) calalas 48y 4k Ly 3 sl 5 [ogical Network Topology
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Data Link Layer Terms

A PDU at the Data
Frame PDU Link layer is called
a frame.
[ Application ]
[ Presentation ] :::t\?veoiri adevice on
[ Session |
( Transport 1 The media are the
physical means used
[ Network ] to carry data signals.
[ Data Lin-k ]
[ Physical ]

A network is two or
more devices
connected to a
common medium.

Data link layer

1-Physical layer

JSi Glall 5 bl Led i dlds je AT a5 daaad) A8al) (e 3 a1 Al 028

ie bl ol Ulall Jysad &5 Als pall oda 8 5 osllaall Sleall allay il il

A e biadll Alee ST 5 Frame  ab IS8 e 58 ALkl odgd Jgua sl

day g gall 9 ASEN & KRG ) oden a9y 5 BITS 4l jeS <l jLE A Frame

oaiu ez 94Kl O S (8 s sial) 4S8 ST aliil) g dalaall 028 (e 6LeiY)
cslhal Sleadl ) Jsa sl dSoll) e 8 Ul

From data link layer To data link layer
Physical | | ! | Physical
layer | |04 10101000000010111] {0 10101000000010111] | fayer
I | I |

Transmission medium

0 &=

Physical layer
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Al 540 BB 5 bl Ty ik 8 Jasd 3 Y S 555l

Data link layer - Physical layer

Data Link Layer Imple me ntations

08I Layer . LAN WAN
LLC
|EEE 802.2
Data Link S Sl 2%
Layer MAC E_::-.i-L % 5|8
- = . o o
SRR NN on | = |l [@
£l ]2 |82
L L a |e™
L — i ILLJ
== 1]
Fhysical = E&
Layer
;
s AUl Jsaal) Al clidall e dida S 8GN JSG e Capatil (Y1 e
Application layer Data
Presentation layer Data
Session layer Data
Transport layer Segment
Network layer Packet
Data link layer Frame
Physical layer Bites

Jsandl 8 Zasd) clidall e daads JS & i 3 3 3¢aY) e Cajaiil (Y) o
;L“Al_ﬁ\

Application layer PC
Presentation layer PC

Session layer PC

Transport layer Switch Core
Network layer Router

Data link layer Switch , HUB
Physical layer NIC, Cable
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. TCP/IP A 73 51 a3 3 ) susall
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Transmission Control Protocol / Internet Protocol
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IP Address - IPv4 / IPv6
Internet protocol

IPvé/IPv6
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¢ AU QU 8 LS s Ay ) D) LA sy o gy Cus
Octet 8 bits Octet 8 bits Octet 8 bits Octet 8 bits
00000000.00000000,00000000.00000000

11111111.11212121222.11111111.11111111
A )Y ey Bl 13) 5 by 8 pany AR IS 5 AW aUay [P ) o) gie JS5 o2a
) aldaal) Liagd 8 () €5 JSE 3¢ ) ¢ il 32 i) & sSms 020 DlA
A8 )) S ) aa Jany (s AUaill 58 5 0 Decimal System s el aUadl) ¥
LS s dayl e AN sty o 68 Liay) 2Uil) 138 5 <255 a0 e slas
- Sl Jad)

0.0.0.0

255.255.255.255
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Sl 5 JsY)

S dlia 5 all sl alay) [P D1 g)sie <G 138 255.255.255.255
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255.255.255.255=11111111.11111111.11111111.11111111
0.0.0.0 = 00000000.00000000.00000000.00000000
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IP Address Class 4gilaiall ¢y gliad) culid

A,B,C,D,E gusliadl e Cliddisad an gy @

agalidinl iy D E i s W A B, C il aladiin i 2t (Kl o
s Jie A Jlae)

Z o & Gara BUa3 48 JSIy o iVIASU Jsasll C 5 B 5 A pladiul sy

LSl Jsandl 84l o3a

Raxiall Jlu )Y dle seamdala :Class D

ashill s sl (o e o Al claladin) (oY 4eaaia :Class E e

s Al Joaall ALS A B, C, D, E <l gy agilu oY)

IP Address Classes

Address |1st octet | 1st octet bits Network( ') and | Default Number of
range | Host(H) parts of | subnet mask |possible networks
(decimal) ) address (decimal and |and hosts per

binary) network
1-127* O0000000- N.H.HH 255.0.0.0 128 nets (2°7)
01111111 16,777,214 hosts
per net (2424-2)
128-191 10000000- N.MHH 255.255.0.0 16,384 nets (2414}
10111111 65,534 hosts per
net (2416-2)
192-223 11000000- N.M.N.H 255.255.255.0 2,097,150 nets
11011111 {2721) 254 hosts
per net (248-2)
224-239 11100000- NA {(multicast)
11101111
240-255 111 10000- NA (experimental)
11111111

= All zeros {0) and all ones (1) are invalid hosts addresses.
IS dilay o gt Y1 5 ¢ IPV4 ) O gie (& il ) il mam g Jsaall 138 Y o
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- S QU LS 5 e A giad Gpand iy s AS0E () sial
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150.1.0.0
Lla 6 5 Jsl o 21 Host J Jbaial H s Network d Jbaial N e -
JSED Naga g ¢ Sleadl o stad ULAD AL 5 ASAD 4 gial daiada B A4l ) gie (e
OsSae B3eaYl e 5 A 65,534 B Al o gie eSS 2ae Ll ) 5Sh)
. J> 16,384
(e 5 bl 138 255 255.0.0 osSew B 234 () 53l Subnetmask ) o) sie -
223 5192 w C 4l ) gic ¢lay s Class C
S 5 sV sl ald) a5 () sy C ) ) sie apas e Caaid S Y1 @
D Al Q) 8 LS 5 el A siad aal g and By s A0l o) gied CAED
N.N.N.H
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¢ Sleadl O il 3 AV AT A A5 gialdiaiad s C A4l ) gle e 43& Sl
sjeadlae 53 2,007,152 C &l gl sie (e Sl aae Lnal ) 55 ISl g

. Ol 255 oS




5 bl 138 255 255.255.0 ¢sSee C 44l ) sl Subnetmask ) ol sie -

AL ) sial i yae (e

Al (e Jysaill Alae o o yalty o g ¢ o sbiall i e Ud jas Glams Y1 @

i s g Ada e gl O ) Jysall Alae e oyl 8 elas of Q8 oY)
A jea o ()5S o Tan age Adeall 030 ¢ Tan da (S5 Aleall 038 gl o Lile
IS Cayna g agd o o sSal LN SUE) g g pdiall lail) G Le o saill A8
Al A e [P A Ol sie 0 sSh aS 5 a8 oS Jysaill dlee 44 e liaa
‘ k| JRUSA RPRPR AN |

5 Al alaill 5 g el aUail) o Gaie o ety il Ll 830 o oy Aol 8
8 hit (e pgxaanial 5 8 byte (s O5SE Ol sindl A (e A IS ) o U jas
Jsda a5 4d) Gyl g Jusatl) lee 8 el o i alas o i Y 5
B paiual sa S|P o) sie 4ie (S s 8 Jaadl 1aa 58,1 8 (e O sSa
O5Sh CaS Gayeal U V) ¢ S aUail) g g il Al (g Le g saill dlec
RV EVENPURNE TR PREN AT

1286432168421

e&ﬂ\)gﬁd\ew\wu@)ﬂ\@& ‘QL@M(_}A?JLML;M‘JJJ#\)A\&
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AP )sie A AA Ay ) e aa) 5 DA ey Jsaad) 18 2 1an 13 age A3l

s st dlon Alae (e (A Jsaadl 138 ¢ Jsaad) 138 ala oS G gl (Y
Hisball Aleall e i yay o siias Jsnll 138 Load iy 5 gl I A (30 2lac )
ol 8 (e Sl Jpanl 1a el

A il 8 oS Jsaall 13 Wil iid 7 a8l i 0 ) (e Aol dleal) ol
20 =1

’ A Single Byte

2N =2
IND =4 27 26 25 24 23 22 21 20
A3 =g 128 64 32 16 8 4 2 1
1. L 1 d 1 1 1 1

2" =16

128 +64 +32 +16 +8 +4 + 2 + 1
275 =32 =255
ING = 64 is the largest decimal value that can be expressed in 8 bits.

- How many different patterns are there?

277 =128
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Basic Command

Router

Router > ?

All Command

Router > enable

To get to Privileged Mode

Router # disable

To get back to User Mode

Router > terminal history size

To set the command buffer
size

Router > terminal no editing

To disable advanced editing
features

Router > show history

To show the command buffer

Router # config t

Enter global configuration
mode

Router # show version

View IOS version

Router # show Interface

Display interfaces on router
and their status

Router # show ip interface brief

Check interface status

Router # show ip protocol

Display ip protocol info

Router # show protocol

Display which protocols are
configured on the router

Router # show flash

View I0S version, size of
I0S, and free space in
FLASH

Router # show running-config

View current configuration
file (RAM)

Router # show startup-config

View saved configuration file
(NVRAM)

Router # show processes cpu

View CPU utilization

Router # show processes

View info about programs in
RAM

Router # reload

Reboot the router and reload
the startup config from
NVRAM

Router(config) # no ip routing

Disable IP routing on a router
(enabled by default)

Router(config)# hostname Routerl

Give the router a hostname

Ctrl+A

To move to the beginning of
the command line

qy




Ctrl+E

To move to the end of the
command line

Ctrl+F To move forward one
character

Ctrl+B To move back one character

Ctrl+W To move forward one word

Ctrl+U To erase a line

Ctrl+R To redisplay a line

Router # Ctrl+Z

Ends configuration mode and
returns to privileged mode

Router # show ip route

View the IP routing table

Router # debug ip rip

View RIP Debug

Router # debug ip igrp events

View IGRP Debug

Router(config) # no router rip

Disable RIP routing

Router # copy flash tftp

Backup I0S to file server

Router#copy tftp flash

Upgrade the 10S from the
file server

Router # copy running-config tftp

Copy running config file
from RAM to TFTP

Router # copy tftp running-config

Copy startup config file from
TFTP to RAM

Router # copy tftp startup-config

Copy startup config file from
TFTP to NVRAM

Router # erase startup-config

Erase the configuration filein
NVRAM [run initial config
dialog]

Router(config)# boot system flash
(ios_filename)

Tell router which 10S file in
Flash to boot from

Router(config) # boot system tftp
(ios_filename) tftp ip address

Tell router which 10S to
request from the TFTP server
(fallback)

Router(config) # boot rom

Tell router to boot from I0S
in ROM

Routerconfig) # service password-
encryption

Passwords can be encrypted

Routerconfig) # no service
password-encryption

To de-encrypt the passwords

q¢
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Install packet tracer
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5 Setup - Packet Tracer 5.0,

Welcome to the Packet Tracer 5.0
Setup Wizard

This will install Packet Tracer 5.0 on your computer.

it is recommended that you close all other applications before
continuing.

Chick Next to continue, or Cancel to ex@ Setup.

...........................

( B

License Agreement

Please read the following important information before continuing. (@
5

Please read the following License Agreement. You must accept the temms of this
agreement before continuing with the installation.

Cisco Networking Academy Packet Tracer (5.0)

Software License Agreement

IMPORTANT: PLEASE READ THIS PACKET TRACER
SOFTWARE LICENSE AGREEMENT (THE v

© il accept the agreement. @
| do not accept the agreement

[ <Back | Net> | [ Cancel |
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to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
exportlcisco.com.

cisco 2811 (MPCB860) processor (revision 0x200) with 60416K/5120K bytes of memory
Processor board ID JADO5190MTZ (4292891495)

M860 processor: part number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESKS-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt_rel team
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—-— System Configuration Dialog --—-

Continue with configuration dialog? [yes/no]:
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cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory
Processor board ID JADO5190MTZ (4292891495)

MB860 processor: part number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco TI0S Software, 2800 Software (C2800NM-ADVIPSERVICESKS-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt rel team

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: no

Press RETURN to get started! L

Router>

s AUl U 8 g8l oY)
Router > enable

Router # config t

Router (config) # line console 0 <ldac ) & palall il &8 )18 a8
Router (config-line) # Password ciscol23

Router (config-line) # login

s Al B gual) (A LaS

& Routerl (=@ =

Physical | Config | CLI |

105 Command Line Interface

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESKY9-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt rel team

—-—— System Configuration Dialog ———

Continue with configuration dialog? [yes/no]l: no

Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #line console 0

Router (config-line) #password ciscol234

Router (config-line)#login

Router (config-line) #

I

. Port Console calae Y & alall ¥ Maad) adi 348 Jlall o3gr oY) -
ey e oSl AUy il JEY) 5 138 el 51 s (e 5 Al by o g -

19
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10S Command Line Interface

——— System Configuration Dialog ——-

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #line console 0

Router (config-line) #password ciscol234

Router (config-line)#login M
Router (config-line)#

Router#

%$SYS-5-CONFIG_I: Configured from console by console

m

Router#
Router#

: AUX 06 aSail) dia cpaaliy aglia oY) -
s AU A8 a gl Y
Router > enable
Router # config t
Router (config) # line aux 0 <l 8 palall diial 485138 jia o8
Router (config-line) # Password cisco456
Router (config-line) # login
s 4L 3 gual) (A LaS

2 Routerl . - | = = |
[ Physical | Config | cLI |

10S Command Line Interface

SOFTWARE (fc2) 1
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt_rel team

——— System Configuration Dialog ———

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #line aux 0

Router (config-1line) #password ciscod56

Router (config-line) #login

Router (config-line) #

[ ——




. Port Aux 2z (e aSadll & (alal) U il el 2548 Hhall 03 oY) -

: Enable J) s sia 52 g il s siesa cppaliy a ghie (Y
s AU AU 8 gl Y
Router > enable
Router # config t
Router (config) # enable password cisco789
s 4L B gual) (B LaS

& Routerl = & =®
[ Physical | Config | cU |

10S Command Line Interface

- T
239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco I0S Software, 2800 Software (CZ800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt rel team

——— Bystem Configuration Dialog ——-

Continue with configuration dialog? [yes/nol: no

Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #enable password cisco789

Router (config) #

s oAl AalS b Laldl) pdanl) dleny 2 g8 () quag AIS 138 aay
s AUl UG o glia Y)Y
Router > enable
Router # config t

Router (config) # service password-encryption

RS Uy glany MLl ddialall 5yl AalS padiy o g8y 1o yadill el 0¥ -
P AUl S ) pamr B jels g oS U UG jediin A LS )5 sl

Service password-encryption i age aladi caag saY) 58 138

L e Y (s e 55 e AalS jadiac Y Y1138 : lan aga Aiadla -
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10S Command Line Interface
ip flow-export version 9 B

line con 0
password ciscol23
login
!

line aux 0
password cisco456
login
!

line vty 0 4
login
!
!
!

i

end

R

Sl Ao ) Jadkl Alae

Router (config) #service password-encryption

SRaal Al 5 pa¥) S Al 22y

& Routerl |= @] =

Physical | Config | cLI |

10S Command Line Interface

ip flow-export version 9
1
1
1
!
!
!
!

line con O

password 7 0822455D0A16544541
login

1

line aux 0

password 7 08751918
login

1

line vty 0 4

login

!

1

1

end H

——More—— -
o ] [rose ]

Router # show running-config — iaaey) cile g md YY) 13
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Router (config) # enable secretcisco789

el Alae I8 La 5 guall) oA

# Routerl
Physical | Config | LI |

(=@ =

10S Command Line Interface

u ]
Building configuration...

Current configuration : 633 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

!

!

!

enable password cisco789

1

!
!
!
!
!
no ip cef U

no ipve cef
——More—

A 5ol gl
Router (config) #enable secret cisco789

o) Ales 22y La

& Routerl

| Physical | config | cu |

10S Command Line Interface

| =
version 12.4
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
1
hostname Router
1
1
1

enable secret 5 $1SmERr$B7IJJrJxgZ2fFyOs8ZEeVD1
1

no ip cef

no ipve cef

1

. ,

| |
——More——
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Router # copy running-config startup-config

d&khegj%+m;cduﬂ%%hﬁé@ﬁgﬁﬁqﬂhpbweﬂdy‘yyuﬁ -
cGhlae ) e lglae a3 e 2
Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...
[OK]
Ja <l 585 Ay selain ENter (e by o sii ja¥) 4US 2a3 3 ) guall 024
S s Y ol dlaiail 5 | Enter Jaxadal (38 ge Ll 13) anY) Gty Calal) Jads oy 53
e 9 LS Calall & i) Calall a8 Jans

29l dals pla i) 43y sk
Password Recovery
Lilasd gl Lo lm i Jla 3 5 all AalS gl il A8 yha = i o sl upall 128 8

# Routerl - -
[ Physical | Config | cLI |

10S Command Line Interface

Press RETURN to get started!

User Access Verification

Password:
Password:
Password:

Copy
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Rommon e pala (5 e e @l a8 st ey dlee 22y Y

p s g Al Jinlli Ll (o Jgaall il (5 a6l )1 s Ay o 51 -8
s Enter e bz 28 Rommon > confreqg 0x2142 138 ¥ 40U,

o Jsaall 5 Sleall Junds sale) Zlee 251 Rommon > reset <) saay
o OAY Ul
& syl A e JESY) aias ) shdll a3 a8 Ladic ; 1an aa aga A3adle
c U gy dad ALY
S0 e elakl dulee axy 038 ol 3 jedall 35 suall s laad) gudaill AU oY) -
Ctrl ol allall o8 b Juaiil) aUai) Jaan dulans o s 4 (53 dliaisale |
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105 Command Line Interface

Router>System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.
Initializing memory for ECC

c2811 processor with 524288 Kbytes of main memory
Main memory is configured to 64 bit mode with ECC enabled

Readonly ROMMON initialized

program load complete, entry point: 0x8000f000, size: 0xc940
program load complete, entry point: 0x8000f000, size: 0xc940

program load complete, entry point: 0x8000£000, size: 0x3edl338
Self decompressing the image : ]
FhEsdEEbdE RS H




.Rommon 3! s sival isaill &5 Ctrl + C lo darall a2yl

# Routerl = % |
‘ Physical | Config | cu |
10S Command Line Interface

= s g e ;

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl)

Copyright (c) 2000 by cisco Systems, Inc.

Initializing memory for ECC

c2811 processor with 524288 Kbytes of main memory

Main memory is configured to 64 bit mode with ECC enabled

Readonly ROMMON initialized

program load complete, entry point: 0x8000f000, size: 0xc940

program load complete, entry point: 0x8000f000, size: 0xc940

program load complete, entry point: 0x8000f000, size: 0x3edl1338

Self decompressing the image :

HrEddd

monitor: command "boot" aborted due to user interrupt

rommon 1 >

rommon 1 >

rommon 1 > |

rommon 1 > |

rommon 1 > 1

rommon 1 > S
s

Rommon > confreg 0x2142 : il Y1 40, & séi oY)

Rommon > reset Juciillsale ) 2l 13 5e¥) 35 o g8 J 53 5 L485 aay

aniiaale ) Jamy a iy 5l 15 ) puall SIail yal g¥) i aay ()Y

& Router!

=@ =

Physical | Config | CLI |

105 Command Line Interface

monitor: command "boot" aborted due to user interrupt
rommon 1
rommon 1
rommon 1
rommon 1
1
1
2

VoV Vv

rommon 1 >

rommon 1 > confreg 0x2142

rommon > reset

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.

Initializing memory for ECC

c2811 processor with 524288 Kbytes of main memory
Main memory is configured to 64 bit mode with ECC enabled

Readonly ROMMON initialized
program load complete, entry point: 0x8000£000, size: 0xc940

program load complete, entry point: 0x8000f000, size: 0xc940

Self decompressing the image :

HHE

program load complete, entry point: 0x8000£000, size: 0Ox3edl338

m

Capy.
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# Routerl =@ =
[ Fhysicsl | config | clI |

10S Command Line Interface
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to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
exportlcisco.com.

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory
Processor board ID JADOS1S0MTZ (4292891495)

M860 processor: part number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESKY9-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt rel team

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: B

s Al Jsdall g No 4lisy a siiu
s AUl ) Y1 AIS; o g (Y
Router > enable

Router # copy startup-config running-config

2 AUl 3 gaall (B 35250 98 LS

# Routerl 4 - =@ =
‘ Physical | Config | CLI ‘

105 Command Line Interface
oo T P TpETT T Tt T oy oo

Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 06:21 by pt rel team

-—- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>

Router>enable

Router#copy startup-config running-config
Destination filename [running-config]?

642 bytes copied in 0.416 secs (1543 bytes/sec)
Router#
$5YS-5-CONFIG I: Configured from console by console

Router# =




4

AL ) shadll JLeSiuly o s Enter e Jaxaall any 5 el V) 028 2,855 ey Y]
s AUl el g¥) AU o glie ()Y

Router # show running-config

Clalae Y1 Cile (o yadaodiun ey 128

Router (config) # no enable secret

Calac Y1 (5 st 3 paladl s el A€ Ll 3 Y 12a

Router (config) # line console 0

Router (config-line) # no password

Console <lalac Y diie 8 2alall g el 4alS clll 1 Y1 128

Router (config-line) # exit

= A G sl (e 5 A0

Router (config) # line aux 0

Router (config-line) # no password

AUX 2 (e aSal) die 3 Aalall g pall Al elall 1 aY) 12a

Router (config-line) # exit

= A (5 sl ez 5 Al

Router (config) # no service password-encryption

Dol ALlS pedndas olal) I Y 1

Router (config) # config-register 0x2102

AUaill Al a¥) daill (g yiwag M dadipla )i g 5lan Tan age a1 128

Router (config) #end

6 siua A1 75 2l

Router # Copy running-config startup-config

lede Jaaedll gl adde Jandl a5 3l cilalac ) Cale Laday o gy 521 ) 12




Show running-config - s Ldia33  guall oda 4
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& Routerl = B %
| Physical | config | cur |

10S Command Line Interface

Router#show running-config
Building configuration...

Current configuration : 642 bytes
!
version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
|
hostname Router
|
|
|

enable secret 5 $1SmERr$gyulXJhnplcKI.3qglKd2a/
!

D H
w35y saall Algs 3 1aaY 5 Thuae s jS3 a3 ) el V1 gpan 2T 55 ) suall odb 4 -

& sl 5o iy N a8y daaati o g Lty gl oY) IS 20di5 o5 4] ey OK elac )
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# Routerl = R
‘ Physical | Config | cu |

108 Command Line Interface

Router (config) #

Router (config) #

Router (config)#

Router(config)#no enable secret

Router (config) #line console

Router (config) #1ine console 0

Router (config-line)#no password

Router (config-line) $exit

Router(config)#line aux 0

Router (config-line)#no password

Router (config-line)fexit

Router (config) #no service password-encryption
Router (config) #config-register 0x1202

Router (config) #end

Router#

$SY5-5-CONFIG I: Configured from console by console

Router#copy running-config startu
Routerd#copy running-config startup-config
Destination filename [startup-config]?
Building confiquration...

[OK] %
Router#
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105 Command Line Interface

Router#show running-config B
Building configuration...

Current configuration : 565 bytes
I
version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname Router
|

ip cef

no ipve cef
!
!

aSaiill dia e Yy cilalae Y diie e Y U e s e dalSan g Y Us il -
. Console Port , Aux Port a= e

# Router] =
[ Physical | Config | LI |

10S Command Line Interface

-
|

ip flow-export version 9
I

line con 0
login

I
line aux 0
login

!
line vty 0 4
login

!
I
!

end

m

--More--
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cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory

Processor board ID JAD05190MTZ (4292891495)

MB860 processor: part number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco I0S Software, 2800 Software (C2800NM-ADVIPSERVICESKY9-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt rel team

—--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started! =

Router> =
s AUl ) ¥ AIS; o g Y
Router > enable
Router # show ip interface brief
A 5y gl 8 g0 LS sl 0 e 83 s sall s Y imyad a1 130
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—-—— 8ystem Configuration Dialog -—-

Continue with configuration dialog? [yes/no]l: no

Press RETURN to get started!

Router>enable

Router#show ip interface brief

Interface IP-Address 0OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down

FastEthernet0/1 unassigned YES unset administratively down down

Vlanl unassigned YES unset administratively down down |
Router# b
Router#

=
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Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 192.168.1.100 255.255.255.0

Router (config-if) # no shutdown
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& Routerl = =

[ Physical | config | CLI |

108 Command Line Interface

Router>enable

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES NVRAM administratively down down
FastEthernet0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES NVRAM administratively down down
Router#

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (confiqg) #interface fastethernet 0/0

Router (config-if) #ip address 192.168.1.100 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet(0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-1if) # %
Router (config-if)# -

Dbedal i asle o (V) S 55 5 0/0 G Y Jaani 5 el 5¥) 25 o3 G 2ay JaaY
oY ade oo Y S S 5 up Ay s 4l o3 e i) O Al Jg Al
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Router (config-if) # end
Ctrl + C e Lariay o560
KE QKPS
Router #show ip interface brief : Ul Y LU & st
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Router (confiqg) #interface fastethernet 0/0
Router (config-if) #ip address 192.168.1.100 255.255.255.0
Router (config-if)# no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
Router (config-if)#

Router (config-if)#

Router$

$SYS-5-CONFIG_I: Configured from console by console

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.1.100 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down i
Vlanl unassigned YES NVRAM administratively down down %
Router$ B

sup AWl 50/0 pwd iy Je 192.168.1.100 (= V) ddla) &5 45 aaY -
el sl 8 drie J S 555 0 Ll aa 0 Y ST 5 U JsS s 5al)
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Router > enable
Router # config t
Router (config) # line vty O
4 N0 Oediie o JSIALRL 65 O galaiud bl ey daiall o8 iy 0 G
Router (config-line) # password ciscol23
Router (config-line) # login
Router (config-line) # end

Router # copy running-config startup-config
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Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #line vty 0

Router (config-line) #password 789

Router (config-line)#login

Router (config-line)#end

Router#

%SYS-5-CONFIG I: Configured from conscle by console

Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
Router# 3
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to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory

Processor board ID JADO5190MTZ (4292891495)

M860 processor: part number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Cisco I0S Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE
SOFTWARE (fc2) m
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.
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Continue with configuration dialog? [yes/no]:

—--- System Configuration Dialog —--
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 192.168.1.100 255.255.255.0
Router (config-if) # no shutdown
40l 3 guall (A LaS
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—--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (confiq) #interface fastethernet 0/0

Router (config-if)#ip address 192.168.1.100 255.255.255.0
Router (config-if)#no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet(0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-if)#

. F0/0 et i) e 192.168.1.100 (= Y S5 5 i o3 oY) -
. Router (config-if) # exit Gl (s siwd) e ¢ sa  asiin OY) -
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Router > enable

Router # config t

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 10.0.0.1 255.0.0.0

Router (config-if) # no shutdown

40l 3 guall (A LaS
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$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/0, changed state to up

Router (config-if) #exit

Router (config) #interface fastethernet 0/1
Router (config-if) #ip address 10.0.0.1 255.0.0.0
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

Router (config-if) #
Router (config-if) #
Router (config-if) #
Router (config-if) #
Router (config—if) #
Router (config—if) #
Router (config-if) #
Router (config-if) #
Router (config-if) #
Router (config-if) #
Router (config-if) # L
Router (config-if) # ]
Router (config-if) #

o ) [pome |
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. Router (config-if) # end Gl s siwd) e 75 )2l siin oY)
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Router # copy running-config startup config

Router#

Router#

Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Router#

oud B Judd 5 Router 0 (el 3511 cilalae ) Jany Liod day,hll sgy -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 192.168.2.200 255.255.255.0

Router (config-if) # no shutdown
ANl B ) guaal) (B LaS

# Routerl =

Physical | Config | CLI |

10S Command Line Interface

—-—— System Configquration Dialog ——-

Continue with configuration dialog? [yes/nol: no

Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface fastethernet 0/0

Router (config-if) #ip address 192.168.2.200 255.255.255.0
Router (config-if) #no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-if)#

Copy

. F0/0 Cut Y e 192.168.2.200 2 oY) S 55 5 diadi a3 oY) -
. Router (config-if) # exit Glal s sinall e g s asiin oY) -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 10.0.0.2 255.0.0.0
Router (config-if) # no shutdown

430U 3 ) guall (A LaS
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Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface fastethernet 0/0

Router (config-if)#ip address 192.168.2.200 255.255.255.0
Router (config-if) #no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/0, changed state to up
Router (config-if) #exit

Router (config)#interface fastethernet 0/1

Router (config-if) #ip address 10.0.0.2 255.0.0.0

Router (config-if) #no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

Router (config-if) #

FO/1 GudsmY) e 10.0.0.2 o oY) S 5 daanis &3 oY)

. Router (config-if) # end Gl s siwall e 75 1L o siiw oY)
NVRAM 15813 I RAM )5S0 (e Ll g cilalac Y1 Jada dlany s oY)
Router # copy running-config startup config
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Router#

Router#

Router#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router#
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Router # show ip interface brief
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Router # show ip route
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Router # show ip protocol
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Router # show running-config
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Router # show ip route
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Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt team

Press RETURN to get started!

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-IS, L1 - IS-IS level-1, L2 - IS-IS5 level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C  10.0.0.0/8 is directly connected, FastEthernet0/1
C  192.168.1.0/24 is directly connected, FastEthernet0/0
Routert i
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Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, FastEthernet0/1 [
C 192.168.2.0/24 is directly connected, FastEthernet0/0 1
Router# =
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Router > enable
Router # config t
Router (config) # ip route 192.168.2.0 255.255.255.0 10.0.0.2
2o 4d Jlai¥) o) el A0l Adlica) dlansy o 58y Jah g saall A 5l L addiiin Y1 12
Al & 510.0.0.2 AN AN o (5) pada s p sl o2my 5 Lgad (alal) 4S040 ¢ L8
ler 5192.168.2.0/24 5192.168.1.0/24 5Seil g Lo Jay 3 Al Adass )
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Router (config) # end

Router # copy running-config startup-config
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Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip route 192.168.2.0 255.255.255.0 10.0.0.2
Router (config) #end

Router#

$3Y5-5-CONFIG_I: Configured from console by console

Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Router#

Router#

i

A Ja Sl Sl G el N eI US) & gl ALl & shall Jae a2y
Router # show ip route Y 51192.168.2.0/24 A&l Al
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Routerf#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

o 10.0.0.0/8 is directly connected, FastEthernet0/1

C 192.168.1.0/24 is directly connected, FastEthernet0/0
S 192.168.2.0/24 [1/0] via 10.0.0.2

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router# =
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Router # show ip route
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Router>
Router>en
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS5-1IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

c 10.0.0.0/8 is directly connected, FastEthernet0/1

o] 192.168.2.0/24 is directly connected, FastEthernet0/0

Router#

Router#

Router#

Router#

Router# i
Router#

Router# F
Router# s
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Router > enable

Router # config t

Router (config) # ip route 192.168.1.0 255.255.255.0 10.0.0.1

Router (config) # end

Router # copy running-config startup-config

Router>enable
Router#config t

Router (config) #ip route 192.168.1.0 255.255.255.0 10.0.0.1
Router (config) #end

Router#

$5YS-5-CONFIG I: Configured from console by console

Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Router#

Router#

Enter configuration commands, one per line. End with CNTL/Z.

ALl a3 Ja S SN (o jad U e AU & s ALl Ol ghadd) Jee 2ay
Router # show ip route .Y 51192.168.2.0/24 <.l
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Destination filename [startup-config]?

Building configuration...

[OK]

Router#

Router#

Router#

Router#

Router#

Router#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, FastEthernet0/1

S 192.168.1.0/24 [1/0] wvia 10.0.0.1

C 192.168.2.0/24 is directly connected, FastEthernet0/0
Router#
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Press RETURN to get started!

Router>enable
Router#ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms
Router#ping 192.168.2.200

Type escape seqguence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.200, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/2 ms

Router# |
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Router>enable
Router#ping 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
Router#ping 192.168.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Router#
Router#
Router#
Router#
Router#
Router#
Routerﬂ i
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Received = 2, Lo

) round trip times in milli-—
Minimum = Oms, Maximum = Ims, Aver

PC>ping 192.168

Pinging 192.]1
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Router (config) # ip route 192.168.1.0 255.255.255.0 10.0.0.1




Router (config) # ip route 192.168.1.0 255.255.255.0 f0/1
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Loopback 0 Loopback 1
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ip route 55.55.55.0 255.255.255.0 10.1.1.5
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| need to send a packet to
Network E. Routers B and

C will each get it there.
Which route is best?

EIGRP
Administrative
Distance = 90

RIP
Administrative
Distance = 120

Lowest Administrative
Distance wins
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Connected interface 0 c
Static route out an interface 0 S
Static route to a next-hop address 1 S
EIGRP summary route 3 D
External BGP 20 B
Internal EIGRP 90 D
IGRP 100 I
OSPF 110 o]
I1S-IS 115 i
RIPv1, RIPv2 120 R
Exterior Gateway Protocol (EGP) 140 E
ODR 160 o)
External EIGRP 170 D EX
Internal BGP 200 B
Unknown 255
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& sigl M aaes e RIP A SEIGRP 1Y K55 pand Gubaill S3K0a0 228 -
F QU Aaill jelais Router 0 JV e show ip route s« Lidia

Routergshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El1l - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, LZ - IS-IS level-2Z2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

administrative distance

Gateway of last resort is not set

metric
192.168.1.0/24 is directly ccnnected,/?aéhernetO/o
1592.168.2.0/24 is direcdtly connecte astEthernetl/1
192.168.3.0/24 is difectly connepgtfed, Seriall/l
192.168.4.0/24 is Adirectly c ected, Seriall/0
192.168.5.0/24 [S90/20517120] wvia 192.1€8.1.2, 00:03:14, FastEthernet0/0
192.168.6.0/24 [90/20517120] wvia 192.1€8.1.2, 00:03:16, FastEthernet0/0

192.168.8.0/24 [90/30720] wvia 192.1€8.1.2, 00:03:21, FastEthernet0/0
192.168.9.0/24 [90/33280] wvia 192.168.1.2, 00:03:21, FastEthernet(/0
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Router > enable

Router # config t

Router (config) # router rip

Router (config-router) # version 2

Router (config-router) # network 200.0.0.0
Router (config-router) # network 100.0.0.0

RIP Configuration
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 192.168.5.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 10.0.0.1 255.0.0.0
Router (config-if) # no shutdown

Router (config-if) #end




R1

Fr . - o ifE

[ Physical | config | cuI |

10S Command Line Interface

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface fastethernet 0/0

Router (config-if) #ip address 192.168.5.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-if) #exit

Router (config) #interface fastethernet 0/1
Router (config-if) #ip address 10.0.0.1 255.0.0.0
Router(config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

Router (config-if) #end
Router#
$5YS-5-CONFIG I: Configured from console by console W

ot OV G il e o (6 S Ll Uil 5 (i 5081 Jiieihy Ll Y1 -
CRIPV2 AV JsS 555 50 dandiy o g3 5 Y S 635 5l Clalae ) (5 sisa o Jsa

2 A el g¥) A0S o g Y
Router # config t
Router (config) # router rip
Router (config-router) # version 2
Router (config-router) # network 192.168.5.0
Router (config-router) # network 10.0.0.0

Router#

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) #version 2

Router (config-router) #network 192.168.5.0

Router (config-router) #network 10.0.0.0

I JEEY 5 clalae Y aday o st RT Sle RIPY2 ) JsS 555 5 deri o3 V) -
Cdgle clalac Y eda (i Jers a sl R2 AN gl )

Router (config-router) # end

Router # copy running-config startup-config

You




Al clabe Y dee s R2 e Jsaaasiin oY) -
2 Al el g¥) &S o gl )
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 192.168.10.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 10.0.0.2 255.0.0.0
Router (config-if) # no shutdown

Router (config-if) # end
R2

R = @] %

Physical | Config | CLI |

10S Command Line Interface

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface fastethernet 0/0

Router (config-if) #ip address 192.168.10.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-if) #exit

Router (config) #interface fastethernet 0/1
Router (config-if) #ip address 10.0.0.2 255.0.0.0
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet(/l1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to up k

Router (config-if) #end

Dot s

asfive QY1 G sl e v oY) S i Lyl B 5 s Y1 Jaandity L Y1 -
RIPV2 AV IS 59 5 Jamdiy 2 983 5 0¥ S 555 5l Slalae ) (5 s e Jsa
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Router # config t

Router (config) # router rip

Router (config-router) # version 2

Router (config-router) # network 192.168.10.0
Router (config-router) # network 10.0.0.0

Router#

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) #version 2

Router (config-router) #network 192.168.10.0

Router (config-router) #network 10.0.0.0

Router (config-router) #

lalac Y Ladsy o siis R2 Ao RIPV2 A1 JsS 555 50 Jamdii 23 Y1 -
Router (config-router) # end

Router # copy running-config startup-config

RIPV2) J 58 55 Jandi a5 pramia JSU3 Sl GO (s e day ) daleny Liad o))
Jsaa o Jsan asiin 5 Jand G383 5a sal) AN IS 8 Jlai¥) okaios Y
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Router # show ip route

R1

Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-1IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/8 is directly connected, FastEthernet0/1
192.168.5.0/24 is directly connected, FastEthernet(0/0

C
C
R 192.168.10.0/24 [120/1] via 10.0.0.2, 00:00:23, FastEthernet0/1
Router#

403 Gasb oo Wl sl aly 5 192.168.10.0/24 48us Adlia) a3 43 oy -
C(R)SMNAA ) s | RIPV2 I JsSs55 50 JA e day)ll 23 510.0.0.2

Router # show ip route
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R2

Router#show ip route
Codes: C - connected, 8 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - 0OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - IS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernet0/1
192.168.5.0/24 [120/1] via 10.0.0.1, 00:00:21, FastEthernet0/1
192.168.10.0/24 is directly connected, FastEthernet0/0

outer#

Al ok oo Ll Jsasll &5 5 192.168.5.0/24 A8l Adla] o5 4d) s -
C(R)Se M 3a) a3l BaaY | RIPY2 I JsS 55 5 A (edanyll a3 510.0.0.1

M0 WO

& Jai¥) ke 10.0.0.1 (A5Y) ASeal) Ja Juai¥) sl Adany o giin Y1 -
R1L I g L Ping »¥ Gk oo Jlid) ddery o 68is 10.0.0,2 4l 4<,l)
Gaob o Packet Ju) i) Jeas astiv SLEaY) 1 2 asiin 5 R2
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13) Router # ping 10.0.0.2 Sl ¥ AU o683 s R1 Al e Jpdna i o

R1

Router#ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Router#

. el Lpany
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R2

Router#ping 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout 1s 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Router#
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Standard dsle JsS iy

. Link State Protocol dile 1 i
.Open Source Jyadl & side J oS53y
SPF = Shortest Path First OR Dijikstra e il il 53 Jany
Algorithm

AP = Internet Protocol < iy JsS 5 » ae Jah Jany

. Apple Talk 5 IPx <Y K555 » an Jamy ¥

. bse Juzmdl Clad SPE 4 )l sa aaiiag

. Has Unlimited hop count < &l axal 2 gas ad 2 53 Y

Y] Gawaige 8 e S 5Tl 18 arenal o

Administrative Distance 110 4 lay) ddlal) 4o

. Subnetting s VLSM Jis GlSulll o lie amli acyy

C Oasbil) i Jiaay Classless 45 sl alasy Jasy

Load 43sbuie Gl jluse 4 oaall 2023l (e ) e bl Jls ) 40|
.Balancing to 4 equal Paths

Triggerd Update and s Geasill 5 ) 8l Ewaaill pfaaas e Jany
.Periodic Update

Js> 5 (Topology Table) <lilull 32e B8 Jeaa 1 Jslaa 433 e (5 50y
. (Routing Table) 45 Jdsa> 5 (Neighbor Table) o'l
GBhlie o O yigh )l a2 5 4Kl ol dplae (8 o0 el aranall o ading
Area

Cost B jluall 44IS5 g 5 (5 yiall alas g J5S 5555l 128 4gle daiaall alail)
Gt Ll de o A e agbis o8 A 5 it s the Metric

O1 A aviga aalaliog 5 (pme iy IS Cam i sl SuSB A Jla) e adiag
oy ) Ladie Alluyll oda 2 5 cum il Alluy 3 Galall Cdgl) dasiay o iy
Y 1 ASEl Jaky (8 0 sa ge ) Sl g0 e aSUy o 8 g DAY il i)

OSPF Routers Jdasly &u gl sie aa 99 OSPF ) (8 aadeall Sl o slie
. OSPF DR 224.0.0.6 4 aals 5224.0.0.5

OSPF 4 Jsl» «<OSPF Tables

Adjacency Database OR Neighbor Table J\sa) Jsa -
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OSPFJ\J)S)EJJJ‘_,’AJA:A(;\“db)}lé.d\@\).ﬁj\)j\us ‘\J)M\d}l&j\ KYY
e 3SU a5 AL b Liad) sy 5 agin e 283l oLy 5 agale el il
J5S 5553 b ) 510 (o Lo Jrde Joai¥) i AL JA13 b ado sa s

Ll glaall @l sl elan) Jaadd 4 o (53 Jsaall 34 5 OSPF

DA ) ga Jsaad) 138 (e a gl AN Y
Router # show ip ospf neighbors

LSDB 4de (sl sl Topology Table iyl a8 i a5l sashall Jgaa -
= Link State Data Base

S ) jle wras Coyay Gy LIS AN o ol g sk e (5 simy 3 Jsanll 138
o s Jal 8 Cla sleall 038 (G 33 a iy 5l i) 1) 5 ISl aen clausd
, Sl Gl glas aea o (s sing oAl bl saclE Jgan 5l a5l s shall Jsaa
138 o st A0S paad o) ASs Cada o) A0S Qdln) Jie Cuaaiil dlery o 58 Jgaal) 12
Al 415 ) glaall <l gl )l paad clipaadll Juu b a st 5 Caaadll dlasy Jaall
e slrall (pui 4pa) 59l ) aran Ariladda gl asilial &5 ) e glaal) e (el
Ly s Sy Lad A clboadl) o o adiay Jaall 1 | cllal) sacld s g
13 (558l Caaadll 5 o sall Cyanl Clipaall (e le 53 il 3 g 5 OSPF )
Gada ) Adlza) ol aed 5 iy a gl Ledie 43) ) il Capaaiil) andiing Jgaal)
il 3ac 8 8 Joaedll a3 43) AV @l yi gl 0 ale by ol cangy bl 3ac B (e 4805
Jia alaie < aadiy 5 sall Eaaill Ll (5 sall Caaaill aadinly o shu Jlall da b
s g 5 e U 5 o) pall e CRlSH ol CLESELY) Aland (aza < 5 4l daaa ()5S

Al Jaly b

P | Y s Jgaal) 138 (ha m aghy AN Y
Router # show ip ospf database

Routing Table OR Forwarding Database 4ssill Jga -¥

5353 ga s AN At by sy sl oy (1 408 (8 G guls e 2 ) Ladie G|
oo damy ¥ Cpulall Jlea O s dagall 038 s 5l Jgaa o s A U3
Seald s sl aiaas Jns ) ke a gians o gaslall g Jodh 4050 Aile 5 4S50 s
Guusliall Hlsall 320 o o sy a8l Jgan (A sl o gt il Slea 5 510
sl Le adals s Jgaad) 138 ¢ Legle Jla ¥ i &g gllaall 4030 ) gial
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O Lo ol oy a5l ilalae ) Jagiiay ASLAN Judiga o sl (pae ) 55 A
b yra 5 agle Coaill 2t AS0EN 8 3l gl JSY Jeagd Jgaall 13a < i) )
Q‘JLMAJ‘@AA

DA ) sa Jsaad) 138 (e aghy AN Y

Router # show ip ospf route

10.10.10.0024

IGRA

1T218.10.0/30

192,168,100.0/30
GelA FalN
Site-to-site vpn

OSPF Area, OSPF J) JsS g9 (3hlia

ahliesae I leanndi ohy Al Glaliall 8 1 OSPF ) JsSsig s (3hlia Area o
Aahidl (e slagd 5 Gl Lpary e ddlide (Blalic (8 4 A0l ¢ 5 58 Jie
Area0
Ol a5 ol alide e g 8 e S) Leaal 48 55 Ll aa gy ¢ (3liall e Jla
& 58l aren Jay yoa g8t Sl & g Area 0 Jexs p gt ey A g dll 038 Ja g8
osfins & 5ol aran Jay ysasiin S Area 0 dems asil O x5 (el Lgaany b
Ghlidl calisg e Areal, Area?2 , Area 3 Jic 3hlicsae 4S5 A,
Goob oo GhUa mea & Juai¥) e oSaid Area 0 J (B agk o asiin
. Area 0 A )l Adlaidl)
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: Area (ddaial) s cra e g8 2 g -
Backbone Area OR Transit Area -

Aalin e 3lalia (o La T 5l Slans o g 45 Gpetl N A8l (e i’ Akaiall o34
Area l, by Al Area 0 dshiall owaidshialleds g Area l, Area 2 Jie
. Area 2

Regular Area OR Non backbone Area -Y
Areal (e elaiad) JaawArea 0 2o le o Al 3lalidl (o caivaiidadiall o2a
. el Lpiany aa Jua il (e oS Area 0 g aday ) alis (3hliall 03¢d 53 L

OSPF Routers
OSPF I JsS 8895 (4 <l gl g1 sl

Pl

“ Backbone >

router

Area Border
Router (ABR)

Autonomous System
Border router (ASBR) Autonomous System

Aol OSPF A JoS 53500 (b Jand (Al &l yigl )l 038 (e g 58 (e ST aagy -
ZUa e saiidn g a LeglsiVlodd (e g 58 JSAd jra 5 agale oyl 56159 020
cded s 5 il e el

s gl pala Shagilu glsdl 5 cpa il yigh ) oda (s -
raa sill 40U ¢4V 2aay OSPF -

Backbone Router -\

Jexd &l i) Ay g Area 0 L ddhiall Jala & Jead Al &l 356050 g 6il) 12a
. Backbone Router lgle 3l dslaiall oda
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Internal Router -Y

Backbone Jd' »¢ Area 1 Jiedshic Jala = Jaxi g & il kFﬂ\ Gy gl Hl) 02
CArea 1 Ashiall sda & Jeat Ml 2 43l 5 Router
Area Border Router = ABR -Y
5le <l il eda Jidi 5 Area dikie (e SiSI Lgad Jaaia 0 583 ) <) 1) 038
Area 0 Wwal ¢ sSy Jie pars oo lilise Area dihie (e jiS1day o sl jua o0
asil Area 100 s Area 0 ol gl ders asiin Area 100 (& 4daay 25
CBhball 3 gaa e dag g A ABR sy S50 00 138 (cany 5 Ja Jl1 dlany
Autonomous System Border Router = ASBR -¢
OSPF I sl (e ddliae cilSul 4 OSPRFA il Ly pa g < i)l e
Sl eda Jrdi oty s OSPF AN JsS 55 50 oo alite J 58 55 hm Jaxd 480l Jmay
Juai¥) dalee 258 Glalac Y any Joe a3l g OSPF ) 4Sul 3 as e
Designated Router = DR -¢
CBla 5 (Blaie Y350 IS G Jlsall s dga sall Sisl) 58 (DR): Adlaall Sl
Lo ldle 5 ooamia CBla g 53 Call (oK o)) (oa yits dale ddiay g0 AN Al 8 o2amia
Lo sy A Aik g ac ol lia) @i 0 oS5 08 63 ) 50 3 g 5 (Ao dualall byl aaied
e 038 Lsale WDleW) Jilag (NBMA) &u & sn Baaaiall Ma g <= (DR)

A (a5 58 S 5a8 NBIMA e (s Ul g il il sall 0 65 of Al
Sl e saiad il A Faddiioeal) il ¢ A

Backup Designated Router = BDR -1
Sl Jae 330 3 LlaaY) S350 s (BDR) ;1 hlial) dllaall g
Dl o ) (s 4ilSa 33l g (DR ) I sl g 85 da (A )N
. (DR) 0l
Area 200 Internal Router

Area 100
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OSPF Networks Types
OSPF ) JsSsign (& lsudd) ) il
Point — to —Point Network -\

OSPF A1 JsS5is 0 Gash oo 4 sddas (ann (o il (A dealhy Sl A4S0l 03a
ol JS

Point-TO-Point
Network

— - e e
-

BMA = Boradcast Maulti-access Network -Y
Ay o) A0 038 9B 9 AS0d 8 Ui guall JDIA (e gl 0 day 55 ) A o2
.DBR 5DR hlial 55y 5oty sy Sl ob il oda i 5 laa

NBMA = No Boradcast Maulti-access Network -Y

) e B 8 Jand A0 130 plaa iyt gy Y (ias 23aal) o o) A8 w30
. MPLS i Frame Relay

201 _
-~

-

102 P
l Frame-Relay
103 T~ "
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OSPF Neighbor Adjacencies
OSPF ) JsS 5592 o2 Ol sl (o La cilBSlad) oLy

Adjacenc
FaO;’O—FaO;’
Fal/Q———— Fal/
-
OSPF Neighbor

OSPF ) JsS 555 8 Jand il ol 53511 may (el G Lo ciliDlal) 4a3)
i bl Joliy 585 0 5 g Lo AUl sl o 55 5 mml Lgpinmy b Josli (5
G i) e o patll 5 Gl e A Juat¥) aakaind 5 bl g Cliaadl)
Ll 038 aaen (ol Gan Lgale Jhaal) f adda ol asilizal 23 ) clipasil)
Eany 5 ASeE) Jals 8 OSPF I JsS g5 8 Jexd il &l i)l e e

S el o 53a 15 S ¢ 52 5 La S5l sl 5 (35 g oLl
}M\.JLA‘AL SJA‘JdSa@j

A ol J8 5AS0al 8o je Jsf J alaii xie i) )0 Ala 138 : Down State
ol Ales a3 Y 4] o e o g Al 038 3 OSPF I J6S 55 Jand
a5 Ui g o aglina 58 5 lS gl a3 sl G Le sl Le gl e gladl)
OSPFIJ 58 555 0 Jerdiy o 583 | Laie (S15 <l 5351 5l 028 L Laday ) 2 50 Y 948
Hello w5 Al Ju ) dbeny s i 1) g1 51 gl 5l aal e
Al Ju) s 5 480N e Lema (0 5o sall () paad) Lo CadSiuy Packets
GSal S8 Multicast = 224.0.0.5 o) s Ao Hello Packets cus il
OS5 Al day yudl Sl 8 Broadcast s Point —to — Point 4a sl 4a sl
Jla AV Sl 8 (<15 AEN ity 5 BUail) Gy aa) 5 (i s e Aliala
Sy Jla Y Llee Qi Frame Relay 1 Gab oo 4y aby Al <ol
.Unicast

Hello
o

A 2
Fa0/0 Fa0/0

192.168.12.0 /24

Nancy Donna
Down State
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OSPF A1 JsS 555y Jani 23 (521 (ot )1 5350 0 a5 0f 23 038 ¢ It State - Y
@l i) ) aad Hello Packets cus il Al ) dlo ) dolesy a5 o 43le
driead O s 2a 5 48 S Allalloda (8 Lele OSPF ) JsS 55 Jandi o
Sl gbrall Jinastiy o 58 5 ol padl Jgan (8 diaats o g OSPF A J5S 535 5 pgale
228 JS AV @l yighll andi e iy ety a5 @l ludl g sl
Adjacency Database OR Neighbor ¢_sall Jsas cndz jaii Sl gleall
.Table

Hello

FaOKD—Fan’U
192.168.12.0 /24
Nancy m Donna Neighbor Table

Router Nancy

Sl 8 Alatal Gl paadl & jig) ) o685 Ads jall o4 < :Two Way State -¥
st N 53l 50 e Hello Packet cus 8 Ala ) calidial Al g o )l
! Router 1D 3V aaild Geats Unicast Reply At 3 oo 1) il 0
o3gd iyl 3l Jliasd die 5 a1 5510 agaa 5 g Alaiall il y3 )
Adjacency s 5 QEBall Jeaa (B Glaadl duaad 5 Adlialy o sdan Al )l
Two Adeall oda ewi Aall 038 & 5 Database OR Neighbor Table
.Way State

1?2!" O Ay AT

E HELLO

g, 192.168.1.10 /24 192.168.1.20 /24 "
- -

fa 0/0 fa 0/0
Two Way State
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Gl sacldl A3 sy (edle e 3ole Al o :Exstart State
8 3353 sall el Lalll DBD w2 WS 5 DataBase Description
) i m 55 b sl ) S (e S 55 43 el 038 il 5 3,20
N sl 5 slaall i sl asen (8 bl sac 8

DBD — | will start!
DBD - No you won t'

FaO/O FanO LO
192.168.12. 0/24

Donna

vz/0CTTT

Nancy

Jei ol @ sl (A 53 6l 51 daas aay U Lgiaals 5 Aleall 028 : Exchange State
(e 2 Router ID et 4gal (3 gl )l o sés Y 51 DBD <iibl) se ) 58 Jsaa
bl ac ] 8 8 L 48 jaa 2id s SUMMaAry DBD badls Juu ) doleas o sian
L o3 il 3ac 8 Ja G yry O de Al oda b 5 AN @l i) )l aie A
Clasleall o3 Ja oy (S Aidtlaiall e shaall mns aa gy 43 Jla 3 Y
E0 as gy Alall o363 Sequence NUMbers J &dds g e ods A sl dapad

. DBD aLin) Al <l i) 50 J (e Lelals oy o) camy il shad

Link- Jw) b e DBD 2l & 4d) e a5 o Jlad) Sisl, e cany
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Sl agal Al e sbaally ol (e Ll 3l e slaal) 43 )liay Route r o 5
ol 53 ga se Gl o jla Cila slae Cil€ 13) | AKLEN e Aaa il slas Ll
Link-Ju b assy .. 4 Al e up-to-date lele Blhy WS sl Caal gl
o) Alae dglaall o2a 5, 4y sllaall dasleall Liamial SRl State Request

. Loading State lele sy SR

sl e haall (o LS cfiont o el 13l Aatully sl o s
Juiul vie | cliaadll aldiasia] SU i Link-State Update Jws b
222 2y Hlall| SACk Ju b Leale o )04 o gsy cilipaadill o3 AN Router)
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a5 La S e (1) ) s 1

Neighbor State Neighbor State
Down Down
(R1 to R2 Link comes up ...)
RID1.111 mit RID2222

S

Hello, Seen [nulll, RID 1.1.1.1

S5

. ’ > . ’
& Hello, Seen [1.1.1.1), RID 22.2.2 2-way
2-way Hello, Seen [1.1.1.1,2.2.22), RID 1.1.1.1 .
DR Election, < Hello, DR=z.z2.z > DR Election,
if needed ExSta if needed
R DD (LSA Headers) -
% DD (LSA Headers) ExStart
Exchange DD (LSA Headers) Exchange
< >
: LSR, LSU, LSAck (Full LSAs) Loading
Loading <€
Full Full
R1 R2

DOWN HELLO (DR=0.0.0.0, Neighbor Seen =0)
__ HELLO (DR=RT1. Neighbor Seen = RT2)
ERSTAEEE DD (Seq=x1=1,M=1,MS=1) =
__ DD(Seq=y.l=1,M=1MS=1)
EXCHANGE DD (Seq=vy,|=0,M= 1. MS = 0) =
__ DD(Seq=y+1.1=0.M=1,MS=1)
DD (Seg=y+1,1=0,M=1, MS=0) -
< DD(Seq=y+n 1=0.M=0 MS=1)
LOADING
DD (Seg=y+n I=0 M=0, MS =0) >
LS REQUEST
-
" LS UPDATE
LS REQUEST _
FULL LS UPDATE

A

i

DOWN

INIT

EXSTART

EXCHANGE

FULL
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OSPF ) 4 sill J 98 55953 (2 dualdld) i) a3a g1 58
OSPF Packet Types

OSPF 1 U5 5550 i i G < 35l 5l) o L Lgaaiiiaal oy iyl o
sl S (A2 sa sall ABDA Jglaadl a5 el (e S Lgle

Oe Jeabia Jay 3aa) 5 IS 7 55 5 WS4 o il g 1531 5 e bl s 5S35 -
. AY

O elan Julutie a8, 230 LSA JS o G o cangy Gendll b gl J8 -
. LSA Al Gaaia o8 ¥ 8 OxX7FFFFFFF (A 0x80000001

CaliaS) dolee (8 Lgaladtinl oy cua YAl e 3 ke & 2 Hello Packets -)
Al agale Gl 5 ) jaadl GLESS) 2 Ol 2z 5 agin Lo A8l Ly 5 () sl

@ Hello Packet

Spade HeIIo Packet Hearts

: Hello Packets «xs il Ay clygise o
1- Router ID
2- Router Priority
3- Hello (default 10s for broadcast network, default 30s for non-
broadcast network) and dead (4 times of hello) timers.
4- Authentication password.
5- Area ID
6- Subnet Mask
7- Designated router and backup designated router is ip address
8- Known neighbours

z a8l Hello Packets ) caus il Al Jals 3 0 65 3 il slaall aaas o34
. d:uasﬂh Bh\j dS

Aed A gl Jsl o2l M oY) Olsie e ke 54 Router ID -)
. BMA g 55 (0o (58 48030 o3 0l 48 jaall iy s OSPF ) JsS 585 5

Cilaslaa (i ymr psiin 5 JUI e LU & 58 Router [D ) daalii (= jal - -
. Neighbor Adjacency Database Jsis (e pais Jibadi

Yy




Router # show ip ospf interface

s ysall LS Router 1D b daalall cila slaall i je i oY1 AUS aay
ala

ceescesscse r

show ip ospf interface

Router# show ip ospf interface

Ethernet( is up, line protocol is up Router ID #
Internet Address 206.202.2.1/24, Area
Process ID 1, Router ID 1.2.202.206, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 2.2.202.206, Interface address 206.202.2.2
Backup Designated router (ID) 1.2.202.206, Interface address 206.202.2.1
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:00 Kiciahibor adiacencies
Neighbor Count is 1, Adjacent neighbor count is 1 9 Jac

Adjacent with neighbor 2.2.202.206 (Designated Router)
Suppress hello for 0 neighbor(s)
Serial0 is up, line protocol is up
Internet Address 206.202.1.2/24, Area 1

Process ID 1, Router ID 1.2.202.206, Network Type POINT_TO_ POINT, Cost:
64

Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wai
Hello due in 00:00:04

Neighbor Count is 1, Adjacent neighbor count is
Adjacent with neighbor 2.0.202.206

Suppress hello for 0 neighbor(s)

40, Retransmit 5

Timer intervals

IS 555 0 Jandi o5 A ) 5350 5l qan (5352 50 50 4 08 ¢ Router Priority -Y
Priority Default (1) 4l & 550 asan A SG a 5 Lle OSPF A

G ) A, o g Juaalil) (el
Router # show ip ospf neighbor

RouterA#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.31.33 1 FULL/DR 00:00:39 192.168.1.3 FastEthernet0/0
192.168.31.22 1 FULL/BDR 00:00:386 192.168.1.2 FastEthernet0/0

RouterB#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.31.33 1 FULL/DR 00:00:34 192.168.1.3 FastEthernet0/0
192.168.31.11 1 FULL/DROTHER 00:00:38 192.168.1.1 FastEthernet0/0

RouterC#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.31.22 1 FULL/BDR 00:00:35 192.168.1.2 FastEthernet0
192.168.31.11 1 FULL/DROTHER 00:00:32 192.168.1.1 FastEthernet0

ARYA




Hello (default 10s for broadcast network, default 30s for non- -¥
broadcast network) and dead (4 times of hello) timers.

G il Als ) Jlo ) leal i i e S 2 5y SIS (8 Cua il Al ) Gl 55
Gl Rladl) A8 g Ao pual) GRS o ol S8 3 a3l Calina e
Lyl Calias sagell SN 3 g de

@b S Sl 55 de S s il Adls ) Jl ) dalae L 65 4y ) SN )
BUai i (S5 A8, »3a Ll default 10s for broadcast network
L Ui e e Al e o 5S  Gaslial)

SUPPP A JsSsis 0 Guoh oo daaie &8 Al Al ol saad) el Y
IS cua il Al Jl ) ddee Al 038 4 (4S5 Frame Relay sl MPLS
»3a default 30s for non-broadcast network szukll J< 2l (5305
Gl s 8 0SS Y IS

gl ke Faniia B 40 et e 5 ALy Jlan ) 5l a0 iz ol Jla i 5 Y
510 gl G < Ay A Y e Al S 8 5 4 ftmes of hello Al
O g sl ol 3 5 jidla) 4 ol Al A ) o Leren o
LA Ao e e i)

sy (5 Al 028 (e paiall (5 gianall 3 S1 5 gl 8 el apdains ¢ ddiadla
- Ot il (s sia

DY DA (e il Al A Galad) i) Ol glaa A8 jra 5 e adatia
-l

Router # show ip ospf interface

| Internet Address 10.8.67.7/24, Arca @
Process ID 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 1
Enabled by interface config, including secondary ip addresses
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 7.7.7.7, Interface address 10.0.67.7

Backup Designated router (ID) 10 Qg 68 6, Ig face JIP s 10.0.67.6
=Timer intervals configured, Hel @4 w wa etransnu 5 -
oob-resync timeout 40

Hello due in 00:00:07 w=—
Supports Link-local Signaling (LLS)
Index 2/2, flood queue length @
Next @x8(@)/0xe(@)
Last flood scan length is @, maximum is 4
Last flood scan time is ® msec, maximum is 4 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.2.68.6 (Backup Designated Router)
Suppress hello for @ neighbor(s)
FastEthernet®/1 is up, line protocol is up
Internet Address 10.0.17.7/24, Area @
Process ID 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 7.7.7.7, Interface address 10.0.17.7
Backup Designated router (ID) 10.3&1.1, Lgterfac ddress 10.0.17.1
Timer intervals configured, Helloeawa; Retransmit 5
oob-resync timeout 40
Hello due in 00:00:08
Supports Link-local Signaling (LLS)
Index 1/1, flood queue length @
Next 0x0(@)/0x2(@)
Last flood scan length is 1, maximum is 2
Last flood scan time is @ msec, maximum is 4 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.108.1.1 (Backup Designated Router)
Suppress hello for @ neighbor(s)
R7#

Y4




e dumy el GlalS (855 65 8 aiaidleall 038 ¢ Authentication password -¢
(o) (g O5SH agin Le (85 5l dglae o 5 il il ) (o g all S Bk
sl I AU o s Alanll 02a Jamdi (e SSU 5 e slrall 028 m yal

Router # show ip ospf interface

s Area 0 el yia ob ) ddadie Jis g Jua sie il A3kl 285 Area ID -©
e sl Area 100 die Al ddhaiey Jua sl 25 dakiall o2a 3y 5k e

OSPF Autonomous System

Backbone router

Area borderrouter
(ABR)

Autonomous System border
router (ASBR)




43 yre e Sl cua Sl AL JAs 30 6S o s K08 ¢ U : Subnet Mask -1
s il Al ) L) Al el Sl o slae S

OSPF I J 58 550 (A e sSaa S0 5K D4y LS i Y A3l o L ¢ dlaadla
b A Wildcard Mask (e e 7 ydu 258w s Wildcard Mask (e

Routing table for ABR:

0 172.16.8.0  255.255.255.0\} '
] 0172.16.9.0 255.255.255.0 | LSAssenkinR:
/| 0 172.16.10.0 255.255.255.0 |
0 172.16.11.0 255.255.255.0
[ 0 172.16.12.0 255.255.255.0 |( B | AALI2,16.8:0  (433.493.248.0
|| 0 172.16.13.0 255.255.255.0
|| 0 172.16.14.0 255.255.255.0
0 172.16.15.0 255.255.255.0 4
“’"o 172.16.16.0 255.255.255.0%
0 172.16.17.0 255.255.255.0 }
| 0 172/16.18/0 255.255.255.0 IA 172.16.16.0 255.255.252.0
0 172.16.19.0 255.255.255.0 |

. Designated router and backup designated router is ip address
5 eBLEY) sl 5 i Sl 6150 sa (e ALlS A8 ra o o ST A lanll a0 1Y
Jaiin) 5 Jle) 2l DR and BDR &l il )l 38 (e yisl ) IS crslie e (5 5iaS

e JSdy s il Al
......... S YA o i agie Cila slaa dd yaa 5l 55l N Aa A3 e 5 i sal

Router # show ip ospf neighbor

R3g§show ip ospf neighbor

State Dead Time Address Interface

FULL/BDR 00:00:33 10.0.0. FastEthernet0/0
ZWAY/DROTHER 00:00:38% 10.0.0. FastEthernet0/0
ZWAY/DROTHER 00:00:-34 10.0.0. FastEthernet0/0
FULL/DR 00:00:34 10.0.0. FastEthernet0/0

Alaall o2a & 58 Cua ¢ ASHAN 8 A8y el ) Y3650 0 Known neighbours -8
dﬁ\_\l}}ua:_\j\\.@_.auujsuﬂ\@hﬂm}\‘_gojjbd\&\}j\)\@m:u)w
bl 5 la slaal)

YeahTom, 1 am eagerly
waitingfor it. Also, | have
gotsome from Alice.

Alice, I have got some hot

T~

ARA




< g0 O e adass o5 Packets ) e22 : DBD = Data Base Description -Y
psims e (g giny (Al aslgshall Juals @l il e gl JS asi Cua
a2y 5 OSPF N JsS 535 0 aple drdall 548080 e 33 san sall il i) 5l adlas
saclaldumat dlaay &) 53 g) ) IS giiu &) Y30 ) JSI Packets Abu l oda Jgpa
AL, o3 Lgtde (g gind Al e glaal) ) S0l A1) ) ddliza) 2l il
Jaaills s 58 5 la Sy o ile cily sisasae e (s siad Packet Jeda b

Hi, I know about The following networks:
10.1.1.0/24, 10.1.2.0/24 & 10.1.3.0/24

i
AB —
A

(DBD Packet)
Z
e ) Link State Request (LSR)
—

R2 (Slave) R1 (Master)

| don't know about network 10.1.3.0/24,
please give me more information

axa Header (e 085 dllu )l 038 dolad) 3 :DBD il bas B Allu; <y gina

e o Ol Jany g alaie J30 a5 o Al 320 (e O S Header 31 Bit ) 12

@ Hello Packets cus il Al J dla) Jeny Lyl » s Header ) o2

U8 e Al i

Al Jala B ¢ 685 M) OSPF Packet Header A1 iy sisa Sy a géba o) @
: DBD 4!

1-Version , 2- Type, 3-Packet Length, 4- Router ID , 5- Area ID,

6- Checksum, 7-AuType, 8-Authentication, 9- Data
A z 3 gadl) A Las

Protocol ID
No.89 =
OSPF

OSPF Packet

Authen-
Packet 'Router ID Area ID Cgﬁﬁlk' tication AYtNEN-p,¢n

Length tication

Type

YVYY




by agdll LAY e 38k JS8y cligSal) 038 (e Baal g JS 7 s a gl Y -
. Jadi 10la g il gSall oM (pa Baaf g JS

JsS 585 1 3ad g s OSPF A JsS 55 0 Hlacal Lend o ea 50 231528 s Version -
JsS 5ol Alia g

bl JSE G g 4 a5 il aa JSE e &g puaall 040 028 s Type -
:Jia

il Als ;) Hello Packets e

bl 3aeBaa s Data base Description e

0 om e day ) Gl Link State Request o

Saadll Al by Link State Update o

AUl dplee 8 ) YAl Loy Link State Acknowledgment e

OSPF JsSsis ndaia paan g Jsh e 4y sl 4lalloa :Packet Length -V
.Header ! 4

A JsS 550 (b A all Hras aa s e gl Aladl o2 :Router ID -¢
sthall 555l bl o s Jus )l o588 e (e OSPF

5 )l Led aa g Sl dshaial) W8 e A gl Aladl 638 : Area ID -0

waadlligdee e Ay sl Aladlon :Checksum -1
ol Jie ddlaadl ¢ 6 vt dolee e Ay puall 8 A28 ¢ AuType -V
G e i) Alee (e 3y Loyl 450 o2a o 685 5 G5l 5 5 all S

N e ek ypall S Ja g byl

Baad oY) dlee any J Y1 gl e aciad A3l 028 : Authentication -A
adle ALt Y 5 el aiuly LAl o3 o sk il Alee 4 wles (531 g il

Ay Ul A3 ) Al ) wd A o3 (3 U1l a5 s e sheal) paan e

\RAE




A gl il e g giat bl (s a4 1 LSR = Link State Request -Y
Sislyaptlerie Jie, Gl Sis)) de ganadac aginle Juad 5 A1 ASA J a sl
Al b Adladloda (A& i)l o s (5 il ASull by Jua ) A 4805 8
Ao ) Jeatinn Gl puall & yigh 5 ol el AN Saall &Y @l i) U | SR
3an 513 4 Aalall Ll ac 8 g asla slae Jala 8 jlaby o gius <l i)l aad )
o sus 33 yall ASEl aay al 13) 5 Leall bl da Ja Jls s o sis 331yl 4S040)
oda il da LAV 550 Jln 5 s a) @l sl (e sbes calla Sl ] oy
O Lo oyl Aleall 028 ot Aladl 020 A4S 028 luse o et Ja 5 AS0)
Al il sac B agal el 35l Sl (oany o Cilias) aie Ll g SR ol jeadl <l 350
5 il 5206 e Gy Jaad ayy clls Js s sl o s Lgiband o
Al B palaldl s )5 shall

Hi, | know about The following networks:
10.1,1.0/24,10.1,2.0/24 & 10.1.3.0/24

(1)
-«—
h

(DBD Packet)

Z

) Link State Request (LSR)

(2
R2 (Slave) — R1 (Master)

| don’t know about network 10.1.3.0/24,
please give me more information

138 aas Header s oS bl oda bl & L SR day )t Al ) iy gia

diu) ) el e plaie JS5 LeaS o5 GUA Bae (e o 5S50 Header 32 Bit

LA &l e A8 pmal 55 ) 31 a Le day )l il slaa e (6 s3ay Header ) 1aa
LSR Bl calls A (e S0l G e Jay )l 45y e

Uy Jals b 0 s85 c3 Link State Request ) by gisa 84 2 gl 041 o

: LSR 4

1-Link State Type

2-Link State ID

3-Advertising Router

\Vv¢




A 73 gadl) B Las

0 4 8 12 16 20 24 28 32
i ] ] ] ] ] ]
: Link State Type
LSA Identi:ficatinn # Link State ID
: Advertising Router
Y

Link State Type / Link State ID / Advertising Router #2

= Link State Type / Link State ID / Advertising Router #N =

o agale Slaie V) oy o) gl GO A gy Jay N s o) 63 s Link State Type -)
e JSi by il dglae atd il yigh N G Leday Nl s

Gyl s Eaane (S5 a1 3] 5 Eana 6% oy L SDB il saeld Jsan o
COAY) Gy gl e bl 3ae 8 Caatl day y il

&5 5 e Lyl (6 o oy Routing Table <slaall 5 4 sill Jsan o
A Al aen A8l

058 OF e 3 slad) &l 550 0 ey Neighbor Table ol sl Jsas e

9 dlaY) s A g0 ol sty Jayyll Alls aaaty o 68 1Link State ID -Y
At JLaiay)

gl & claaill g by )l dalee e 2LV 2 s Advertising Router -Y




| Link State < _laidl Aludl sd :LSU = Link State Update -

AAN cly giaa g (e ) dlany 2 985 o Al ) 028 4ids g 9 Advertisemant
LLSU 21 Jals b dlles ) a3 5 OSPF (b (el

(3

—_—

I

Link State Update (LSU)

> Pl =2

R2 (slave) ’ R1 (Master)
Link State Acknowledgement
(LSAck)

e OsSE Al o Aol 8 L SU cilygiaall e oY) Alluy il gisa
alaia JS5 LS 5 oy GULA 32 (e sS4 Header 32 Bit - 13a aas Header

cdil e o
Al Jal b 068 A Link State Update ) cibysisa 84 a gl oY) o
- LSU 4
1- LS Age
2- Options
3- LS Type
4- Link State ID
5- Advertising Router
6- LS Sequence Number
7- LS Checksum
8- Length
9- LSA body / LS type
Az galll A Las
0 Bits T Bits 16 Bits 24 Bits 32 Bits
B LS Age Options LS Type
3 Link State ID
:
g Advertising Router
E LS Sequence Number
LS Checksum Length
g LS Type & Details

yva




didig agdll AY) oo 3 dia JSdy Cliglal) oda (e Baal g JS 7 o agbla oY) -
. Jadi 13la g il gSall 0AA (pa Baal g JS

paa 5 LSA Jelil dlay (e la 3l 5 gl aplasi daladloda dada s : LS Age -)
. 2 bits 4l »2a

Dl Jumdl sl 5 OSPF ) jaae o sSh 58 <l lall L4 238 : Options -Y
1 bits 4alall saa a9 PY\ alall ?cdwus.nﬁ:\j OSPF JJSJ:UJ_J

GaVan Syagdlu s LSAN g5l mant e &gl dlalioda ¢ LS Type -¥
1 bits AAladl s3a aaa g

Bl 5 gl Gn e ol e Ay sl 4380 038 Link State ID -¢
5 1P @ V) Ul o dlallsda adiai s OSPF ) JsS 55 (o8 Jaxd Al
A bits (e A3adl oda aas

= Y Ol st Sl Ble) e A sadl AR 238 : Advertising Router -©
4 b|tS Al 5la S ‘SLAY\ _)3}\)” L;A uA\Aj\ IP

paadll oy 5 LSA N aae ge Ay saall lall o2 1 LS Sequence Number -1
Sl saaal) e Aapaill Al (i 5 beall) ddeny o681 o8 5 LSA Al UK

A bits Al s38 ana 55 ) Sl

LSA af jia i 5 | SA D sl ge Al sl 4lalloda 1] S Checksum -V
elhay) Glas) 45 e

Lelsh aaas s L SA N daia Job e Aypuadl o LAl oda : Length -A

g5l s LSAN il sSa e e Al puall clilall 038 1L SA body / LS type -9

3 LSA Packet Header (o s¥) aadall oy 65 a2y Le U diidall 030 | SA )

Sl dlee 43 2%y 5 LSA body / LS type JI o Sl daidall oda (5SS
_LSA b ialal

S LSA D g5l 2 i a5l G 2yl 5 LSU 1l (e olgii¥) o3 ()5S 1S -

Leg )5Vl oda 22e jslady 5 Link State Advertisemant J Jals ¢ sSi
CelsYleda =l g Sha gl V) LSA gl gl e g 5 11 ANl
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Types of link-state advertisements

192.168.10.25 192.168.10.1 (DR)

Link State Update to 224.0.0.6

— o

—_—
—_—
—_—
—_—

—_—
_____n-“
— P

Link State Advertisement (LSA)

(Type 1,2, 3,4,5,6,7,8,9,10, 11)

LSA Type 1 = Router LSA
LSA Type 2 = Network LSA
LSA Type 3 =Summary LSA = ABR LSA
LSA Type 4 = Summary LSA = ASBR LSA
LSA Type 5 = External LSA
LSA Type 6 =Multicast OSPF LSA
LSA Type 7 = External LSA for NSSA
LSA Type 8 = External Attributes
LSA Type 9 = Intra — Area — Prefix
LSA Type 10 = Area — Local — Opaque
LSA Type 11 = AS Opaque
Aadg agdll AV oo 3 jdia JS8 £16Y) 08 (pa Baal g JS 7 pda agilu Y1 -
s g5l lila o g Jadi1ila g il gSall 038 (ha Baal g (S

sl ast LSA Al e g sill 128 dalay ;] SA Type 1 = Router LSA o
Al sty 5 LSA I e g sl oda 8 53 5a gall il (he Ciag Jla
A Alaiall G i) e 3 slaall S i) U

b Ju 5§ LSA ) e g sill 1aa A0l g : LSA Type 2 = Network LSA e
& &l yigl = ol 5 broadcast ydbeadl Eull & Caxd ‘é_“d\ LA
 Cmnal) Limny o Alaia 25 a8 3 510 (55 o e e

VYA




&

ke o3 g gl 18 A LSA Type 3 = Summary LSA = ABR LSA
saxie JSSArEA (3habiall Gaal Adeny S5V Slen psi O (& 5 Tan Tas daga
I a3 5 Ol sie O3S e aad 50 e Dlaslaall (e ALlS adlidlea] 4S04 (e
O siad) 2L il 638 o gii Adladl oda 8 elanall udiy ) gie (ha S A gy () sl
0 Area ikl Gesasl go ye Cile sleall 48 jaa 5 Gual ilers o 58y (i )l

- Cuantdglens o g Cila slaall 48 i) )l Leia

zlss g il 13a dala g0 LSA Type 4 = Summary LSA = ASBR LSA
Olsie el sl 3] 5 ASBR AN i) ang () 4 el AV jlusall 48 jad]
. ASBR ) b 44 2a (10 (Sl Router ID ABR I

A Al = 5ol 3y sl daate il 1aa 44k 50 | SA Type 5 = External LSA
35 sall S35l Sleas IS e Jl JY) (o daing )l e g 5ill 138 540 JA)
Lon JAASEN & daaly 5l 530 Gasb ) e leba s p st Area Jlasas e
& Jeaiall i) 0 JUall Jasss Je Area ) asas e a5 sl i 30 BB (g
QERERN

A s psede e gl 1w : LSA Type 6 =Multicast OSPF LSA
R KENPUC: VY R DU N0

Aaild e 3 ke s ¢ gl 138 s LSA Type 7 = External LSA for NSSA
. OSPF ) 3Sulia Al €l aadins e sleall e

Aay Jal axdiig IS ¢ il 1 ;L SA Type 8 = External Attributes
b B 23T 2a3 o) (81 OSPF J A3 LY BGP 1 JS 535 milad
paaa 98 OSPFV3 JsS 55 0 (e QAN Hlaal) &SI OSPR JsS 550

Alaa AGAN ) siay oy Jll 2 |PY6 address () e slaall Jus )Y

CrsSE Al Lghdds s A5lall w38 2 LSA Type 9 = Intra — Area — Prefix
Lelals 8l kil 28 e 5 A0 RSN e glas

&b i off & 530 138 34k 5 s L SA Type 10 = Area — Local — Opaque
0 e s sheall agis ¥ asall OIS 51 ia it lase L) e slaadl L)
OSPF I JsS 555l ddla sl o2a Jls ) aliis (815 il

Y) 4l gliad (N g 16N (e g 58 JAT ol 1 LSA Type 11 = AS Opaque
ool (s siua b IS Lgde i il g Ml gl 3
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7 o ki aldey) J dBSal) b oSlg gp el 11 bl 2B 0% 1S -
Aaladind oy ¥ oSl g Liasl 3390 50 090 £ 1Y) (Bl g 4 Jaal) oy Al £1 53
1Al Jgaad) B LaS ey JSi Ade Slaic ) aly 1) ALY £ o) 7 ) Jha T8

LSA Generated by Function Flooding Map
Type Normal Area Routers | S o | (Ares ofoigin)
Type 2 DR ?(?: r?;tti:?gzign[;%%ggﬁs‘:t |(nAtrr§E—iﬁr\Jr? grigin)
Type 3 ABR ﬁf;enf,g?;"g ABRs areas Lmﬁztélrs i.reaS)
Type 4 ABR ﬁrd XgrgsRigg e presence '(?iﬁﬁr? ?ﬁ\reaS)
Tpes ASER gdi\rf]i;tri?gg external routes mﬁgi eas)
Type 7 ASBR )t?;dﬁer'triﬁiarﬁg ﬁggil ':;l?t: ;i‘s mﬁﬁs Ej’%reas)

150 B Aaldl) £1 5N anan 7 pd 5 S3 e SLEN) a3 08 (09 JSAN VA 9 -
. Types of link-state advertisements !

e e agUll Ala ) 038 L SAck = Link State Acknowledgement -©
Lalal) ol e o) il dsad o (5 5iad 5 zmaa (S e sleall Jals 5 al0u)
s Jdall Je 5 LSA headers gusbie 4aid e (5503 header d 4
A Ol sy 3,10 DY) e Al 2t o2y 5 LSA (e 86l Alae 25 LagaS s
3c 8 ity Jaad & il ol e ualdl Lewdt Ll dalhall L SA headers

e Y |
(3)
h
Link State Update (LSU)

—

)
| 5
R2 (Slave) —

Link State Acknowledgement
(LSAck)

e 0 sSE Al Y 028 Aglaall & s SACK cliaal) adlud Ao sl Al ey giaa
alaie JSG agu€ 5 o dadh (A e ) <5 Header 32 Bit J) 13a aas Header
cdia) el e

R1 (Master)




A 73 gaill A LS

4 8 12 16 20 24 28 32

I I 1 | 1 | 1 |

LSA Header #1 -
I

LSA Header #N
I I ]

OSPF - Js8 550 ity aja 1581 7 o (a JalS JSy pLgaN a3 38 ()0 138 -

28 O 2 5 bl o s i s pa prads Janaldill any aia s a sl 2l o
b 0sSE sl ol it Y ) A0 8 Jus i sla s Ll Jpealds i e
Jbackground network Al dela

adde daall 3V 5 adde Sulill oy Y 5 J8 e S 2 slnsh Jo 7 pdll 2t o
O Lo A0l Al 8 50 (S L) 6 jaa g anle #8105 Al all oy 53 Lasd
¢ il i )

> sisishll 9a 12

1032.00/24 /
103210724 !
10.32.2.0/24 |
10.32.3.0/24 \
10.32.5.0/24 \\

1724500/ 24
1724510/ 24
172.45.2.0/24
172453.0/24
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ALIA B 068 AN g G Le adaldl JAE gl O md aglsaghl) oda B -
Al
T p i o Vo shall (55l (e JS) (g i (o shsaghall e Uplai 1) ) -
o Lo s dlenll 028 AT S (55 s R2 5 R1 G e el (Al dejall Juadi 4
Al e el aal o Jualdill 028 (2 yay a s Jail) (L1 8 JEs ) el
aﬁ_)ana 9 C:‘)a: Ezlﬁ:;ﬁ 44) Qﬁj QSJL:sJ\QIJ§JQ\ QSA G}A\J‘)ej“jﬁb L ﬂjSS\ Lli 0ol Y A<l
Laaldl) g yall A g Jaill Alae A yedai Al Jualiil) i Jadh o gl 4gle Jeall
Lol s Juadilly adde Jaall 488 5 ealiyall sl Sy il

Hello ) o ill sy daim 028 5 asall J8 ddasl 55500 J5l 020 Hhail @
OSPF Header J ¢l dilae o5 o lasl 408l 46la 8 Packets

[ Frame 47: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0
[# Ethernet II, Src: ¢2:08:19:b8:00:00 (c2:08:19:b8:00:00), Dst: IPv4mcast_00:00:05 (01:00:5e:00:00:05)
[# Internet Protocol Version 4, src: 10.0.0.4 (10.0.0.4), Dst: 224.0.0.5 (224.0.0.5)
= open Shortest Path First
=l OSPF Header
OSPF version: 2
Message Type: Hello Packet (1)
Packet Length: 44
source OSPF Router: 0.0.0.4 (0.0.0.4)
Area ID: 0.0.0.0 (Backbone)
packet Checksum: Oxeba2 [correct]
Auth Type: Null
Auth pata (none)
= OSPF Hello Packet
Network Mask: 255.255.255.248
Hello Interval: 10 seconds
= options: 0x12 (L, E)
- DN: DN-bit is NOT set
0: 0-bit is NOT set
DC: Demand Circuits are NOT supported
L: The packet contains LLS data block
NP: NSSA is NOT supported
MC: NOT Multicast Capable
asasese E: External Routing Capability
....... O = MT: NO Multi-Topology Routing
Router Priority: 1
Router Dead Interval: 40 seconds
Designated Router: 0.0.0.0
Backup Designated Router: 0.0.0.0
=l OSPF LLS Data Block
Checksum: 0xfffé
LLS Data Length: 12 bytes
= Extended options TLV
Type: 1
Length: 4
= options: 0x00000001 (LR)

o
wn nn

s
oo

RS: Restart Signal (RS-bit) is NOT set
LR: LSDB Resynchronization (LR-bit) is SET

c_q\d\:u:\ E) g.ﬂ.n\;la_n ¢5J‘> ~)l=44 L*‘an\ ?~994 3 L.ﬂ.n\gla.aj\ equ ‘LJ\ o‘)w,L‘ad\‘:;s l::;\y -

laa Router Dead Interval : 40 seconds - du JsS gl 5 Al

Pl w35 40 ) IS 3,0 2 o) s 8 cun i Al b Galal i)
sl e Juai¥) elall g dlaal

[
nn
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Ll 328 4 s Jla ) 3350 atas R2 J cua il Al ) Jgaas 200 Y1 -
L35 5 geall L8 oS R2 I & iyl acld Guaat dlenl DBD

# Frame 19: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits) on interface 0
# Ethernet II, src: c2:05:19:b8:00:00 (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00)
# Internet Protocol version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2)
= open shortest Path First
£ OSPF Header
OSPF Version: 2
Message Type: DB Description (2)
Packet Length: 112
source OSPF Router: 0.0.0.1 (0.0.0.1)
Area ID: 0.0.0.0 (Backbone)
Packet Checksum: 0x7f8e [correct]
Auth Type: Null
Auth pata (none)
# OSPF DB Description
[ LSA Header
LS Age: 612 seconds
Do Not Age: False
# options: 0x22 (DC, E)
Link-state Advertisement Type: Router-LSA (1)
Link state ID: 0.0.0.1
Advertising Router: 0.0.0.1 (0.0.0.1)
LS Sequence Number: 0x80000041
LS Checksum: 0x28b2
Length: 36
[ LSA Header
LS Age: 786 seconds
Do Not Age: False
# options: 0x22 (DC, E)
Link-state Advertisement Type: Router-LSA (1)
Link state ID: 0.0.0.4
Advertising Router: 0.0.0.4 (0.0.0.4)
LS Sequence Number: 0x80000026
LS checksum: Oxfde4
Length: 36
[ LSA Header
LS Age: 612 seconds
Do NOt Age: False
# options: 0x22 (DC, E)

Link State ID: 10.0.0.1
Advertising Router: 0.0.0.1 (0.0.0.1)
LS Sequence Number: 0x80000026
LS Checksum: 0xda30
Length: 32

[ LSA Header
LS Age: 791 seconds
Do Not Age: False

# options: 0x22 (DC, E)

Link State ID: 10.0.0.12
Advertising Router: 0.0.0.4 (0.0.0.4)
LS Sequence Number: 0x80000001
LS Checksum: 0x6eb6

Length: 28
[# OSPF LLS Data Block

@ c\Jeg ) Jau) &‘ «.r“;‘ e d)}m (-\:‘.-.’j OSPF Header 4 el é ‘U;\ La¥ -
o5 agiil ol 5 geall Tua lail g il Cun 5 (e JS LSA Vel
i staall e sheall 43S pan 2 o U JKAY e bl dulee o5 | oLl Aaile
A JsS 550 of Ll Baa¥ | slladll oyl g g5 g dshaiall o sie 5 (2 Y Jie
¢ paaiad Jh Cus |Py4 Y S g n e S alade ) ading OSPF
. Dst 10.0.0.2 Jusiwall 2 ) 5 Src 10.0.0.1 Ju el
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Frame 24: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface 0
Ethernet II, Src: c2:06:19:b8:00:00 (c2:06:19:b8:00:00), Dst: 2:05:19:b8:00:00 (c2:05:19:b8:00:00)
Internet Protocol version 4, src: 10.0.0.2 (10.0.0.2), Dst: 10.0.0.1 (10.0.0.1)
= open Shortest Path First
=] OSPF Header
OSPF Version: 2
Message Type: LS Request (3)
Packet Length: 72
Source OSPF Router: 10.0.0.9 (10.0.0.9)
Area ID: 0.0.0.0 (Backbone)
packet Checksum: 0xdf88 [correct]
Auth Type: Null
Auth pata (none)
B Link State Request

= Link State Request

= Link State Request

= Link State Request

e slea Jand agie 3aal s JS LSA Al (e gl il &6 Jls ) @i 45 BaaY -
o)) e s b o Baw 5 LAY e dalis

s LSA (Alala (5 )a) Cyaat Sl slas by o i R2 Alladloda (3 V) -
LSU J\UL»JJJJ

Frame 26: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface 0
Ethernet II, Src: c2:05:19:b8:00:00 (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00)
Internet Protocol Vversion 4, Ssrc: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2)
= open Shortest Path First
=] OSPF Header
OSPF Version: 2
Message Type: LS update (4)
packet Length: 160
Source OSPF Router: 0.0.0.1 (0.0.0.1)
Area ID: 0.0.0.0 (Backbone)
Packet checksum: 0xb899 [correct]
Auth Type: Null
Auth pata (none)
= LS update pPacket
Number of LSAs: 4
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: OSPF Configuration JsSsign <l
Router > enable

Router # config t

Router (config) # router ospf 1 Process id a8, s 13 asly 8,

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 15.0.0.0 0.0.0.255 area 1

Jslaall b Aalild) cila glaal) (o (aidS Al el oY) o2
Router # show ip route
o ill Jsan el Yl 128
Router # show ip ospf neighbor
3y skl <l yigh M (oa pad a1 13a
Router # show ip ospf database
> shsashall o bl saclE (2 jal a1 138
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Router > enable

Al clilae Yl dee s R1 e Jsda asiin oY) -
2 AUl el ¥ &S o gl )

Router # config t

Router (config) # interface fastethernet 0/0

Router (config-if) # ip address 10.0.0.1 255.0.0.0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router ospf 1

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.1.0 0.0.0.255 area 0
Router (config-router) # end

Router # copy running-config startup-config

Jazy asiil R2 S 5360 0 J sy o siins (YIALIS R JsY) sl calalac) o2
 Slalac )

DA hale Y dee s R2 e Jsa asiin Y -
2 A el oY) ALSH o slics V)
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.2 255.0.0.0

Y4




| Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.2.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router ospf 1
Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.2.0 0.0.0.255 area 0
Router (config-router) # end

Router # copy running-config startup-config

Jazy a5t R3 Gl i) )1 Jsan o st (VI ALIS R AU i) )1 cilalac ) o34
, Slalac Y

Al chlae ) dae s R3 e Jsdaasiin oY1 -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.3 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.3.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Y4y




| Router (config) # router ospf 1
Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.3.0 0.0.0.255 area 0
Router (config-router) # end

Router # copy running-config startup-config

oy o 58 RA gl 1 53550 Jsaa o st GV ALK R3 Gllil) i) )l cilalac ) o34
. Slalac Y

Al chlaeY) dae s R4 o Jsdaasiin Y1 -
2 A el oY) A4S o gl V)
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.4 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.4.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router ospf 1
Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.4.0 0.0.0.255 area 0
Router (config-router) # end
Router # copy running-config startup-config
Jazs a 58l R5 selad) il 50 Jsa o stins GV ALS R4l 1) is) 5l cilalac ) 524

. Slalac )
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Router > enable

-3l clilae Yl dee 5 R5 e Jsda asiin oY) -
2 AUl el ¥ &S o gl )

Router # config t

Router (config) # interface fastethernet 0/0

Router (config-if) # ip address 10.0.0.5 255.0.0.0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.5.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router ospf 1

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.5.0 0.0.0.255 area 0
Router (config-router) # end

Router # copy running-config startup-config

astil RE Gadbadl yigh )0 J sy astin (V) ALS R5 (ualadl yig) )l cilalac) 028
Cclalae Y Jass

DA Shale Y dee 5RO o Jsdasiin Y -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.6 255.0.0.0
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Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.6.1 255.255.255.0
Router (config-if) # no shutdown

Router (config) # router ospf 1

Router (config-if) # exit

Router (config-router) # network 10.0.0.0 0.0.0.255 area 0
Router (config-router) # network 192.168.6.0 0.0.0.255 area 0
Router (config-router) # end

Router # copy running-config startup-config
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Router > enable

Router # show ip route
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10S Command Line Interface

Router>enable

Router#show ip route

Codes: C - connected, S - static, I - IGRP,
D - EIGRP,

i - Is-Is,

E1 - OSPF external type 1,
Ll - IS-IS level-1,
* — candidate default,
P - periodic downloaded static route

Gateway of last resort is not set

R - RIP,
EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1,

M - mobile, B - BGP

N2 - OSPF NSSA external type 2

E2 - OSPF external type 2, E - EGP
L2 - IS-1IS level-2, ia - IS-1IS inter area
U - per-user static route, o - ODR

C 10.0.0.0/8 is directly connected, FastEthernet0/0

C 192.168.1.0/24 is directly connected, FastEthernet(0/1

[e] 192.168.2.0/24 [110/2] via 10.0.0.2, 02:25:50, FastEthernet0/0
[e] 192.168.3.0/24 [110/2] wvia 10.0.0.3, 02:25:50, FastEthernet0/0
o 192.168.4.0/24 [110/2] via 10.0.0.4, 02:25:40, FastEthernet0/0
(o] 192.168.5.0/24 [110/2] wvia 10.0.0.5, 02:25:40, FastEthernet0/0
(e} 192.168.6.0/24 [110/2] via 10.0.0.6, 02:25:27, FastEthernet0/0
Router#
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Router > enable

Router # show ip route
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105 Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected,

D - EIGRP,

i - Is-Is,

E1 - OSPF external type 1,
L1 - IS-IS level-1,
* — candidate default,
P - periodic downloaded static route

S - static, I - IGRP,
EX - EIGRP external,

Gateway of last resort is not set

R - RIP,

M - mobile, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E2 - OSPF external type 2, E - EGP
L2 - IS-IS level-2, ia - IS-IS inter area
U - per-user static route, o — ODR

10.0.0.0/8 is directly connected, FastEthernet0/0|

192.

168.

.0/24

[110/2]

via

10.0.0.1,

03:10:57,

FastEthernet0/0

192.

168.

.0/24

is directl

connected,

FastEthernet0/1]

outer#

C

O

C

(0] 192.
0] 192.
0] 192.
0] 192.
R

1
2
168.3
L4,
5
6

168

168.
1e8.

.0/24

0/24

.0/24
.0/24

[110/2]
[110/2]
[110/2]
[110/2]

via
via
via
via

10.0.0.3,
10.0.0.4,
10.0.0.5,
10.0.0.6,

03:10:57,
03:10:47,
03:10:47,
03:10:47,

FastEthernet0/0
FastEthernet0/0
FastEthernet0/0
FastEthernet0/0
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Router > enable

Router # show ip route
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105 Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-IS8, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernetO/Ol
192.168.1.0/24 [110/2] via 10.0.0.1, 03:45:27, FastEthernet0/0
192.168.2.0/24 [110/2] via 10.0.0.2, 03:45:17, FastEthernet0/0
192.168.3.0/24 1s directly connected, FastEthernetO/1|
192.168.4.0/24 [110/2] via 10.0.0.4, 03:45:07, FastEthernet0/0
192.168.5.0/24 [110/2] via 10.0.0.5, 03:45:07, FastEthernet0/0
192.168.6.0/24 [110/2] via 10.0.0.6, 03:45:07, FastEthernet0/0
Router#

Router#

Router#
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105 Command Line Interface

Router>
Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernetO/d
192.168.1.0/24 [110/2] via 10.0.0.1, 03:48:18, FastEthernet0/0
192.168.2.0/24 [110/2] via 10.0.0.2, 03:48:18, FastEthernet0/0
192.168.3.0/24 [110/2] via 10.0.0.3, 03:48:18, FastEthernet0/0
IC 192,168.4.0/24 is directly connected, FastEthernet(/]l

0 192.168.5.0/24 [110/2] via 10.0.0.5, 03:48:08, FastEthernet0/0
0 192.168.6.0/24 [110/21 via 10.0.0.6, 03:47:58, FastEthernet0/0
Router#

Router

Y4A
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10S Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

o 10.0.0.0/8 is directlv connected, FastEthernet0/0]

(0] 192.168.1.0/24 [110/2] via 10.0.0.1, 03:51:47, FastEthernet0/0

o} 192.168.2.0/24 [110/2] via 10.0.0.2, 03:51:47, FastEthernet0/0

o} 192.168.3.0/24 [110/2] wvia 10.0.0.3, 03:51:47, FastEthernet0/0

(0] 192.168.4.0/24 [110/21 via 10.0.0.4, 03:51:47, FastEthernet0/0

[ 192.168.5.0/24 is directly connected, FastEthernet0/1]

(0] 192.168.6.0/24 [110/2] wvia 10.0.0.6, 03:51:37, FastEthernet0/0 |
Router# 1
Router# h
Router#| -

=
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105 Command Line Interface

Router>enable
Router#
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-I5, L1 - IS-IS level-1, L2 - IS-1IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, FastEthernet0/0]

[0} 192.168.1.0/24 [110/2] wvia 10.0.0.1, 03:54:16, FastEthernet0/0

o] 192.168.2.0/24 [110/2] wvia 10.0.0.2, 03:54:16, FastEthernet0/0

o] 192.168.3.0/24 [110/2] via 10.0.0.3, 03:54:16, FastEthernet0/0

o] 192.168.4.0/24 [110/2] via 10.0.0.4, 03:54:16, FastEthernet0/0

e} 192.168.5.0/24 [110/2] via 10.0.0.5, 03:54:16, FastEthernet0/0 M
C 192.168.6.0/24 is directly connected, FastEthernetO/1] 3
Router#
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Router # show ip ospf neighbor

R1

Router#show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface
192.168.2.1 1 FULL/DROTHER 00:00:36 10.0.0.2 FastEthernet0/0
[192.168.3.1 1 FULL/BDR 00:00:39 10.0.0.3 FastEthernet0/0|
192.168.4.1 1  FULL/DROTHER 00:00:35 10.0.0.4 FastEthernet0/0
192.168.5.1 1  FULL/DROTHER 00:00:38 10.0.0.5 FastEthernet0/0
192.168.6.1 1  FULL/DROTHER 00:00:31 10.0.0.6 FastEthernet0/0
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Router # show ip ospf interface
Router#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
192.168.3.1 1  FULL/BDR 00:00:36 10.0.0.3 FastEthernet0/0
192.168.1.1 1 FULL/DR 00:00:36 10.0.0.1 Fastkthernet0/0
192.168.4.1 1  2WAY/DROTHER 00:00:32 10.0.0.4 FastEthernet0/0
192.168.5.1 1 = 2WAY/DROTHER 00:00:36 10.0.0.5 FastEthernet0/0
192.168.6.1 1  2WAY/DROTHER 00:00:38 10.0.0.6 FastEthernet0/0
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OSPF Configuration, Network Point-to-Point
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Router > enable

Al Glalae Y dae s R1 e Jsdasiin oY) -
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Router # config t

Router (config) # interface fastethernet 0/0

Router (config-if) # ip address 10.0.0.1 255.0.0.0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router ospf 1

Router (config-router) # network 10.0.0.0 0.0.0.255 area 1
Router (config-router) # network 192.168.1.0 0.0.0.255 area 1
Router (config-router) # end

Router # copy running-config startup-config

Jazy asiil R2 S 5360 0 J sy o siins (YIALIS R JsY) sl calalac) o2
 Slalac )

DAl e Yl dee 5 R2 e Jpdnasiin oY) -
2 A el oY) ALSH a slics V)
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.2 255.0.0.0




Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.2.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router ospf 1

Router (config-router) # network 10.0.0.0 0.0.0.255 area 1
Router (config-router) # network 192.168.2.0 0.0.0.255 area 1
Router (config-router) # end

Router # copy running-config startup-config

ad 28 () S clalac W) 5 A8y Hhall sdgn 2 s (VIALIS R2 JsY) il )l calalac ) 028
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Rl#ping 10.0.0.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

R1#|
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S Al (50 (e g e S Jand
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Neighbor ID Pri State Dead Time Address Interface
1%2.168.2.1 1 FULL/DR 00:00:35 10.0.0.2 FastEthernet0/0
R1#

Neighbor ID Pri State Dead Time Address Interface
192.168.1.1 1 FULL/BDR 00:00:34 10.0.0.1 FastEthernet0/0

R2#
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EIGRP
Enhanced Interior Gateway Routing Protocol
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Router # show ip ospf neighbors
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Router # show ip ospf topology
Routing Table OR Global Routing Table 4 Jgia
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Router # show ip route
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EIGRP Packet Types
Hello Packets, Update Packet, Query Packet, Relpy Packet, ACK Packet
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Hello

Hello packet
+  Use to discover neighbors & form adjacencies
+  Unreliable so no response required from recipient




JsS 59 o3 s il Al ol 8 : Hello Packets caa il Al <y gisa
4 Sa il sae e Ledahy s a3 g Message Format ¢« oSS EIGRP A
Encapsulated EIGRP 4dleall 038 (e 5 i jo JS0 calaill dlee el -

Do S o sl iAo ) (e 458 Message
1- Data Link Frame Header, 2- IP Packet Header, 3- EIGRP
Packet Header , 4- Type / Length / Values Types.

A 73 gail) B Las

Encapsulated EIGRP Message

Data Link Frame IP Packet EIGRP Packet Type/Length/Values Types
Header Header Header h

Data Link Frame
MAC Destination Address = Multicast: 01-00-5E-00-00-0A
MAC Source Address = Address of sending interface

IP Packet

IP Source Address = Address of sending interface
IP Destination Address = Multicast: 224.0.0.10
Protocol field = 88 for EIGRP

EIGRP Packet Header
Opcode for EIGRP packet type
AS Number

TLV Types

Some types include:
0x0001 EIGRP Parameters
0x0102 IP Internal Routes
0x0103 IP External Routes
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Jaly oS selila ae (e Jisdl 138 o 5S5 1 EIGRP Packet Header
: Sl 73 saill 8 LS Header 31 bit 411 Jsk Header

Datal-ll.; r;l:j:rrame IP Packet Header | EIGRP Packet Header TypelLength/Values Types
Bt 0 78 15 16 23 24 3
Version Opcode . Checksum
EIGRP Flags
Header Sequence
Ack
Autonomous System Numbers
EIGRP { Lve
Message

* Opcode: EIGRP Packet Type: Update (1), Query (3), Reply(4), Hello {5)
+ Autonomous System Number: ID for this EIGRP routing process

JS e dipaill Header &1 Jal B 3agagall CUAY sda JS 7 pda agila -
. pgta daal g JS MJ@LAJM‘SU?PSM\j
1- Version
2- Opcode
- Flags
- Sequence
- Ack
- Autonomous System Numbers
3- Check sum
4- TLVs / EIGRP Message
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+ Used to propagate routing information after a change Acknowledgement (ACK) packet
+ Automatically sent back when reliable RTP is used

Update packet ‘
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Query packet

*  Used by DUAL when searching for networks or other tasks
Reply packet

« Automatically sent in response to Query packet
Acknowledgement (ACK) packet

« Automatically sent back when reliable RTP is used
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EIGRP Key Technologies
EIGRP I J s 8z 4dde adliny (Al 481

1- Neighbor Discovery / Recovery (NDR)
2- Reliable Transport Protocol (RTP)
3- Diffusion Update Algorithm (Dual)
4- Protocol — Dependent Modules (PDM)
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EIGRP Load Balancing
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Router (config) # router eigrp 1

Router (config -router) # passive-interface fastethernet0/1

Passive Interface
192.168.1.0/24

10.1.0.0/24 172.16.1.8/30
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: EIGRP Configuration JsSsig» <) -
Router > enable

Router # config t

Router (config) # router eigrp 1 AS number 1
Router (config-router) # network 192.168.1.0

Router (config-router) # network 192.168.2.0

Router (config-router) # exit

Router # show ip route

4 sill Jsan el Y 12a

Router # show ip eigrp topology

A0l 853 s sall 3y slaall il 53 g) 511 mpal 1aY) 128

Router # show ip eigrp neighbors
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EIGRP Configuration, Network BMA
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Autonomous System 1
IP Address : 100.0.0.0/8

192,168.5.0/24 :
= - (]
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.1 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router eigrp 1

YYY




Router (config-router) # network 100.0.0.0

Router (config-router) # network 192.168.1.0

Router (config- router) # end

Router # copy running-config startup-config

Jery a8 R2 AN 55151 J s o siis OV ALIS RT - JsY) sl il cilalac ) o2

. Glalac Yl

Al chlae Yl Jee 5 R2 e Jsdaasiin oY) -
s Al el g¥) Sy & gl oY)

Router > enable

Router # config t

Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.2 255.0.0.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.2.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router eigrp 1

Router (config-router) # network 100.0.0.0

Router (config-router) # network 192.168.2.0
Router (config- router) # end

Router # copy running-config startup-config

Jazs a8l R3 (AU gl )0 J a2 i GV ALIS R2 JsY) il )l colalac ) 522
. Glalac Yl

S AUl Glalae Y dae 5 R3 Lo Jsdasiin oY) -

Yyy




4

Router > enable

2 AUl el g¥) ALK & gli Y

Router # config t

Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.3 255.0.0.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.3.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router eigrp 1

Router (config-router) # network 100.0.0.0

Router (config-router) # network 192.168.3.0
Router (config- router) # end

Router # copy running-config startup-config

Jaxs a5l R4 SN i) 0 J iy a st GV ALIS R3 Clldll i) 5l cilalac ) 028
. Glalac Y

Al clalae Y dee s R4 e Jsadasiin Y1 -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.4 255.0.0.0

Router (config-if) # no shutdown

AR




| Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.4.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router eigrp 1
Router (config-router) # network 100.0.0.0
Router (config-router) # network 192.168.4.0
Router (config- router) # end

Router # copy running-config startup-config

asiil R5 Gueladl gl U Jsa a st GYIALIS RA sl 0 yigh )l cilalac | o2a
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Al clalae Y dee 3 R5 e Jsadasiin oY1 -
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.5 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.5.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router eigrp 1
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Router (config-router) # network 100.0.0.0
Router (config-router) # network 192.168.5.0
Router (config- router) # end

Router # copy running-config startup-config
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Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 100.0.0.6 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/1
Router (config-if) # ip address 192.168.6.1 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # router eigrp 1
Router (config-router) # network 100.0.0.0
Router (config-router) # network 192.168.6.0
Router (config- router) # end
Router # copy running-config startup-config
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Router > enable

Router # show ip route
R1

& Routerl = 2

[ Physical | cConfig | cUI |

10S Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, 8§ - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 100.0.0.0/8 is directly connected, FastEthernet0/0

C 192.168.1.0/24 is directly connected, FastEthernet(/1

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 01:42:26, FastEthernet0/0

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 01:41:14, FastEthernet0/0

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 01:40:43, FastEthernet0/0

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 01:40:12, FastEthernet0/0 :
D 192.168.6.0/24 [90/30720] via 100.0.0.6, 01:39:33, FastEthernet0/0 H
|Router# B
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Router > enable
Router # show ip route
R2

# Router2 - - — - — =0
[ Physical | config | cur |

10S Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS5, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

100.0.0.0/8 is directly connected, FastEthernetD/OI

C

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 01:55:21, FastEthernet0/0

Ic 192.1668.2.0/24 is directly connected, FastEthernet0/1]

D 192.108.3.0/24 [90/30720] wvia 100.0.0.3, 01:53:56, FastEthernet0/0

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 01:53:25, FastEthernet0/0

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 01:52:54, FastEthernet0/0 B
D 192.168.6.0/24 [90/30720] via 100.0.0.6, 01:52:16, FastEthernet0/0 ‘E
R
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Router > enable

Router # show ip route
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105 Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I5-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

100.0.0.0/8 is directly connected, FastEthernet0/0|

192.168.1.0/24 [90/30720] via 100.0.0.1, 02:20:20, FastEthernet0/0
192.168.2.0/24 [90/30720] via 100.0.0.2, 02:20:20, FastEthernet0/0
192.168.3.0/24 1is directly connected, FastEthernet(/]|
192.168.4.0/24 [90/30720] via 100.0.0.4, 02:19:45, FastEthernet0/0
192.168.5.0/24 [90/30720] via 100.0.0.5, 02:19:13, FastEthernet0/0
192.168.6.0/24 [90/30720] via 100.0.0.6, 02:18:35, FastEthernet0/0
Routerd .
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10S Command Line Interface

Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort i1s not set

100.0.0.0/8 is directly connected, FastEthernet0{0|

2

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:21:57, FastEthernet0/0

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:21:57, FastEthernet0/0

D 192.168.3.0/24 [90/30720]1 via 100.0.0.3, 02:21:57, FastEthernet0/0

IC 192.168.4.0/24 is directly connected, FastEthernet(/]]

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:21:17, FastEthernet0/0 1
D 192.168.6.0/24 [90/30720] via 100.0.0.6, 02:20:39, FastEthernet0/0 k
|Router# =

=
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Router>enable
Router#show ip route
Codes: C - connected, S - static, T - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - QOSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
c 100.0.0.0/8 is directly connected, FastEthernet0/0
D 192.168.1.0/24 [3%0/30720] via 100.0.0.1, 02:25:15, FastEthernet0/0
D 152.168.2.0/24 [3%0/30720] via 100.0.0.2, 02:25:15, FastEthernet0/0
D 182.168.3.0/24 [3%0/30720] via 100.0.0.3, 02:25:15, FastEthernet0/0
D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:25:15, FastEthernet0/0 o
C 192.168.5.0/24 is directly connected, FastEthernet0/1] |
D 192.168.6.0/24 [90/30720] wvia 100.0.0.6, 02:24:31, FastEthernet0/0 1
Router# u
=
# Routert e e *~ . Bt dad e e i
Physical | Config | CL |
10S Command Line Interface
Router>enable
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - QOSPF NSSA external type 2
El - OSPF external type 1, E2 - QSPF external type 2, E - EGP
i - IS8-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
C 100,0.0,0/8 is directly connected, FastEthernet0/0]
D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:27:22, FastEthernet0/0
D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:27:22, FastEthernet(/0
D 192.168.3.0/24 [90/30720] via 100.0.0.3, 02:27:22, FastEthernet(/0
D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:27:22, FastEthernet0/0 |
D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:27:22, FastEthernet(/0 |
(¢ 192.168.6.0/24 is directly connected, FastEthernet0/1] i
Router# -
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IP Address v6 -\

Static Router IPv6 -Y

Routing Information Protocol Next Generation (RIPng) -¥
Enhanced Interior Gateway (EIGRP) -¢

Open Shortest Path First (OSPFv3) -¢
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Static Router IPv6

Router > enable

Router # config t

Router (configt) # ipv6 unicast-routing

Router (configt) # interface fastethernet0/0

Router (configt-if) # ipv6 address fec0::1/64

Router (configt) # ipv6 route fec0:1::/64 2005::2

Router (configt) # show ipv6 route
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Router> enable
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Router # config t

Router (config) # ipv6 unicast-routing
Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 address 2001::1/64
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ipv6 address fcel::1/64
Router (config-if) # no shutdown

Router (config-if) # end

Router # copy running-config startup-config
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105 Command Line Interface

Router>enable

Routerw#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ipv6e unicast-routing

Router (config) #interface fastethernet 0/0

Router (config-if) #ipve address 2001::1/64

Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #interface fastethernet 0/1

Router (config-if) #ipvée address fecl::1/64

Router (config-if) #no shutdown

Router (config-if) #end

Router#

$5YS-5-CONFIG I: Configured from console by console

Router#copy running-config startup-config
Destination filename [startup-config]?

Building configuration... ]
[CK] |
Router# =
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Router> enable
Router # config t

Router (config) # ipv6 unicast-routing
Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 address 2001::2/64
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ipv6 address fce2::1/64
Router (config-if) # no shutdown

Router (config-if) # end

Router # copy running-config startup-config
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# Router? &=
Physical | Config | CLI
I0S Command Line Interface

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ipveée unicast-routing

Router (config) #interface fastethernet 0/0

Router (config-if) #ipvée address 2001::2/64

Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #interface fastethernet 0/1

Router (config-if) #ipvé address fecZ2::1/64

Router (config-if) #no shutdown

Router (config-if) #end

Router#

$SYS—-5—-CONFIG I: Configured from console by console

Router#copy running-config startup-config

Destination filename [startup-config]? |
Building configuration...

[OK]

Router# g
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Router > enable
Router # config t
Router (config) # ipv6 route fec2::/642001::2 o) 4xagill yal o34
Router (config) # do show ipv6 route daa gil) Jgaa G gl
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[ Physical | Canfig | CLI |

10S Command Line Interface
[ENTCEr CONIIQUIatIoll CoMmEnas, Ole pPer IINe.  ENOd WICIT CNIL7 Z-

Router (config) #ipve route|fe02::/64"2001::2|
Router (config) #do show ipve route
IPve Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPVG
I1 - ISIsS 1.1, IZ2 - ISIS LZ, IA - ISIS interarea, IS - ISIS summary
0O - OSPF intra, OT - OSPF inter, OE1l - OSPF ext 1, OEZ - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRE, EX - EIGRP external
C 2001::/64 [0/0]
via ::, FastEthernet0/0

L 2001::1/128 [0/0]

via ::, FastEthernet0/0
S FECO::/64 [1/0]

via 2001::2

c FECl::/64 [0/0]
via ::, FastEthernet0/1

L FEC1::1/128 [0/0]
via ::, FastEthernet0/1 <::;::]

S FEC2::/64 [1/0]
via 2001::2

L FF00::/8 [0/0] 3
via ::, NullO I
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Router > enable
Router # config t
Router (config) # ipv6 route fec1::/642001::1 o) 4xagill yal 038
4l Jsia o2 A
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Router (config) # do show ipv6 route

& Router? = £
[ Physical | config | cLI |
105 Command Line Interface
o= oo T o oTTTerTTer 7 T ST w T
Router (config) #ipve route|fecl::/64"2001::l|
Router (config) #do show ipwvé route
IPvé Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPvG6
Il - ISTIS 1.1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX — EIGRP external
C 2001::/64 [0/0] |
via ::, FastEthernetQ/0
L 2001::2/128 [0/0]
via ::, FastEthernetQ/0
S FECO::/64 [1/0]
via 2001::1
S FECl::/64 [1/0]
via 2001::1
C FECZ::/64 [0/0] -
via ::, FastEthernet0/1
L FEC2::1/128 [0/0] L
via ::, FastEthernetQ/1
L FFOO0::/8 [0/0]
via ::, NullO R
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Router#ping 2001::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

0/0/1 ms
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IP Configuration

IP Configuration
©) DHCP @ Static

IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration
() DHCP () Auto Config @ Static

IPv6 Address FEC1::2

Link Local Address FEBO::290:CFF:FEAA:7C65

IPvE Gateway FEC1::1

IPvE DNS Server

IP Configuration

IP Configuration
) DHCP @ Static

IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address FEC2::2

Link Local Address FEB80::205:5EFF:FE60:4718

IPvE Gateway FEC2::1

IPv6 DNS Server

A3l e Lead) Gsaadail) 5 g sl dnn gl a0 (e sl 2308 5 5S5 IS 13y o
G e GlSal) dua g 58 o) Saalial) dsa i) e J i asiiu (Y
.EIGRP , OSPFv3 , RIPng ' Jis ¥ 5S 53 5 5l

Yyv




4

Dynamic Routing IPv6

Routing Information Protocol Next Generation
(RIPNQ)
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Router (config) # ipv6 unicast-routing
Router (config) # ipv6 router rip 1 Process ID
Router (config-rtr) # exit
Router (config) # interface fastethernet 0/0

Router (config-if) # ipv6 rip 1 enable
Router (config-if) # exit

Router (config) # show ipv6 router A gil) Jgaa (gl
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Router> enable

Router # config t

Router (config) # ipv6 unicast-routing

Router (config) # ipv6 router rip 1

Yy4




Router (config-rtr) # exit

Router (config) # interface fastethernet 0/0

Router (config-if) # ipv6 address 2001::1/64

Router (config-if) # ipv6 rip 1 enable

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ipv6 address fecl::1/64

Router (config-if) # ipv6 rip 1 enable

Router (config-if) # no shutdown

Router (config-if) # end

Router # copy running-config startup-config
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105 Command Line Interface

Router>enable

Routerf#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#ipvée unicast-routing

Router (config) #ipvé router rip 1

Router (config-rtr) #exit

Router (config) #interface fastethernet 0/0

Router (config-if) #ipvé address 2001::1/64

Router (config-if)#ipvé rip 1 enable

Router (config-if) #no shutdown

Router (config-if)+#
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

Router (config-if) #exit

Router (config) #interface fastethernet 0/1
Router (config-if) #ipvé address fecl::1/64
Router (config-if)#ipvé rip 1 enable m
Router (config-if) #no shutdown

Router (config-if)+#
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

o
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Router> enable

Router # config t

Router (config) # ipv6 unicast-routing
Router (config) # ipv6 router rip 1

Router (config-rtr) # exit

Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 address 2002::1/64
Router (config-if) # ipv6 rip 1 enable
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ipv6 address fec2::1/64
Router (config-if) # ipv6 rip 1 enable
Router (config-if) # no shutdown

Router (config-if) # end

Router # copy running-config startup-config
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I0S Command Line Interface
Router>enable
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ipve unicast-routing
Router (config) #ipve router rip 1
Router (config-rtr) #exit
Router (config) #interface fastethernet 0/0

Router (config-if) #ipve address 2001::2/64
Router (config-if) #ipve rip 1 enable
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

Router (config-if) #exit L
Router (config) #interface fastethernet 0/1 1
Router (config-if) #ipvé address fec2::1/64
Router (config-if) #ipvé rip 1 enable
Router (config-if) #no shutdown

Router (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up




ISl Ala) o3 5 <l i) ) te RIPNG A1 JsSsis 0 lalae) Jamy Ld Y1 @
o sill Jglhas (i a8 1 i STy ¢ gl (A paldd) aga il Jglas B
Slo Jsaa asiin ¥ ol 4 gl Joan & AISEN Al &5 43) e L i) )0

D il Jan e A palall Ul S AUy a8 s RT s sl

Router (config) # show ipv6 route

IPve Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, B - BGP
U - Per—-user Static route, M - MIPvG6
1 - 1818 L1, I2 — ISIS L2, IA — ISIS interarea, IS — ISIS summary
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OEZ - OSPF ext 2
ON1l — OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D — EIGRP, EX - EIGRP external
C 2001::/64 [0/0]
via ::, FastEthernet0/0
L 2001::1/128 [0/0]
via ::, FastEthernet0/0
o FECl::/64 [0/0]
via ::, FastEthernet0/1
L FECl::1/128 [0/0]
via ::, FastEthernet0/1
R FECZ2::/64 [120/2]
via FES80::260:2FFF:FE02:3E01, FastEthernet0/0
L FF00::/8 [0/0]
via ::, NullO
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Router (config) # show ipv6 route

IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, 8 - Static, |[R - RIPF,|B - BGP
U - Per-user Static route, M - MIPVG
I1 - ISIS L1, I2 — ISIS L2, IA — ISIS interarea, IS - ISIS summary
0O — OSPF intra, 0OI - OSPF inter, OEl - OSPF ext 1, OEZ - OSPF ext 2
ON1l - OSPEF NSSA ext 1, ONZ - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C  2001::/64 [0/0] °
via ::, FastEthernet0/0
L 2001::2/128 [0/0]
via ::, FastEthernet0/0
R FECl::/64 [120/2]
via FES80::240:BFF:FE56:D601, FastEthernet0/0
C FEC2::/64 [0/0]
via ::, FastEthernet0/1
L FEC2::1/128 [0/0]
via ::, FastEthernet0/1
L FF00::/8 [0/0]
via ::, NullO
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Opne Shortest Path First (OSPFv3)
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s Jany O aabanid OSPFV3 (I OSPF I JsS s s 50 sk i a8l ¥ Lal el )
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Sull ol gie i &5 5 ¢« Encryption &30 5 Authentication &8s s IPsec

b oalal) aasidl Gl sl 228 FF02::5 [ FF02::6 (S 4 Galall aaeiall

&s deny (S 3 aadll OSPF I JsS 55 0 4 O ) OSPRV3 I JsSsis
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Router (config) # ipv6 unicast-routing

Router (config) # ipv6 router ospf 1 Process ID

Router (config-rtr) # router-id 200.200.200.200

Router (config-rtr) # exit

Router (config) # interface fastethernet 0/0

Router (config-if) # ipv6 ospf 1 area 0

Router (config-if) # exit

Router (config) # show ipv6 route

3« OSPFV3 ) JsSsis 0 leall Gubiby as®i OF J8 s age 4aadle o
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Router> enable

Router # config t

Router (config) # ipv6 unicast-routing

Router (config) # ipv6 router ospf 1

Router (config-rtr) # router-id 100.100.100.100
Router (config-rtr) # exit

Router (config) # interface fastethernet 0/1
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| Router (config-if) # ipv6 address 2001::1/64
Router (config-if) # ipv6 ospf 1 area 0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 address fecl::1/64
Router (config-if) # ipv6 ospf 1 area 0
Router (config-if) # no shutdown
Router (config-if) # end
Router # copy running-config startup-config

OSPFV3 A1 J S 555 Jaxdity Lyl Liad 2 alall s «J5Y1 53510 clalac ) o2a

s AUl culalae ) S 2985 9 R2 (AN yigl ) e Jeda aglic oY) -

p Al e g¥) ALSH o i
Router> enable

Router # config t

Router (config) # ipv6 unicast-routing

Router (config) # ipv6 router ospf 1

Router (config-rtr) # router-id 200.200.200.200
Router (config-rtr) # exit

Router (config) # interface fastethernet 0/1
Router (config-if) # ipv6 address 2001::2/64
Router (config-if) # ipv6 ospf 1 area 0

Router (config-if) # no shutdown

Router (config-if) # exit
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Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 address fec2::1/64
Router (config-if) # ipv6 ospf 1 area 0
Router (config-if) # no shutdown

Router (config-if) # end

Router # copy running-config startup-config

Al Aila) &3 5 el i)l e OSPRV3 1 JS s clalae ) Jona Liad 01 o

o sill Jglaa mym o8 1 2 OS5 ¢ gl A palad) dga il Jglas B

Slo dsdyasiin ¥ ol gl Joan 8 Sl Aila] o3 45) (ye 2S5 ) 50
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Router (config) # show ipv6 route
R1

& Routerl = P9
Physical | Config | CLI |
10S Command Line Interface
Router>enable
Router#show ipvé route
IPve Routing Table - & entries
Codes: C - Connected, L - Local, S — Static, R - RIP, B — BGP
U - Per-user Static route, M - MIPVG
Il - ISIs L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, QOEZ - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
lod 2001::/64 [0/0]
via ::, FastEthernet0/1
L 2001::1/128 [0/0]
via ::, FastEthernet0/1
lod FECl::/64 [0/0]
via ::, FastEthernet0/0
L FEC1::1/128 [0/0]
via ::, FastEthernet0/0
o) FECZ2::/64 [110/2]
via FE80::230:A3FF:FE36:C402, FastEthernet0/1
L FFO0::/8 [0/0] I
via ::, Nullo ‘E
Routerd =
Copy
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Router (config) # show ipv6 route
R2

& Router2 | =

%

[ Physical | Config | CLI |

I0S Command Line Interface

Router>enable
Router#show ipvé route
IPve Routing Table - 6 entries
Codes: C - Connected, L - Local, § - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPvVG6
I1T - IsI8s L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary

O — OSPF intra, OI - OSPF inter, OE1l - OSPF ext 1, OE2 - QOSPF ext 2
ON1l - OSPF NSSA ext 1, ONZ - OSPF NSSA ext 2
D — EIGRP, EX - EIGRP external
[ 2001::/64 [0/0]
via ::, FastEthernet0/1
L 2001::2/128 [0/0]
via ::, FastEthernet0/1
O  FECl::/64 [110/2]
via FEB0::260:5CFF:FEB6:1102, FastEthernet0/1
c FEC2::/64 [0/0]
via ::, FastEthernet0/0
I  FEC2::1/128 [0/0]
via ::, FastEthernet0/0
L FF0O0::/8 [0/0]
via ::, NullO

Router#
5
S ASEN aa gy g ¢ DS Bae 2 gy 48] R2 (S 0050 JA e baadi LS
. O e dsSsisull Jlaidl s OSPRV3 A JsS 58 g 0 dandll Jaad
a s hlia V) gl 0 g il N 53l 50 e clalae YW1 Adae a2y (V) Ca et -
Router # show ipv6 ospf neighbor , R1 Js¥! sl il & Jull a1 4,
R1
Routertshow ipve ospf neighbor
Neighbor ID Pri State R1 Dead Time Interface ID Interface
200.200.200.200 1 FULL/DR 00:00:35 2 FastEthernet(/1
Router#
edle (5 i 53 e sbeall (4 Le i 5 R2 A 55150 iy
R2
Routerfshow ipve ospf neighbor
Neighbor ID Pri  State Dead Time  Interface ID Interface
100.100.100.100 1 = FULL/BDR 00:00:38 2 FastEthernet0/1

Routerd|
BDR Llia¥! sl ¢ sSas 3 g8 R2 U 350 1) 43) as
Router # show ipv6 ospf neighbor / Router # show ipv6 ospf database




Enhanced Interior Gateway (EIGRP)

EIGRP1

R1 R2

% 2010:ABS::/64 %

Lo 0:1010:AB8::/64 eui-64 Lo 0:1000:AB8::/64 eu-64
Lo 1:2020-AB8::/64 eui-64 Lo 1:2000:-AB8::/64 eu-64
Lo 2 :3030:AB8: /64 eu-64 Lo 2 : 3000:AB8::/64 eu-64

5 AL a gl e et LeS S AS Hin Aall AL J S 555 0 8 tEIGRP
DY) Gasbie ae deny O adaiend J oS5 ) 13 sk sSun A ) Culd il
Interior 4%l dlaal 4l te Jony a8l it ¥ o Gag s [PV, ol
GVl ol sie (8 OIS il 4 palaldl saeiall Sl o sie i a5 5 Gateway
A sty Jary ad) alad LS 5 FFO2::A ol Ol siall & mual 5 224.0.0.10
AS 5 Router-1D

: OSPFV3 Al JsSsign clile) Jo Cdali o
Router (config) # ipv6 unicast-routing
Router (config) # ipv6 router eigrp 1 Process ID
Router (config-rtr) # router-id 1.1.1.1
Router (config-rtr) # exit
Router (config) # interface fastethernet 0/0
Router (config-if) # ipv6 eigrp 1
Router (config-if) # end
Router # show ipv6 route
Router # show ipv6 eigrp interfaces
Router # show ipv6 eigrp neighbors

Router # show ipv6 eigrp topology
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Routing Loops Avoidance

Network 1, Distance 6 @ Network 1, Distance 7
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Network 1, Distance 4

Network 1, Distance 5
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1- Maximum Hop Count

2- Split Horizon

3- Route Poisoning

4- Hold Downs

5- Periodic Updates Triggered Updates
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Gyl G e il 38 ae 2ass ) s Adeall 028 ¢ Maximum Hop Count
Jaw dglee U Lgale Dlaic W) i lsall 8 5 5 sall ) il 5l dac 54 oS Jina
5 A e Leal Al iy i) it laaey  Adadi s AT ) J e sll i)
s RIP , EIGRP I JsSsis 0 4palall 23 dead (Al 4pa sill &Y S35 5
Ll () 93 el Aandll sl Jans ) Y oS 535 5l
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Wormhole @ B4

T, e L
{ Hopcount=5‘ : 3@
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Ledie ¢ 40Ul 45y Hlally Janti g4d 5 yaa g dale 32cld & dlaall 238 ¢ Split Horizon

ALl Leia i 3 gad) (o il 3325 ol Aisne e (e il S o |
ol U8 3o i) o3y Jand SN Y S 55 0 e

JsSsisn siirs « RIP ) JsS 5550 (8335 50 4alexll 028 1RoUte Poisoning
o sl il o hawd 51 s Ciasy ) Ladie Ca Capaaill Alee i oy RIP A
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R2 “poisons” route with an “infinite” metric.

10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

Network | Interface | Hop Network | Interface | Hop Network | Interface | Hop
10.1.0.0 Fa0/0 0 10.2.0.0 S0/0/0 0 10.3.0.0 S0/0/1 0
10.2.0.0 S0/0/0 0 10.3.0.0 S0/0/1 0 10.4.0.0 Fa0/0 16
10.3.0.0 S0/0/0 1 10.1.0.0 S0/0/0 1 10.2.0.0 S0/0/1 1
10.4.0.0 S0/0/0 2 10.4.0.0 S0/0/1 16 10.1.0.0 S0/0/1 2
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iad e ble A5 RIP A UsS 5555 852 5o 50 Lial ilaall 028 :Hold Downs
s Ly Ol pal) e i 3l oy of (ia UV Lgiiiha 5 5 435 180 Al
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Preventing Routing Loops with Hold-Down Timers

° Hold-Down Timer

I Updxe ' .
10100 E 0200 10300 10400
7 soon s
| Fao l"-}’- 10400 " sun GEES soar1 ’*:_-~,=%< \

R r—m—" t
abow 10400 q%' Update

° dropped
Network Inteface | Hop Network Inteface | Hop Network Inteface | Hop
10.1.0.0 Fa0/0 0 10.2.0.0 S0/0/0 0 10.3.0.0 So/0N1 0
10.2.0.0 S0/0/0 0 10.3.0.0 S0/0/1 0 10466 S0/0¢ &
10.3.0.0 S0/0/0 1 10.1.0.0 S0/0/0 1 10.2.0.0 $0/0/1 1
10.4.0.0 S0/0/0 2 10.4.0.0 S0/0/1 1 10.1.0.0 S0/0/1 2

Same or worse metric received — Still possibly down - Keep Hold-down timer going

® |f an update from any other neighbor is received during the hold-down
period with the same or worse metric for that network, that update is
ignored.

® Thus, more time is allowed for the information about the change to be
propagated.

st e 3 ke 4alaall 038 : Periodic Updates Triggered Updates
Gl Lt (5 sdl) Cyaaill 5 (55 5l Cyanil) a5y Cum ¢ Gl ppaiany (e Aliaiia
Je ) Aalanl G g asiia oy Mia Gama (1) (A Siday (553l Enaaill )] g
ol (A daat Eaag ) Ladie ga (g 68l Cwaaiill g ¢ dasa e ) Cud g8 8 cilihaasl)
& Q’A Joaxl) (,S:J P L:A 33 9 gall O yig) ) @.Aaj Al )b PEI < gl
Larcal pelan 5 Canddt A<0al i ¢ dleall 530 Lot (A3 e 33 san sall 1 il )
Cag_mall (e 45 UL ()50 ) el @iy 5 aiese JS5 A0 Jdil) e 5 43le

C Ol Aaleal el aa 50 Y5 Ll (pma dgad dga sie cliaal) )]

Network 10.4.0.0 Network 10.4.0.0 Network 10.4.0.0
Is Unreachable Is Unreachable Is Unreachable
<« <+ «

10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0:
EO S0 S0 S1 S0 EO ;

* The router sends updates when a change in its routing
table occurs.
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Border Gateway Protocol (BGP)
Baisics
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Interior gateway routing (IGP)

OSPF , die lalll il 3 Jaad Al Y S5 5l 4 7 oan g sill 13a
.EIGRP , RIP,

Exterior gateway routing (EGP)
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e Yl

179 sl yanyasiis TOP I JsS 55 5 Sl Jandl (A BGP I US55 5y 2aing
OS5l iy Jan 3 i1 B Jlas¥) adaiond] ¢

.BGP ) JsSsign B Barii O O La Janaldil) Giamy o G i -
Lo g O gadaiaal J oS 5 5 yall 138 Lo Jamy Al Gailadl) any o ol s
L JsS 535l Lt Jamy Al Cailla gl

YoY




Ol gy A8l alle 833 g sall Y S 35 ol aal (10 BGP ) JsS 55 i

e Cla glaall 48y g agd 8 gy JS5 1548 p2e o 50

/ .EGP 525 Gl JsS 555 0 (e 0 skl a3 BGP ) JsS5i5

ading Lyl G AS ) 4 5 hliall yasidpala e BGP ) JsS 5 daing
_EIGRP 1 JsS 555 eale

sl day p 43 a5l B Al dll Y oS g g pall Ul (e J S 555 5 138 yiiay

. el lgany A3 Sl

Path Vectory Js& e BGP I JsS5is 0 daxy

Juai¥) dglee 8 TCP A 525 il 5 e sheal) Ji5 J S 5350 Jaly S Jary

C AV Gl s o b

Peers Table , Topology Table Jsha &6 e BGP AV JsS 55 50 0 5S4
.Routing Table
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: BGP ) JsS5ig (2 \gealaiiu oy Jual) (e (e 58 2252
Single homed Customers

b lozie Slie 4adall (535 30 48 58 pa pilae (S diale ¢ 58 Jlai¥) (e g 53l 12
Aadd (525 30 A8 5l Leday ) als Lede paa g )85 e dedd (50550 48,0 055y
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OPTION A

iy ~ Defaultroute  Static route:
CompanyX y :
Main Office

1
4

Intemet )

OPTION B

Multi homed Coustomers

S Ll ()5S | Laxie Stia aaaie () 5 0S5 8l Ll (585 Jlai¥) e g 53l 138
i35 e sl iV e Jaay a5 1S (e age Cpliaiia s daadll (535 3a (0

CompanyX
Main Office |

BGP Table , BGP 3 Jslaa

&l gl ) G e agdali s s BGP AV J 6S 55 5 0 agale daiay Jglaa EBE 2 g0 -
pgle o2t BGP I J oS g5 n Jand
1- Neighbor Table
List of BGP Neighbors BGP peers, Configured statically
2- BGP forwarding database table
List of all Networks learned from each neighbor
3- IP routing table

List of best paths to destination networks
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et Al & 35l areny ALS A8 e (5 iy Jsaall 18 :Neighbor Table
BGP AN JS 585 m

G lesal) paea Ao (s 51 53 J 5aal) 138 :BGP forwarding database table
S BGP A JsS 55 5 m Jexd (Al il 351 1 G Lo Ll 5 Ledl ) o5 A1) bl
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BGP Messages
BGP 1 JsS g9 S,

A BBGP 1 U5S 553 Loiiviasy il iyl Alee 3 Jils o34 2305 @
ot el o (o sint s Taulal) Ll s Lol Al S5 eclanl) Ju )
s daga Jil )y Al e 5S¢ Jil )l 038 2

BGP
messages

I | I

Open Update Keepalive Notification

1- Open Message 3- Update Message
2- Notification Message  4- Keepalive Message
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‘"_;d\ saaall Gluill Jie cliaadll e i ‘;ﬁ\ Al )l o2 :Update Message
6 AY) Sl glaall g lipanil) (e 58K 5 ol jlusall 5 Lgila) a3

sy sl a5 G eV e 4 5 el AL 534 : Notification Message
Lela 5 Lade Capail) i) a1 Uad Y Lgdalay 3 g 0w

BGP Startup Operation , BGP- Jadd 48 Al

Established
OpenSent OpenConfirm
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BGP Synchronization

AS10 AS 11

131.107.0.0/16

Y il saclall oda Ak s s BGP A JsS5is 0 S 3acld a :Synchronization e
SIS Y) ¢ IBGP A1 YA (e Lele Caaill &3 Rule 320l (sl Ju ) aoaions
Sy aleia 32e ) o3 (5 4S5 5 AN 405N s Aalall [GP ) b as) sie yig) )
M\o@u@\@@\w%é&%;@w

Synchronization ) 4xlend) Cilay) Aulary a 81l dlary a bl o2} ga AL yaY)

Router (Config-Router) # no synchronization

A .107.0.0/16

Disables BGP Synchronization so a router can advertise routers
in BGP without lerning them in IGP , but make sure that you
make all restrictiong to avoid black holes .

e BGP Split horizone rule : Avoid routing loops inside the AS

Ol cliaas Jua jl <l 3 )l aal o gy | Laaie S Lgiads 5 5 Tas Aaga Aplanll o2
Alaall 238 e (S5 [ 00PS (s Loy diany 5 @l i) 1) JSI liandill J s g s
Juesly sl asiy | Ladie Jie cilipaaill die 7oA (o3 Ml e ol sly Jany o iins
et Al 03en ¢ Leta gz s Al a3 45N (5 AT5 ye Ledlainl 5 glay ¥ 2l Eaal
.Loops Network 4l & bl o) )50 dlac
Full Mesh Fashion (sessions between all BGP neighbors) to avoid
split horizon rule.
laa dadi dadd 05 30 A3 Lial IS 51 408l 038 cue ; Full Mesh Fashion
Dlgiasl b lan S Cue 13a ¢ il JS8 (and) Lpiany ae Aliaie & i)l aes g
b i gl Jals g Apalal il Jlacs) 5 cam y JS8 <y sl 5 58 Slgiial 5 Ayl
Lo Caatin A Jolall any 2a g 0815 A0 5 Lia
25 AS (8 0SS Ol e s e HIST A Jray las AS B2 I AS I s - )
e dSdy il o s dplee clal) dayhs 5 8 581 dle=ll 028 Route reflector -Y
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Callil) (5 glusal) (pu g
Ethernet LANs and Switches Jasall gadalaal) el AW ailsud

260..0uureusersserssersserssensssssessssssasases Ethernet LANSs 4daall cui ) cilud
263.uucrecrecrsersensensessessassassaes Ethernet Frame Format < iy ) diua
270 ueeeerereerereresessesesssssessssesesssessasssessssasensssssensnsasesensssnenes Switch Jasl)
27T ceeeeeernrnessnsessnsesssnsecssnnne Cisco Switch Configuration Command
278....Virtual Local Area Network (VLAN) 4l s38¥) 4daal) 4Spill
205.ueieecnreccnneessnntesssnnaesssnsesssnsessansens VLAN Trunk Protocol (VTP)
0 F Router on a Staick
311 uureuererersensnenssnssensessssasssnees Switch Port Modes (s ged) 2lia ci¥la
S eeeeeeeereccnnreccsnneecsnnneesnsessnnaesnnne Spanning Tree Protocol (STP)
326..curecrerenn. Gl ged) A U @) B4ds 0 STP switch port states
328.ccceneecnenes Optimizing Spanning Tree Protocol 3V JsSgis e s gk
320 eieccereccnnrecsnnnecsnnsessnasessnnnenns Per Vlan Spanning Tree (PVST)

3331 cueecneisnnisnnsatosssosssessssssssssssssasssasssasessssssssssasssasssasss Port Channel
1 T Ether Channel

340.......ceeueneee... Dynamic Host Configuration Protocol (DHCP)
356, cirunnnrrnransnnsnnannnnnsnna . NEtWOrk Address Translation (NAT)
K First Hop Redundancy Protocols (FHRP)
. Network Time Protocol (NTP)
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Ethernet LANSs
Alaal) i A1 Sy
OSkal ddaii] aadins lSui 4 1Local Area Network = LAN 4alaal) cilsudd)

sy 5 il cli gl Jia

LAN
A Network

& = WIFI Network

Staff
Token &y oSy Ethernet <u ) @ ddaall QAN Jua gl UG Hha ella
3 gana () Balally Lelua o5 2 Leild i N1 48 oy sl sadl Jua 55 23 RiNg
Al 5l S0l e Ca s Gk O Lpdan pe el IS Jua 65 Sy
. Router Glga sall alasiuly s ¢ WAN
¢ dglaal) Sl il gh
Gl CB gl 5 5 JaY Aolaall A0l Ll 85 e G clilad) Jals Jagas
G lad ¥ Cua Sl b pabatl g Jale ddaal) A0l iaté ccllal) Jail
S ASLEN (8 Cgulall 33ea) IS Juasi (el ey dailh Jlea ) i€ S
BJQAS“} Q‘)[SI\ (e LAJ&Q ji EJ;\} :\:\3‘5_\.@ Aaula ji EJ;\} :\.uUa L.AJ c_ﬁS,d\
A sualall
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3l Ayl Caa il dale o) Bde saas e i Y1 el Ethernet <o &Y
dee  clhae desene o (frames) cbhed) Jile, Joy Al sl
Aadall 1 pidall e uiads (LANS) ddaall 28030 1) 3 (workstations)
< data link layer <bbsdl Ly, 48k 2 5 physical layer 4sb 4l
Glale s (ailbad sty o 68 48 OS] Model J) A sidall alaill Jlall Cavea 5
aSaiall Ll 30 (SN JSE Jie OS] - 3 1 Addall - Aol el oSal) Cailda g
oaliad o AL el ) Ly cldaead) Jilas 1 dlelad) 48l 5o I cl LY
by ddd @Y K6 s MAC Address @l ol siall Jis OS] - (& ¥ 2l
.( Data Link Layer) <daadl

L8 0l 35 Camy 19V Gl Lgh o dia yaluse yodal & ci iyl i@ JI 5 Y
Jaill 4] aals ae Alaiall 3 32 (e (S 200 ST Clagianl 5 ailall a5l e
Adaall Sl s sl (e Ledrag Le 138 5 3 a4 ) YA Ale Cle
58 siall e yull Cua (e 5l Bae Y a5 Lalasan) W i 1)
de yu @l Mbps Fast Ethernet : 10 Lé Jaill ey a5 : Ethernet : 4
Gbps 10 Giga \# Jull de yu &1 Mbps Giga Ethernet : 100 e Jaill

. Gbps 10 & Jaill de yu a5 Ethernet 1

: Ethernet <o AN 3 Al B paida JSd cile ) o
Ethernet = 10 MB | Fast Ethernet = 100 MB
Giga Ethernet =1 GB | Ten Giga Ethernet = 10 GB
: (Medium) (bl Jac ol

Can (e SO 538 Calids 5 Jaa 53l COUS e 1530 320 i Y1 ClSud a0ds
:s2 5 (Data Rate) Jall abaall daudl 5 40l

S aladind (5 5 <oy Y dal el i (Coaxial Cable) @ o saall B
LY aadiin s Mbps 10 J& Jase aadhy ale 10 oykd ThickNet asb <o e
& (Network Span) 4Suall Gulae | Y sl =iy s csUad¥) aiS) BaseBand
Sslak ¥ Cuaggsaie 100 ) Gadael gy adaiall L Sad) (e 230 5 ¢ sl 2500 )
Jase N5 el aa i Cus Base5 10 aub Loal o jays yia 500 1 adaiall Jsha
el dae ) Jshall ) o iy Uadll e 40 ) Base s Jail

na ala 5 0 5had THiNNet sl <ioe Lo sed 4 saall COUSH (0 AV g il Ll
Ladae 1Y sha ety 5 csUad 1 2SI Base Band 4V aasivn s Mbps 10 Ji Jaea
Gabae | aly adaiall & iedl (e 20 5 ¢ 5ie 925 1 o ,li (Network Span) aSail
Base2 10 sl Loa Gy yia 500 ) adaiall Jska 5slaiy ¥ Cumy g 5385 30 )
Jshll N2 Wadll asS 4l ) Base Jls Jaill Jane (A5 pdiall as 3 G
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I gl 80 ga sl 5ol el Lo see K Ca g sill 13 () Jaa D g cadaiall alac Y
AN

10 = Caad < i) Sl 8 Aaadiuall 4 ) saall COUSH (e Culls ¢ 5 Sllin

a3 g Mbps 10 J& Jamay Jaabyans Vo= € QoSN Hlad 4ly Cus Broad36
(Network Span) 4l Galae | Y gl sy ¢olaay) (i3SI BroadBand 4aY)

e 1800 A adadall Jska 5slathy Vs e 3600 A sy

Shielded Twisted Pair L gle 5 s Twisted Pair : 4ol cBusl)
Al 8 Ungen WU olilisy Unshielded Twisted Pair (UTP) 5 (STP)
A e asly Gy gl daglia ST any oY) O Cusy

dﬂddiw)meu N PR LL\SS\)LSCL.\;\.\;UTP&}J\ ;u).u‘)’\)&.uem
3803l Gadae 1 Y gl gy 5 cellaa ¥l CaiS) Base Band 4dY) axiivn s Mbps 10
—ms sie 100 abiall Jshb 5slaia ¥ s sie 500 4l (Network Span)

. BaseT 10. aubs Laayl

Mbps 100 ) aas LeiSay Mbps 100 ) & UTP ) SIS il lia
ASuall S dpalae | Clilae 51 < i) Gigabit ) s <o iy

Ji Gl Lgeladiny UTP J e 48 60 (Optical Fiber) : 4 gall <l
Al e g hubs <) Ryl g (switches) @Yol Jua s 4 W PREGIGR u-“"\
Ayl Ll Ty A0l Y il s ol gal Lia 5 bl

Qi AM IEEE U s beal) ciua g3l
802.3x = Full Duplex
802.3ae =10 GB
802.3at = POE
802.3u =100 MB
8023ab =1 GB

©IE

¥




w

Ethernet Frame Format
<l ) sl draa
Al wi a0 Gl calss ddee o :Ethernet Frame Format e

5w LAY Akl Jsa sl bl oda saclua afy S UL e il slas

8

Preamble

6

Destination
Address

6

Source
Address

2

Type

48 to 1500

Data

4

Frame
Check

Byes| 7 | 6 ; 2 | d46-1500 | 4

Sequence

e s siny s Header 26 bytes 3V 1a Jsb Header o < yi¥) jdal sS4 o
A AA U8 Alaglea e s gind Dl IS abaie Ji LegasS i 20 <A 6
Al da
I e o5& ) Ethernet Frame Header J1 b sise S3 asilu oY) o
. Header
1- Preamble and Start Frame Delimiter Fields
2- Destination MAC Address Field
3- Source MAC Address Field
4- Length/Type Field
5- Data and Pad Fields
6- Trailer Field / Frame Check Sequence Field

LS (ppansh ) it il flae () i yas () o sl - 55 i el () U -
A CLFELYURL

Header Trailer
f A \ ,—H

Preamble| SFD | Destination | Source | Type | DataandPad | FCS

Lo jiliia Jis 2 g0 g Tralier s Header (el audia 45) z3salll 8 LaY o
A eSS Aas 48 e o 5S o) g Al o (8 Data and Pad ee
el Aol g, e g sl JSG cpadl ) ol e elan Header

- il JSLEy Al e 0lA IS 6 bl i a iy 5 calibl)
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4

: Preamble and Start Frame Delimiter Fields e

Gaiad g HUaY) ly paailgiege Bytes 7 o 3oke 2 s Preamble 4ediall Jia
T J Y el ddleal Destination diéiwall s Source Ju el G el 3
e Juas Al Gileslaall e jUaY) el i il slaall aies alag o gl 43) iz
DS = Destination MAC Address Field e

Bytes 6 o= s,ke sa 5 Destination MAC Address Jiiwall ¢l sie Joa
i (e padise () Al () sie 5 ) el Slgad ua) @llall ) gie aa Lgiega
Ol sie 5 Juall o) sie paat a4 AGdalleda 4 g Data Link Layer 2 4Gl 4l
Skl (e Slea IS A palall MAC — Address ool dldl 535k e daisll
Jic 23S i (Multi Cast)ie sac 5 (Uni Cast)sas s saie Jaiuall 5 385 |
. (Broad Cast) 45l

AS = Source MAC Address Field e

Source MAC Address Field Jull &l gis Jaa

Frame ) Jwd a3l Ju el MAC Address 4l w3l Bytes 6 oo 3oke 58
Csthal Sleall Frame ) Jsay ol ditse Jlea 4 () 5 due e e 4l e

: Length / Type Field e

Length/Type Field Uil )il jaai Jia

el cllarall ) i A oY) dsdall 8 paitusall J oS 555 sl e sl padiany
O bole A e Al 4l CulS e MWied e il e il aadiun
IP < i) JsSsis s s padivall Wlall dbll JS5ig 0 of an 138 0800
eV Aadall JsSsis 5 of Lo 8137 e dpuladl el Jxi Law ¢ protocol
. Protocol IPX s

: Data and Pat Field e
Data and Pad Fields <ulud) Jas

leale st (Al b)) some (A Adadll Cldarall e juma s Jshall aie 585
Data Link Layer 3 4l d5dall (e W el s yam Sl Framing daee

sl cslie e Ayl Network Layer 4 sl ) dsdall Jle)dsda )
CASal & Packets 4 s 5 1P (o oY)
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Trailer Field / Frame Check Sequence Field e

4 O )A3 Cua elbd¥) e il aadiig g jUaY) 4y oiia, Bytes 4 (e 3oke s
ey )5l G5 Ll 5y 35 Frame Check Sequence FCS e 4o
diie ¢4 L s (Cyclic Redundancy Check CSC) elasly) Caisl
Aa 3258 lall (L5 Y A6 Sin g DA (e Tes Jsial) e Leulad (5 a0
sUad ) Rl Gy lsa el Gkl Jiieal) o sd JUsinY) die 5 o il FCS
Jail) dlae U eUaal (e o hall sla (e aSU FCS Jaadl ae 4 e 5 ilall sla)

Source s Destination Address DA Jsiall de gane o) Caym ) @
& Bl U _S3 LS Header Awg s b aws e lsi Type 5 Address SA
ool Ay

: Ethernet 802.3 : WY1 4,

Jandl a5 A s sl Jsin aal lae A8 J gaalldilas Leaan Jsial) Gl Jaadls
Jaallaaad 81 90 canlilgiSly il Bytes2 I (i g4 5 Length
. data <l Jés (e S Jis 98 5 MAC- client data

adbatl) CAAS g amtial) Blial) A plial) )
Carrier Sence Multiple Access with Collision Detection CSMA/CD

Host A Host B Host C
1 { ]
Host A Host B Host C
2
(
Host A
) {
Host A
&. & &.
4
( LD

Figure 2.4. Principles of CSMA/SCD
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bkaie cali e8 2a s Medium Y lexsa D 5C 5B 5 A siall Juali ; adbual
Jitis laaie AEN e B satall cilily Jla ) A kadl il i e s s Segment..
A o) sie & jlaay Lgie IS a s 5 ASAIL Aliaiall 28l S VA (e s pall 2 )kl
Akl oS o) st skl Aol DA diiadl ol sie e Lo palall MAC
oS s (:du\m‘;D,CQuﬁajmwssuﬁj)u‘@t@guy\jg_@g
ahll o aall 538 (peBaic JS iixiu (BroadCast) aladl o)) siall sa Jiisall () sic
<l Jda & aaladll ud;,g@.gj\ sda o oliy 5 Adallaay o sfin g Lpady Ju )
alycdy 8 Ul Jus ) lsie

at" Lld lans Il Y 3k of Juu b asii of i e of o) Jady 1 elinal)

& de‘ﬁ‘ e L) soa Carrier Al 5,La) 35a 5 padid gl awsll )
O ol Dyl s 8 oAl saie ollia CilS o) 38 jae Cargy @llyy | sl ¢l
Of olina g 7 2aaiall Mall aall 8 V) allany ok Juin Toala g e jla Jan )
o Len 1Y) Lol e B4S (o alliinal (5 pma a5l e b)) (5 %0 25k ]
Aladlea ol dlaaly Slal SASH &5 e (sba) Al

Jlu b Ol s ¢ 5 daws sl () lisie jeiiins | Ladie adbiall Gaaay 1 aoliaill Cais
o (B AN ) et A1 Alatia 33e (gl ) Layy A Cil) d o gyl
e Al s 5l saall Ll (e oSl A< yae ol 48 Ju 5 53l sl
OS5 A el 3 5LEY) Led) 3 gais Al yal) 3aded) () g anliail) vie Chaay Lab A<l
Jua Y e gt g aalalll dga g adiuin adie 5 (grambled) o s J<G
Dl e Al je oot dgia 316l o2a Jans gl o 58 oy s Ayia ) 3y laii
oAl saie e caling 4l 6l 2 sde 353l e Jsba (back off time/delay)
o eladil aay Jlu yY) Bale b adall ol Jla 8 23 (e poliaill Egas ol @lly
e

Segmentation :adlda sae ) ASAY audads

dallas muai Collision Domain abai Jaw Segment ws sl adasall Calsy
e Alaiall dgall dac ol 3 LS ST 05 (3 a5 ol 5 sie f ade aaliaill 4K
pdlaal iYlae JS5 20 adalie ) ASal) i Aylee dpan] jedailin (o5 2m
o Ay e S e aslaill da ey Multiple Collision Domain saasia

ASLAl dpaiiall jualiall (pe daa dac A8l 5 ASAN a5 (5 Sl

Segmentation :4Sdl) adiil Adlide )

o Aol je ahlia sae ) A4 Gwd Segmentation gkl e )

d\_u‘ula;.oclam é\umum@mqmdmjﬂw)kaﬁ\wm)ﬁ L@.o.az_i
A AN a3 ol D) | Adagus g (Lealic ) b aladia) o ya U dgin Lad il sleall
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e 9 (pe Adl e ASLEN Canual W) g cawad QWS Aliaic die (e Adlge ) 30
56 Y) e Gl

(Data Terminal Equipment DTE) 4 lll 488l jualic e J5¥) ¢ il
Ll il Ju) Leilaily A 8 e Le IS Jiaiy

(Data communication e sl A&l jalie ey JEI gl
Al cles i dea (e 2kl Jisiud Jaw s L& equipment DCE)
Jee Tae (i Repeater (30L3Y) _Se Jie 3 el 8 Jiadiy ddlise il 345
Jisi Lgmaan s Routers s Switch 4wl s Bridge Js (Luss Hub 8l
iy a3 LeS A0l aaa s 55 i 5 Segment adaie (pa ST G Juaa sl Alia
b dual il jualic glsil aal e Network Interface Cards NICs aSul

PR

A ahalie cp gl Hub % el alasiin

ax )l S N alas ol Frame JUaY) e e dbbew Hub 35 el & 58
AY abladl S ) 4 dlaidl adalial e gl e aa) sia jUal gl e 4l
o2 (815 Segment gladall 1agy Aot jall jualiall A8S o Loapent (5 a0 dus
ahasial Jasny La 3 5 Jiill cililee 3 el (e S0 st il Y ppant A%y Lol
Ll o ya Al Cilanall e daidie ¥ dnay el )5 psrall KAL) sana
AL ciam G Bridge ) alassa)

b Hub R el e calisg 4l 3030 (e ddlida (abalia o Bridge ) deay
A a5kl e (o lall adaiall (ya SUaY) Dl o sk b Jiiasall (o)) gie i,
O siall 3 3aal) e g glal) adabal) ) a4l yy Lail 5 4y Alaiall alaliall 43S
@I Hub Rl pSe e hié uabie g Jeay Bridge I of @l .. Jiid)
SA A (e pdalie 320 5 dga (e gl G diay OIS

st ¥ Bridge ) ol ahaiall (i ) bty diisad) s Ju el OIS i (8
J8 lleny il o T8 aleny L 13 5 JAT oa s adaia (5 () ) (5] e
(s o) dii i)l adie e ST sadeie (a5 adalie (pann) dulal
ASEl adalia Gy Switch A3l aladsiu)

B g ASuh paiey Leie JS Jeall Ports <l s sae (e Switch Aduad) calls
JSDTE - s -Sie sl Switch ¢ sl sl Hub 2,4l Jis DCE - o155
Calga alaiia JS adalia 320 (g Jusad Switch Aldsadl o ol | gl dada i Guls 4 S
Switch il aaaid Al GSAN dasg bee HISIL dliaie 30 5 NOde 328 (1

Collision Free .asbaill ¢ Lalai &4la (Switched Networks)
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IS O Las L3kl 138 Aga g aaat s Ju el e 2kl Juiuly Switch 3sad) o 68
OB ay paie (e alge Switch Wil <l sl ) Jeaiie Segment adaie
anidi Jaieally 3 il Aliaie 3m 5 POIt e () o e (5w Jaiuall )l sie
ealie (a i (gl i 50 lam 5] ALl Rgall Y UYL pef L
Ay Y 3 ) Juiil A8l

Half s : Full Duplex technologyo:sdll sasly Switch A3l Jess
Duplex Technology

Joaty La s sWitch sl 28l e port e JS o Half Duplex 4l iad caa
Cd g 8 dass Juainy) ol haid Ju YU a i of ehiwNIC I DTE 51 DCEgs 4
_JA\)

Jus s asiy o) gadainy 43 Jualy Ly port il of =3 Full Duplex 4l Ll
Jaee OIS ) Db | 3 jall i se (pe Cielimy Laa aal 5 iy 8 Lelliind 5 il
O 2 138 Full Duplex 2 4esdiua) 4l <ilS s Mbps 100 Jaley Jiil

. Mbps 200 Jabad caasal dlasall Jaill de o

Media Access Control OR Mac Address

C8 60 | 00 | BA| 9 | 65

. J\\ J
OUI [Organizationally Unique Identifier] UAA/Extended Identifier/Device Identifier
Identitas Organisasi/Vendor NIC Unique Address assigned by vendor
Seperti Network Portion pada IP Address Seperti Host Portion pada IP Address

4dlay Ly 55 558 dad(Media Access Control) sl oo @le o)) giall ygin
(LAN). dalae 3805 e 33 5a sl A 50 clilay (Lo Sl plaall (8 (0 28,050
Aladl 8 (5 Al Aas Ay gf a3 Y (ol Lalle aan 0 il 138 (35S O s il 5
CAW ) gie i Al

o2g (alall sl 5algil) o8 (panaty Lo (llad Zasliall A€ 550 8 (e 20a) 48 Ly
S sy OS] Caiaill cava (Data Link) 4kl 8 Jasy 450 Ly 5 48,4
: Ethernet Hardware Jis Gl (s Al slanly e 38 250 38 43k W e
adapter address , physical « hardware address « Address (EHA)

address.
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Al e ) sial) (so wDale¥) (s TOP/IP US55 ) piiind ) Sl 3
Address Resolution i (ARP) JsS s sl Ga b e 1P ddlaayl 4<us
Neighbor Discovery ¢l (NDP)JsSsisdls « (IPv4) 3 daf e Protocol
broadcast Sy Juu )¥b ass Sl cilsadl) e (1Pv6). I dal (wProtocol

4S8N e 3xie JS Hnaiy iy ety Sl ol il a5 Ethernet — J) Gl Jie-

Of Gy s Slead M’M (Al yall il de sene Frame ((JS uiliy e
Data - &k Ll 2 i) b)) alaae JS& dlle ol giall a5 Leliig

s Jal Je Y clidall @Y S5 n Lale aitd iy OS] el ¢ link

Alad g 3ina
s Ala o) gind) ALt aial) ‘?.dl.d\ KA

MAC-48 Laaill (1 cllall 5y 5lic de Lol aiall Gl 58 [EEE 802 L) o)
Ol y (e L JS Calli e gana G (pe () siadl 408 Calliy Caa (il g Jon IS
()umj\())mzaum}mdsw@\ﬁjww\muwu
sl : address2 01:23:45:67:89:abdlie .Jlus,¥) Gy 2l Y1 o2 (i yig
sy Cisco Jd (e adie AT A8 aa 505 addressl 01:23:45:67:89:ab
Joady « piie ol Alilly o8 51 a5l (e Calge Lgia S e sana O plasinly
Al ¥ sy e dldg ab 0123,4567,89 1dlie dasi Leiy

4 5l cpaglindl S gan
MAC Address Table

5 Ol sl Slea Jaly 8 Al o A Jsaall ga 1 Adlgdl cpgliadl Jea e
Lo (i sl gy Alaiall 5 S Biial) 85 5 4l 3l 0 slindl e (5 siny
3ok 4l du el Jlea (A clilad) Jus o Ol G gl Sy
s Forward filter Table 4de Blay aul e ) agal o glall Jaa
MAC s Physical Address s Content Addressable Memory
Address Table

Mac-Address-Table

E1:0000.1111.2222
E2: 0000.1111.6666
E3: 0000.1111.3333
E4:0000.1111.4444

|

o E2 79
0000.1111.2222 = 0000.1111.5555

E3
E4

l
£ o

0000.1111,4444 0000.1111.3333
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Switch Jasal!

s Jaad) Slea oS35 Hub ) Jie 3Ll asatia Slea (e 3 5le o 1 Switch Jasall
Jeaiia Jlea IS e Al all ey il g dgleny o oAby o 580 ) Ladie (i gl
& Lty 2y 5 Source MAC Address 3 3 aséy caa Jagall dilie

. Jasall Jals 8 3 pm sall Al 540 glinll Jp0n

o st Slea IS Source MAC Address A1 32l a5y Ladie : jan aga d2adla o
& el 5 5 agale ol Al 48 Jialal) daial) W8 ) allie 5 o) siell Jiasy
RESPREN!

) Smar sl g adbal Jlas e 3 ke (o O el o) Jasal) dlie (pe diie S @
One Jisall IS (o anndy UL (10 Mia JS o 25a 5a poliaill Jlase
& ALl e 56 o) (e S Jumdl GUadll 13 5 Collision Domain
Aoy Mt a5 5l Jia Bl Ao o Jans diie JS Jray Lae 2a) g plad Jlae
masjumdﬁ\&@myJM\gh\;wﬁ“&M\m Mb 100
CAS yide e g4 Aald Al de o ad 560 M (S 5 eyl

Collision ' !!t
Collision
Domain 4

Domain 1

/
Collision >
Domain 2
[(5S

Collision
Domain 3




Switch Three function
iy gead) gl Janal) il g

a5 JS o yad 5 agale Capati (ff as agall e g Al (ot s B33 Janal 0 581 @
Ceen b 5 aa Sk agilusaaly S ALk, o L

1- Address Learning —(pgtiad) alas
2- Filtering / Forwarding Deision Jua¥) s 4siuaill dules
3- Loop Avoidance <bladl ¢l e e

JS 7 asiin Jaadl 51 sl Jaly 8 Jead 3l 000 Cailla gl 8 028 o
GMJJJ@QQ’:\AJM\JLAJ?@AJS:\%L}@ P&‘&Md&hh\)
duadl daly 8 dahs o)

A e e Mgl o Aahdll oda ropgliall alad Address learning e
48 jaay o 58 o Janall 8 Josiall 3 362 MAC - Address 2t sl oo stial
4leall 03¢ Broad Cast: fFff.FAFF.FFFf 3 Sl Call Joe 33yl e (G slnll
35 gall G slndl Jsan (8 aliad 5 400 3l 0 slinll e 48 e Jasall ke
Zasadll ALaS Al (g slusall Miall a8y g () sindl (AT a 58 G 5 Jasall Jada
A (i

10111

255.255.255.0
GW 10,1.1.254
&= .‘-.-‘ A
— Fals3 =
10.1.2.4 ry
2552552550 |F 4
GW 10.1.2.254 i ==
10412 PCA-MAC
2552552550
GW 10.1.1.254 Fa0/4s 10.1.1.254
’ - 255255255 0
PC2j PCIMAC  .0p Fa0'S GO T
 cote— R1.G0/0-MAC 285 265 2550
s 10.1.1.199

255255255.0 R1-GO/M-MAC
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MAC - Address
EO 12:34:5A:BC:11

!@ EQ 12:34:5ABC:22 @
E1l 12:34:5A:BC:33 —
S E1 12:34:5ABC44 S

SR SRECHE Port Port 12:34:5A:8C:33
£0 % £l
Port
E2

S —&b

12:34:5A:BC.22 @ 12:34:5ABC:44

12:34:5ABC:55

ALl Cnln Slgal) 4 Jomiall 358l pn (5 sbasie o3l e i S o) aaY -
AL A gliall Jgan A b o3 oA

The switch sees a new MAC
address in a packet entering
port 1, and will store the MAC

address in its MAC address
b\ table
Port1 @
/ Port: MAC address

1 00:11:22:33:44:55

Destination MAC: 77:88:99:AA:BB:CC

% Source MAC: 00:11:22:33:44:55

B =
% MAC: 00:11:22:33:44:55

elagi Al ol o3 rdbusY) g dduatl) 4lee Filtering / Forwarding Deision
St Frame Jeo O 2 G sl Jasall A dhaie Jlea 0 Ledie Jaall 8
Sleall Al Jua) 2 W Slead) o) Tas omnlall (e Jasal) e 4ns Jsia A
Jua oYl Sleadl 8 (aladl ol dlall o) 5y 48 j2a o 0580 () g sl
Ga s olae S Jla Y A8 agdl Ul 23 gail) e e = i o siu OY) 4
_____ Al 73 gaill s A0 b dxe Aliaiall 3 3ga ) aand Al 11 Qs b o) (50
PC3 sPC2 A PCL J jlea e Frame ) ats ) Jls ) sl 73 gaill a4
Cpsbiadl dasy s ALl 8l 6 s Jasdl Switch J) Frame J dbs ) e
oo Siile 5l IS sl Sleall Frame ) Jleb o s 5 40l Jla YY) s )
cob ) (gl apaas o3 Al I Jahy 34 A0 Slead Al )l Jla ) &5 oY alall

YV




MAC Table:

Port 1: MAC PC1
Port 2: Empty
Port 3; Empty

O |
E' Port 1 a\'xt 3 9

Port 2

A Jaly ki b gs Al oda A Jaall Frame J) Jle) o3 22 sadll 8 LY -

o Alladi odn (8 5 Al 4l Jus 5 O amg (A Cpsbiadl 5 B e Frame

i 5 ea Yl odd yilie JSh Al Juls p st PC3 3 PC2 (e il
s A 3 gl L e

MAC Table:
Part 1: MAC PC1
Port 2: Empty
Port 3: Empty

» Port 1 Port 3 o

zna IS 4 slhall 5 ea Sl Frame Jldswas aias) zasalll i s 3 lS oY) -
......... A (G Alaall 03a SIS agiil U 3 gad (5 i Y

YVY




Ju b Olead) a st PCL Jlead Al Jluy) PC3 e 2 n zagaill 13 S -

sl 4aia () (A < xd Frame ) eda sl jay Jadl s Jall Frame 4

a5 ALl Ol il iyl e Sleadl daaty o i Gim O 2 5 AL
e A ZA el A LS Al il JS0 Jlu) a3 adle Juatall di4l)

MAC Table:

Port 1: MAC PC1
Port 2: Empty
Port 3: MAC PC3

» Port 1 Port 3 -

Port 2

Sl sda s Frame J1sel i olé 5 Juall Frame ) Jseas o8 il -
PC1 Jleall sa 5 adl Ayl Jlas ) 0V o s sllaall Sleall e o el
Al 3 sail LS Port 1 3 Lo Jeaidl

MAC Table;
Port 1: MAC PC1
Port 2: Empty

Port 3: MAC PC3

) Port 1 Port 3 o

Port 2

o 35S JRE 13 PCL Jlead) ) Frame ) dpas o3 oY1 BaaY -
.@Mdﬁ%‘.—')&“}\,}l—ﬁﬂd@}\dj&j

YvYy




Ol e ge Ayl Ak ol oda ralilad) o) 494 &de LOOp Avoidance
Llee Jeanan Gitigu (e S5 dayy o3 Jla A (Switch) dadl Jala A cllall
dala b bl Ol ) 53 ey JsS 585 50 2 s Gl saall Jala (8 STy bl o)) 50
Al gl s € S8 agle Ca et STP 1 IS5 5ol 13 5 (i gl

Looped Flooded
Traffic Traffic

Loop
Station A

Segment A

v

Segment B

Station B
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(Switch) Jasall Jaks A Frame ) Juw) 48y b

-
Source MAC: Destination MAC: Source IP: Destination IP:
AAA BBB 192.168.1.1 192.168.1.2

ComputerA Layer 2 ComputerB
L3:192.168.1.1 Switch L3: 192.168.1.2
L2: AAA L2: BBB

MAC Address Table:

Fa0/1 AAA
Fa0/2 BBB

g s e Sha il Ju Y Alee agle e Frame J) il ok &3 as
1- Store and Forwarding Juw ¥ Adast s 8 jgal 8 Sainal) 48y jhal) 038
2- Cut — Through 44333 &9 ¢ sliaall Jgall bl Juu ) 48k o2a

3- Fragment — Free guawa JSés <) Juu ) 18U o 4l g pual) dlaal o2a

: pdSh 2 il (pand e g giad Store and Forwarding -

4l Frame ) a3l any sladl 2 ga g 220 (e 35U :Error Checking -
Header. v (e (nsSill dlae 8 J gaall

Aadlea dlanll o2a a8 Soile si¥T ciigall (5330 Automatic Buffering -Y
oy odny 5 JuuyY) Aoleny o s (53) Miall 5 Aaddiusall Aoyl aaad 5 L)
Frame 3 8 elad) 3 sa g 220 (e U FCS check ) Header 4 Jbw )k
dala (8 o sSill dlae (8 Cine JS oS5 dpleadl 020 IS Jlu)Y) Al
.Buffering

: pd S a il (pand e g giad Cut — Through -¥

J il Jua ) ge - Ay sl Auleall s38: Rapid Frame Forwarding -)
et st AT Slead Al ) Jlu ) 2 le Jlen Ledie Jia Ly 385 (53 (0 o e
Al 0 3a5 (50 e sthaall Hleadl jilae JS5 Al )l Jls L

e Header AV & paladl ¢ 32V i jat o 688 aalesall 038 1 Fragment Free -Y
sl elad Guaa Ja e 28U a3 bl Jis ) clilad) g Jual] odad IS0
Fragment ) dads 5 038 o slat &3 Clily s 50 Ja

Yvo
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Cisco Switch Configuration

Command

Switch > ?

All Command

show mac address-table address

Displays MAC address table
information for the specified
MAC address

show mac address-table aging-
time

Displays the aging time inall
VLANSs or the specified
VLAN.

show mac address-table count

Displays the number of
addresses present in all
VLANSs or the specified
VLAN.

show mac address-table dynamic

Displays only dynamic MAC
address table entries.

show mac address-table interface

Displays the MAC address
table information for the
specified interface.

show mac address-table learning

Displays MAC address
learning status of all VLANSs
or the specified VLAN.

show mac address-table static

Displays only static MAC
address table entries.

show mac address-table vlan

Displays the MAC address
table information for the
specified VLAN.

end

Return to privileged EXEC
mode.

show mac address-table learning
[vlan vlan-id | interface interface
slot/port]

Verify the configuration.

copy running-config startup-
config

(Optional) Save your entries
in the configuration file.

yYva




Virtual Local Area Network (VLAN)
L) iy Adaal) A<uid)

Switch A

Engineering Marketing

Jarl oy 5 Jadh oSiupus LD s JA1a (853 53 50 A 54800 e B ke 2 1 Vian
aliadio lgie JS DS 800 ) i guad) Alie annii (33 5 (e das ol 20AT 00 e
Apna 453 A A gl 3 0eal (J 0Sa Y (e e 5 o5 IS3 LAY e
p) alall e Vian 4Sed (B8 A Ggula B el (4 daati ol Viand 48l (e
it eadl Ay A AN Gkl e Calide aa g (3Ua3

DO sl Jala (A Van ) ASud s e JUs

AL g8 s Vian 1, Vian 2, Vian 3 clSed el 4 aa g AUl zdsalll i3 -

LAY e calida w@g\,'s.ssu

Vlan 1ip: 192.168.1.1
Vlan 2 ip: 192.168.2.1
Vlan 3 ip: 192.168.3.1

Yvy




Vian 4Sudy JuaiV) galaind ¥ Lgadddasi yall 3 3ea¥l Vian 1 4us Alall sda 3
Gl s (e Ailide ISuE O (I gual) pandi 3 43 Vlan 345 Y5 2
Jrad yigh ) sl aa gall Slead zling Gl Lpiary s dhcai (f 450300 L ) 4l

. Vian ) asell JBa IS 2 Gaanl) Ly g Joall Gl

- S LIS gu Jadd Vgn ) ASed aead Al LI gl Adaa Dl

: Subnetting s Vlan 3 ¢ @A -

s A asldll IP Address 4l o) sie sl o 5¢éa 98 Subnetting ) -)
aall aa A B,C (nsliall 428 e plaill sy dae j3 [P Address 48wl o) sie
OEsadl b ig) N Jie (pae Sles (B pald g2 asedall 128 )

Jad Gl Bana] MU anlll  Smay o) Jad Badal (S0 el anil a0d05 Van -Y
anll lpany (e Qi)

D Vian ) A% ail g 5 Sijaa -

. BroadCast bl &ull dilee (40 Judal) -

LA Bla 55 100 3 A s =Y

L3S g b Jles Al Jgasy =Y

(il die (e cllu) Jildalall ) 50 e Al AU AS0E (e Slea JB A s -

A8 1A ol gy e o 5 Jie | Y 5 Alead) Bals (g0 Juadl -0
G Aakhiioda AV AKEl Joal) sl s Gyl aakain ¥ (pae
Vlan J) A

D83 5 el el (A aend 4 g BroadCast Domain ) ¢« = 3a 4 Vian -1
Juli 2 Cua A mllia (e 028 5 Ll Alse BroadCast Domain
el 8 aaall 5 BLEAY) 5 Ul aabad Jlae

Vian 2 g1l
Type of Vlan

san S dlu paedibh gl e 5 S 5 Vian A e gl gl sae 2 -
1- Data Vlan

2- Default Vlan

3- Native Vlan

4- Voice Vlan

5- Management Vlan

YYA




Cpeddinall i) Juu ) (4 adius Vian Jl ASud e ¢ 630 13 2 Data Vian
s ol aren Jarg a 58 55 paaall AU 8 ASAD Sda aadiud sale 5 ASGEN e
Ja) Jadh ASLal s (5S35 Sl ASWAN L) ¢ AV Al 5 peall K00 i

LS G Le Cila glal)

S i gl JAND (A 2 9a ga (5585 VAN J A% e ¢ 63 13a 1 Default Vian
OsSial Jla g AS0al o3 cnd (i gl Bl maen (5 5Ss 5 can) s a0 38 5 D
A oda cand MUl e (5S5 o Tas papdall (e 4silial &5 Van ASuE clla
Jie Y S iy g andind 5 Jae V) e S dade die V) o5 5 Default Vian
53 L) I LeiransiBale ) 5l Lgida (S Y A%l 038 olall as ¢« STP, CDP, VTP,
B Alal (o 408 oda () Cajain  agle Jpaatll Sy Y Mg Y S5 g g e

C Ol sad) Sleas

Al s e 5 Default Vian J) 4Sus sl 4310 238 1 Native Vlan
i A& o5 IEEE 802.1Q ) JsS 5350 ke a3 Native Vian ) ¢Sl
rriuasiie Abyte osSe cadadll ol il il aas s Tagd dadle a5 cldl )

Al g yall & JsS 555500 12

aak 5 5 Network Voice @ gpall 405 8 daiada 45,040 028 1 Voice Vian
iiad Cgeall 405 Y Voice J) ASud e WAl 4us J e Voice Vian J) dsus
) ASE a5y ) 130 Blal Jie i () 48 peal) Qi Sy Vg Tas age 3805

. Network Voice J 4.4l Ladé yarais Voice Vian

& padid Al g i gad) 3 la) 8 daiie 4503 s34 1 Management Vian
HTTP Jie QY S50 an dandl 5 (i gus (0 S) (8 Jlai¥) 5 48] jall dolac
Vlan A ales 3 0 J Lyl aasins 5 Telent, SSH, SNMP




Vian d) al2 )

Vlan ID Range

e il AN AL ) S5 Y B8 2L Van 488 S Vian Sl J6 )1 -
& s ald)Y o cllginl el dlasl (e i) 2 g 5, Gl Lpudany (e 4S04
aresirasd g OV Sha i ) 6L Y ellgia o5 Sl Alle ) ol
ALY eda S o gl JY1 aamll e S enall B8 Y1 o2

1- Normal Range From 1 up to 1005
2- Extended Range From 1006 up to 4096

Aus JAlodali a8 5,a) 1 1005 N 1 ad, o ¢l Normal Range e
xas 3 A Y AA 28 5 038 1005 a8 aad J Y1 a8 ) (e 40N a0 plan Jina
ASad B33 ga sl a5V S ellgin o3 Alal) 038 & lSed 1005 Lial a5 Y
Auill By an o Y Y aodains ¥ (5 a0 A0S Jamy a i () L) 5l Van )
AN dde v 9 (31 e A 038 Ja a3 385 | 2aa 4S5 Jeal 034 audati
V) 1006 #d) (1 ¢l Extended Range (sas Al (e 58I i) Al
LSS e 232l 3] Jua g O Jiniaaall (e 5 0380 &5 405 AT &85 134 4096
OS5 A DSl Ala) 3y i Jla (8 sl dlae V) o2 a5 50 sl a3 (S
Lial () S A%l (5 5a) 038 4096 2l - side 23al

Vlan Switch Port Modes
Vian ) Ay 38Ual) Jay ) Ll

 ASaalial) &Ll 5 A pl) &Sl Tyl Ky (e (e i da gy -

1- Static Vlan Port
2- Dynamic Vlan Port

v N M Y
749 -
§ B 0B O
B i

2533

YA




Lo o oy () A3 uniga o aciad ) 4500 45, 5kl 02 1 Static VIan Port
s Vian JASud el asd) Ladie 4] Jeay | (550 JS4 Vian I 4ol il
o LS (g JRG A e M) iy

M) Adla) e adiad Al 4Kl 53Y) A,k sda Dynamic Vlan Port
Ol 8 palal) el Al e 46 skl oda adiad g cogulall 5 eal Lt Alaidll
NVlan 4Sus 8 Adlay) a5l G gulall
Vian J 4 Blia g) gif
Vlan Port Type

A Adh gl s e aa) g JS aladtial) 4 Vign ) Al dlie e ple $aa g -
Cpend 5 g )Y SA o gile g Jaxs

1- Access Port , 2- Trunk Port

5 O g ae Olea duasi b aaiiin duasill e g il laa 1 Access Port -)
. Native Vian Jd1 4%us e g 6l 138 adiag

Ol g Uil g Dl a5 (8 padiin Juasill e g sill 18 2 Trunk Port -Y
o Jalaill dpa gill 038 gty 5l Jlen g Ullasm Slen S A i s
Al Al Frame ) o bad o od oy 5 Vian 4Sed e SSY dalill Cllll
CTrunk 3 JsSsis 0 Gaob oo 4diss Vian

el o3 5 (i g (e 435S 4S5 Wl IS 61 Trunk Port ) dde e Jhs o
e oAl e e Vian 13 ASus anndhy Liad 5 JsY) Gidi el e Vian 1 48
cliall gling g (pdigm o Vlan 10 4Ses aa g5 Al oda b U (g i
IS 55 rlinins Tan cadall (e ) (LN i gaall 691 i sndd) pe S ()
&e 5 g JS0 Ball Jas dplee o581 (i gal) Ml e aliadhy 5 85 5 Trunk
028 (pa ASus 5V Al yo Lilall (B3 i slaws VAN 4SS e SIS) 2 5 OIS 51 Al
WS A slhaall A5 Bl Jpa s o5 Trunk ) JsS 555 0 Gaob g SISl

L L PRPUCL
Native VLAN Native VLAN Native VLAN
-y - |

) a TRUNK Linka ACCESS Link ﬁ
B B

YA

n
O
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ALl JUiall JAS) o ggda 138 23 gaill i)
VLAN Port Types )

access ports NOT trunk access ports NOT trunk

\ ~/1 Fon/ \Fon {\% —/1 Fo/z/ \F”‘ ( \ﬁ 4 l

Nt < access access | B access access |
vlan 100 vlan 200 sw2 vian 200 vian 300 SW3
il
F0/2 FO/3 Fo/4 F0/2 Fo0/3
broadcast access access access access access
FHffFEFE.FFFF vian 100 vian 200 vian 100 vian 200 vian 300
| | | B
PC1 PC2 PC3 PC4 PCS

a4 A Trunk Port A by Glii sull o e Jeasill a3 ) LY o
Llall 5 e slead) Jii of 955 5 Vlan 200 A ASus G SW3 5 SW2
L Jrasill 5 Gl a3 Trunk Port dl dea s 5 da y o séie S35 53]

. Vlan 48s JA Gl gy

Trunk Port (s dasidiuall <Y oS i g ) 1 i

e A Frame A Jlu)) 5 et ddee 8 Legale aladie V) o4 le siaa g -
. aead 5 an Sh el Trunk Port ) ddie Jua 58

1- Inter-Switch Link (ISL) , 2- IEEE 802.1Q

18 5 S 4S il el JS 535 0 0= 3oke s 1 Inter-Switch Link (ISL)
& el Frame J) calss 4l Jid (S5 Frame ) cales doleny o 58 J5S g3 5 5al)
ISL header 26 A1 13a Jghb Jay 5 <A 32 e oSGl ISL header ¢nsSs
O cua e BlA K A V]an 288 K A Lalall dlaslaall 2] 24 byte
LU 8 Cliall Sila slaall
opadl ol & Bl 0 65 G elay IS header ) zisai 13a e
InterSwitch Link Header Structure

Twpe |User LEN ﬂ;&?ﬂ& HSA BEFDU | INDEX
dhits |4 hits 16bits | 24pits | 24 bits 1bit | 16 his
The ISL Header and its fields. The values shown are each field's length in bits.

L cead 5 agde Cayadll 5 |SL header J Glgise Shagale -

YAY




DESTINATION ADDRESS (DA) FIELD
e TYPE FIELD
e USER DEFINED FIELD

e SOURCE ADDRESS (SA) FIELD

e LENGTH FIELD

o AAAAO03 (SNAP) FIELD

e HIGH BITS SOURCE ADDRESS (HSA) FIELD

e VLAN -DESTINATION VIRTUAL LAN ID FIELD
e BPDU FIELD

e INDEX FIELD

e RES FIELD

o Lo ila JS agh el AV ce 3 ydie JS el JS 7 s agdlu oY)
L bl o3 Lgg siad 3 bl o Le s Led Jad 3 il )

40 bits el s 43l 234 : DESTINATION ADDRESS (DA) FIELD
Laadl asi 5 4l ¥V 25 531 sl el gllaal) o sliad) e (5 535 4
Baals B e o slic Ae ganal dxfie JSE Ju p Jie Coagied) Jlue Y1 Alens
LY a5 20AY 38 Aiila 4 bits 415k Jiadl 1 : TYPE FIELD

slaie V) Al dad (e iS)aa g g JUaYl e 68 e alade ) Leddas o5 o) LaY)
ostlad g il il it Alee i ele

Type Value Encapsulated Frame
0000 Ethernet
0001 Token-Ring
0010 FDDI
0011 ATM

YAY




D

il A3l 038 4 bits L) L pha a0 o3 USER DEFINED FIELD
Ethernet ¢sSiv Al by Galeill lee e Lyl aaind 5 Jo¥I AN e

ISL header 31 sl ¢sa J5¥) ausdll & Al AN (pa J Y1 il = 55 &5 (V)
-l 23 sl b LS

InterSwitch Link Header Structure

Type |User LEN ""‘;‘Iﬂ‘ﬂ3 HSA BPDU |INDEX
4bits |4bits 16bits | aqpis | 24 bits Lhit | 16hits

Here's the frame again so you don't need to constantly scroll up and down!

s llall e SN andll = 5 elage oY)

Olsie e g siad Sl asall 1 ;- SOURCE ADDRESS (SA) FIELD
Adiall 48 y2a 9 Source MAC Address Jull Jlea (4 paladl (il clal)
. 48 bits ld sh Llall sda 5 | Frame i Juu ¥ adaw 3

16 bits Ll sh 23l sa : LENGTH FIELD

: HIGH BITS SOURCE ADDRESS (HSA) FIELD

ISL header 3 sl (e (SN andl) 8 3l AN e  SEH andll = 5 &5 (Y]
t Gl 23 gl 8 LS

InterSwitch Link Header Structure

Type |User LEN ""‘;‘I:;‘ﬂj HSA BFDU | INDEX
4hits |4Diis 16bits | sqpsss | 24 bits 1hit | 16 biis

Here's the frame again so you don't need to constantly scroll up and down!

DAl e AV g G andll 7 b el oY)

4all 238 1 VLAN - DESTINATION VIRTUAL LAN ID FIELD
Virtual ), maaidlee oo dilalloda 4k 5 15 bits Led sl A aal
A Uy s bl ada Jai aty Laiy 43l e sleall - Jls ) s 30V LAN ID

YA¢




4

5 VLAN Jasus o8 Llals (8 (S5 5 trunk ) dsSsis 0 & frame
) AS 0 a8 b Badai il A3l Y1 (g AT AS0a] Al Y 4d) Cua 4800 e slal)
. 335 sall LA aal e daladl 28 5 VAN

Y S5y Slo s siad Aall sda 1 bit Llsk sl o328 1 BPDU FIELD -
Olose giar psdi & 5 Taa age A5l o3 iy CDP 5 VTP 5 STP Jie
OS5 4 plhaall AT Jaa giw Frame ) Ju i Ladie: Jia Gl sl 8 il
335 i Gl e S (315 e ams ae dliate GG gu Bae Gllia IS 1))
network loops 48l (& o))y Sigaa ez laa, Frame Jlsda Jla )|
Aadlall g yall 8 Y S g g sl s2a sy sl

oe 5 oYl = oadl Al e A gl < aldll »3a = INDEXFIELD -
5, AAl s diday 4 028 Lelsas oy o (e Jls) Bl (e Y] Jaas
4Dl s o Jlu) 4l e Y1 Gl f Liay) s

SIS b Jla Yl g 5 aa e Agseal Llaloi ; RES FIELD -
SIFDDI (o da Ll a0l g g5 aaas 5 Jla oY) dulee Ji e 5 auaas
.16 bits sl o2 Jsk s Ethernet i Token Ring

IEEE 802.1Q -V

A 5sh Al Gl hreall pang aa g OSIg IS Ada g iy a6l S g3 50 e
IEEE A JsSgis 0 Ji, ISL A JsSsign o= IEEE 802.1Q JsSsis
JS 55 0 L Ao 4 byte aax Frame J) e Tag dem haésy 2 68 802.10Q
128 5 26 byte ~>=~: Frame ! Encapsulation ) aslesy a s& 43) Cus S A
IEEE 802.1Q ) JsS 55 0 aladinl Jead¥) (o 5 Y S 65 3l 038 La (3l
laa s lgans Frame J Jzay 138 5 Frame J1 Jle Tag g s psiy i 45y

S A pil Asla 48 b 9 IEEE L (B (ald JoSgig ol 138 1 Aiadle o
JASL A aladiad ¢ Ja JeS gl 1 aladiuly puali oS A8

Alany a gl ¥ 5 JUaY) ol Ades & ;Y dsa Frame format -
JoSsig ) 138 dde oS M) Zagall) 1 5 Wil U 83 WS encapsulate

YAe
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3 1
16 bits ) ) 12 bits
bits bit
TCI
TPID
PCF | DEI VID

L IEEE 802,10 1 JsS 555l adde cblall ol o 53 23 sl 128
. Gkl

Vlan Switch <) 4sué cilas)

Vlan Configuartion
Switch > enable
Switch # config t
Switch (config) # vlan 2
Switch (config-vlan) # name 1T —+—— 4l aud
Switch (config-vlan) # exit
Switch (config-vlan) # vian 3
Switch (config-vlan) # name PMP  +——— aSuill aul
Switch (config-vlan) # exit
Switch (config) # interface fastethernet0/1
Switch (config-if) # switchport accessvlan 2
Switch (config-if) # exit
Switch (config) # interface fastethernet0/7
Switch (config-if) # switchport accessvlan 3
Switch (config-if) # exit
Switch (config) # exit

Switch # copy running-config startup-configt

YA




o Vian A GlSad aadiy o i 9 i s G2 )len (e A58 4800 Jang a gl -
ASa) clae] e Ciymly asii 5 Ly sl

Lania Van (il e O sSall a dlsoshall o eadl Gadaty o g dgladl & -

CWle 7 s Bl A Trunk Port il agin L day 5 (ibsw (ke e

o CORA{ LA TT K I

s YA ) sie 138 192.168.1.0/24 &) sims O sSia sY) AS0al) -
.Name IT Al aul 5 Vian 2 41 48us 28 5 2l

s Al Al () e 138 192.168. 2.0/24 ) simr 0 5She SUI A -
. Name HR a3l aul 5 Vian 3 a5l 48 ) 3alin

Al i B s e galal) e S e o ) Ol sie S i o st Y
smlall B eal 4l il

4:\.‘9‘54&3\?3:\“‘535\ QSJA:\S’ By

Man 2/ Name IT

Vian 3 { Name HR IP Address: 192.168.1.0/24

IP Address : 192.168.2.0/24

Trunk Link

PC-PT

Vian2/NameIT Man 3/ Name HR.
IP Address : 192.168.1.0,24 E IP Address : 192.168.2.0/24
E—
PC-PT
PC8

JsAaa AlAl Glalae ) Jamy o 58 Glalac Y) o Gl e U jan a1 e
A ASE (e A8 S o G YY) sl 5 Vian ) el 5 i sl e
Gl Zasal) 8 LS Vian

Vian 1 4 43) e Jayeda Vian 2 ) 4Sus Joxy Ll ¢ Jan aga d2adla -
Aasl) a5 i gl JA1 5 saae 45V (I Lgaladiind skt W (S5 50 5
1002, 1003 ASsd e 5, Gl gall (Ao 53 g gl MUl pans o (5 585 Al
Y (I Jaall A Lgeadinss o (S W 58 sane A0 024 L) | 1004, 1005
gisalll B aalgie s Lo Jie LAV dee W) Gandd (i sl Jala (35 s
da s i e Ul e

YAY




A B pall _B (A sad) JAl P B sl il

VLAN Name Status|  Ports

1 default active Fa0/1, Fa0/2, Fa0/3, FalO/4
Fa0/5, Fa0/6, Fal0/7, Fal/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/1lé
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

A clahae Y dee 5 SW T A e Jsiay asiin oY) -

P A el ¥ A o gl )
Switch> enable
Switch # config t
Switch (config) # vlan 2
Switch (config-vlan) # name IT
Switch (config-vlan) # exit
Switch (config) # interface fastethernet0/1
Switch (config-if) # switchport accessvlan 2
Switch (config-if) # exit
Switch (config) # interface fastethernet0/2
Switch (config-if) # switchport accessvlan 2
Switch (config-if) # exit
Switch (config) # vlan 3
Switch (config-vlan) # name HR
Switch (config-vlan) # exit
Switch (config) # interface fastethernet0/3

Switch (config-if) # switchport accessvlan 3

YAA




Switch (config-if) # interface fastethernet 0/4
Switch (config-if) # switchport accessvlan 3
Switch (config-if) # end

Switch # copy running-config startup-config
SW 1 JAl (e 45 3 guall A LaS

& Switchl = @] ®

Physical | Config | CLI |

105 Command Line Interface

Switch>enable

switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan 2

Switch (config-vlan) #name IT

Switch (config-vlan) #exit

Switch (config) #interface fastethernet 0/1
Switch (config-if) #switchport access vlan 2
Switch (config-if) #exit

Switch (config)#interface fastethernet 0/2
Switch (config-if) #switchport access vlan 2
Switch (config-if) #exit

Switch (config) #vlan 3

Switch (config-vlan) #name HR

Switch (config-vlan) #exit

Switch (config) #interface fastethernet 0/3
Switch (config-if) #switchport access wvlan 3
Switch (config-if) #interface fastethernet 0/4
Switch (config-if) #switchport access vlan 3
Switch (config—if) #end

Switch#

$8YS—-5-CONFIG_T: Configured from console by console

|

L 5 vlan 3 s vian 2 38 b alall clalae Y Qe Liad 38 () 5<5 JSA1 Vi
) A i L

Switch # show vlan
) 5 gual) B Las
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[ hysical | config | cLI |

10S Command Line Interface

o T T To—T~ TS T ToTT T T T -

switch#show vlan

VLAN Name Status Ports

1 default active Fa0/5, FaO/6, FaO/7, FaO/8
¥Fa0/9, Fa0/10, Fa0/11, FaO/12
Fa0/13, Fa0/14, Fa0/15, Fal/1é
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

2 IT active Fal/1, Fal0/2

3 HR active Fal0/3, FalO/4 |

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 0 0

2 enet 100002 1500 - - - - - 0 0 B
3 enet 100003 1500 - - - - - 0 0 7
1002 fddi 101002 1500 - - - - - 0 0 i
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Switch> enable
Switch # config t
Switch (config) # vlan 2
Switch (config-vlan) # name IT
Switch (config-vlan) # exit
Switch (config) # interface fastethernet0/1
Switch (config-if) # switchport accessvlan 2
Switch (config-if) # exit
Switch (config) # interface fastethernet0/2
Switch (config-if) # switchport accessvlan 2
Switch (config-if) # exit
Switch (config) # vlan 3
Switch (config-vlan) # name HR
Switch (config-vlan) # exit
Switch (config) # interface fastethernet0/3
Switch (config-if) # switchport accessvlan 3
Switch (config-if) # interface fastethernet 0/4
Switch (config-if) # switchport accessvlan 3
Switch (config-if) # end

Switch # copy running-config startup-config
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10S Command Line Interface

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 2

Switch(config-vlan)#name IT

Switch(config-vlan) #exit

Switch (config)#interface fastethernet 0/1

Switch(config-if)# switchport access vlan 2
Switch(config-if) #exit

Switch (config) #interface fastethernet 0/2

Switch (config-if) #switchport access vlan 2
Switch(config-if) #exit

Switch(config)#vlan 3

Switch(config-vlan) #name HR

Switch (config-vlan) #exit

Switch (config)# interface fastethernet 0/3
Switch(config-if)# switchport access vlan 3 M
Switch (config-if)#interface fastethernet 0/4

Switch (config-if) #switchport access vlan 3

Switch(config-if) #end

Switch#

$5Y5-5-CONFIG_TI: Configured from console by console

(=

Liad 5 vlan 3 s vian 2 48 & palall clalae Y1 Jeny Liad 38 () 4K5 JSAN gy -
A3 Sl g 3 g gall AL il paiialy o gdin 9 ASLAD e Ul sl 5 2T
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Switch # show vlan

A 5 ) gaall B Las

@ Switch2 = =
[CPhysical | config | cLI |
10S Command Line Interface
Switch#show wvlan m
VLAN Name Status Ports
1 default active FaO/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
2 IT active Fa0/1, Fa0/2
3 HR active FalO/3, Fa0/4]|
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
3 enet 100003 1500 - - - - - 0 0 _
1002 fddi 101002 1500 - - - - - 0 0 4
1003 tr 101003 1500 - - - - - 0 0 i
——More—— 2
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Switch> enable
Switch # config t
Switch (config) # interface fastethernet0/24
Switch (config-if) #switchport mode trunk
Switch (config-if) # end
Switch # copy running-config startup-config

4L 3 gl A Las

& Switchl = 2
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105 Command Line Interface

Fre=s RETURN TO get sStarced!

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #interface fastethernet 0/24

Switch(config—if) #switchport mode trunk

Switch(config-if)#
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up

Switch(config—-if) #end
Switch#
$SYS-5-CONFIG_I: Configured from console by console

Switch#copy running-config startup-config

Destination filename [startup-config]?

Building configuration... k
[OK] i
Switch#

Copy. Paste
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VLAN Trunk Protocol
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VTP advertisements are Sarver
sent as multicast frames
and are sent every 5 minutes
or whan change cccurs.

N\

1. Add new VLAN
2. Rew3 2Rev d

Server Client Transparent
3. Rev3 —Revd 3. Rev3 -+ Rev 4 No change
4. Sync new VLAN 4, Sync naw VLAN Reov stays a1 0
information information

VTP sarvers and clients are synchronzed
to the latest revision number.

VTP Advertisements ¢y ddae il g<a

VTP advertisements send this global domain information:
* VTP domain name

» Updater identity and update timestamp
» MDS5 digest

* Frame format

VTP advertisements send this VLAN information:
« VLANID
* VLAN name
* VLAN type
» VLAN state
« Additional VLAN configuration information specific to the VLAN type
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VTP Server
Rev #23

VTP Rev #fZ/ \KTP iR
VTP Client VTP Client
Rev #22 Rev #22
VTP Domain VTP Domain
cisco cisco

VTP Frame Structure
VTP 1 JsSsism b palddl JUay) el dles o8

VTP Frame Structure
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1- VTP Domain Name
2- VTP Password
3- VTP Version

Common VTP Configuration Issues

* |ncompatible VTP Versions

+ VTP Password Issues

* Incorrect VTP Mode Name

* All Switches set to VTP Client Mode

VTP Version
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VTP Configuartion

VTP Server

Switch > enable

Switch # config t

Switch (config) # vtp domain ABC ~— +——— Glaill aul
Switch (config) # vip version 2

Switch (config) # vtp mode server

Switch (config) # vtp password 123

VTP Client

Switch > enable

Switch # config t

Switch (config) # vtp domain ABC ~ +———— (il aul

Switch (config) # vtp version 2

Switch (config) # vtp mode client

Switch (config) # vtp password 123

sl e VTP AV JsSsis a5 cilalae) (o je dadding ) el Y1028

Switch # show vtp status

Switch # show vtp password
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Switch > enable
Switch # config t
Switch (config) # vtp domain ABC ~— +——— Gkl aul
Switch (config) # vtp version 2
Switch (config) # vtp mode server
Switch (config) # vtp password 123
Switch (config) # end
Switch # copy running-config startup-config
VTP Server il Gy gud) 58 5 SW 1 Jals e JUll 3 puall 3 LS

& switch1 T -_— A ™ b e o oS X

[ Physical | config | cLI |

105 Command Line Interface

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vtp domain ABC

Changing VTP domain name from NULL to ABC
Switch(config)#vtp version 2

Switch (config) #vtp mode server

Device mode already VTP SERVER.

Switch (confiqg) #vtp password 123

Setting device VLAN database password to 123

Switch (config) #end

Switchi#

$SYS-5-CONFIG_I: Configured from console by console

Switch#copy running-config startup-config
Destination filename [startup-config]? L
Building configuration... B
[OK]

Switch#
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2 Switchl =]
[ Physical | config | ci1 |

10S Command Line Interface
Switch#show vIan -

VLAN Name Status Ports

1 default active Fa0/5, FaO/é, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0O/1l, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fal0/23, Fa0/24
Gig0/1, Gig0/2

2 TETE active Fa0/1, Fa0/2

3 HR active Fa0/3, Fa0/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 0 0

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0 j
1002 fddi 101002 1500 - - - - - 0 0 H
——More—— | -

138 43 e 28U D 5 guall b Lgde B3I SW L e Loyl vip ) cilalae ) -
VTP Server bl (i sudl sa

Switch#show vtp status

VTP Version H

Configuration Revision 1

Maximum VLANs supported locally : 255

Number of existing VLANs H

VTP Operating Mode : Server

VTP Domain Name : ABC

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0x85 0x47 0xDE 0xC7 0x79 0xB83 0x86 0x00

Configuration last modified by 0.0.0.0 at 3-1-93 00:43:33
Local updater ID is 0.0.0.0 (no valid interface found)

iy gl Ao Jsaa a8 o lile Ay s daiaia bl Y aen (0 5S5 JS8 gy -
Vi 13) W) | alis Sy W i) ales () Gamg s W ol Lol o Sl Ja oSl Ay
c b Sl 5 clastaall Jals o3l agale VTP Al JsS 55 0 ey

abal ) o Jay 138 405 ) aa s Y SW 2 1 il e Ul B saall il -
. SW 2 G sl e VTP A JsS 589y Jans

Yoy




SW 2

& Switch? |l= =

[ Physical | config | cu |

10S Command Line Interface
WITCIFSIIOW vIan A

1 default active Fa0/1, Fa0/2, Fa0/3, Fal0/4
Fa0/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/l4, Fa0/15, FaO/l6
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2
1 enet 100001 1500 - - - - - 0 0

1002 fddi 101002 1500 - - - - - 0 0
1003 tr 101003 1500 - - - - - 0 0

1004 fdnet 101004 1500 - - - ieee - 0 0 L
1005 trnet 101005 1500 - - - ibm - 0 0
—-More——

(Lo ][ paste ]
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Switch > enable
Switch # config t
Switch (config) # vtp domain ABC =~ +——— Gkl aul
Switch (config) # vtp version 2
Switch (config) # vtp mode client
Switch (config) # vtp password 123
Switch (config) # end

Switch # copy running-config startup-config

Switch»enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #vtp domain ABC

Changing VTP domain name from NULL to ABC
Switch(config) #vtp version 2

Switch (config) #vtp mode client

Setting device to VTP CLIENT mode.
Switch(config) #vtp password 123

Setting device VLAN database password to 123

Switch (config) #end

Switch#

$SYS—5-CONFIG_TI: Configured from console by console

Switch#copy running-config startup-config
Destination filename |[startup-config]l?
Building configuration...

[OK]
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Switch#show vIan

VLAN Name Status Ports

1 default active FaO/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, FaO/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0O/l1l, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 0 0

1002 fddi 101002 1500 - - - - - 0 0

1003 tr 101003 1500 - - - - - 0 0

1004 fdnet 101004 1500 - - - ieee - 0 0

1005 trnet 101005 1500 -~ - - ibm - 0 0

——More-——
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Switch>enable
Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#interface fastethernet 0/1
Switch(config-if) #switchport mode trunk

Switch(config-if) #
$LINEPROTO-5-UPDOWN: Line protocol on Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface
Switch(config-if) #exit

Switch (confiqg) #interface fastethernet 0/2
Switch(config—if)#switchbort mode trunk

Switch(config-if) #
$LINEPROTO-5-UPDOWN: Line protocol on Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/1, changed state

FastEthernet0/1, changed state

FastEthernet0/2, changed state

FastEthernet0/2, changed state

to

to

to

to

down

up

down

up
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105 Command Line Interface

Switch#show vlan

VLAN Name Status Ports

1 default active ra0/6, FaO/7, Fa0/8, Fa0/9
Fa0/10, Fal0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/le, Fa0/l1l7
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig0/1

Gig0n/2
2 IT active Fa0/2, Fa0/3
3 HR active Fa0/4, Fa0/5
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0 =
3 enet 100003 1500 - - - - - 0 0
1002 fddi 101002 1500 - - - - - 0 0 -
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10s Command Line Interface

Switch¥show vIan -
VLAN Name Status Ports
1 default active Fal/6, Fa0/7, Fa0/8, Fal0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fal0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig0/1
Gig0/2
2 IT active Fal0/2, Fa0/3
3 HR active Fal0/4, Fa0/5
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet—default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2
1 enet 100001 1500 - - - - - 0 0 ]
2 enet 100002 1500 - - - - - 0 0
3 enet 100003 1500 - - - - - 0 0 3
1002 fddi 101002 1500 - - - - - 0 0
——More—-—
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Router on a Staick

IP:192.168.20.5/24 ) Q IP:192.168.10.5/24
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Router on a Staick Configuration
Router on a Staick <) <lalas)

Router > enable

Router # config t

Router (config) # interface fastethernet 0/0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/0.1 «————— subif
Router (config-subif) # encapsulation dotlQ 2 «———— 4.l 3,
Router (config-subif) # ip address 192.168.1.100 255.255.255.0

Router ona Staick J)deaa agle ki o stin 3 58 128 Ml 23 aall il -
038 3y yi (s G slind) Caliney VAN €Sl Zxy ) am gy 43) Lyl LaaY 5
Router on a Staick ) 4ead Jurdiy o stins Gand) Lgidany g Joali Gl S0
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LAB Router on a Stick and Vlan 4 Network and Protocol Trunk dotQ1 and sub interface
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Router > enable

Router # config t

Router (config) # interface fastethernet 0/0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/0.1

Router (config-subif) # encapsulation dotlq 2

Router (config-subif) # ip address 192.168.1.100 255.255.255.0

Router (config-subif) # exit

Router (config) # interface fastethernet 0/0.2

Router (config-subif) # encapsulation dotlq 3

Router (config-subif) # ip address 192.168.2.100 255.255.255.0

Router (config-subif) # exit

Router (config) # interface fastethernet 0/0.3

Router (config-subif) # encapsulation dotlq 4

Router (config-subif) # ip address 192.168.3.100 255.255.255.0

Router (config-subif) # exit

Router (config) # interface fastethernet 0/0.4

Router (config-subif) # encapsulation dotlqg 5

Router (config-subif) # ip address 192.168.4.100 255.255.255.0

Router (config-subif) # end

Router # copy running-config startup-config
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Switch > enable

Switch # config t

Switch (config) # interface fastethernet 0/24

Switch (config-if) # switchport mode trunk
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Router # Show ip interface brief

Rl#show ip interface brief

Interface IP-Address OK? Method Status Protocol
|FastEthernet0/0 unassigned YES unset upl up
|FastEthernet0/O.1 192.168.1.100 YES manual upl up
FastEthernet0/0.2 192.168.2.100 YES manual upl up
IFastEthernetO/O.B 192.168.3.100 YES manual upl up
|FastEthernet0/0.4 192.168.4.100 YES manual upl up
FastEthernet0/1 unassigned YES unset administratively down down
Vlaﬁl unassigned YES unset administratively down down

R1#
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Switch Port Modes
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1- Dynamic Desirable

2- Trunk

3- Access

4- Dynamic Auto Access

5- No Negotiate

6- DTP = Dynamic Trunking Protocol

a8 Ladie Jia AN Jua sill ¢ o e aaiad Al 022 Dynamic Desirable
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Dynamic
Auto

Dynamic
Desirable

Trunk

Dynamic

Auto

Access

Dynamic
Desirable

8Ll Adlad g*ubj.'l JJ"\%

Trunk

Access

Access

Trunk Trunk Trunk Access
Trunk Trunk Trunk ?
Access Access 7 Access

Administrative Mode Access Dynamic Auto Trunk Dynamic
Desirable
access Access Access Do Not Use' | Access
dynamic auto Access Access Trunk Trunk
trunk Do Not Use! | Trunk Trunk Trunk
dynamic desirable Access Trunk Trunk Trunk
802,19 VIAN TRUNK

Laptop VLAN10

PC VLAN20

[ Admin vian |

| Datavian |

Server 01 VLAN10 Server02 VLAN20

[ Admin VLAN |

[ Datavian |
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STP
Spanning Tree Protocol
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. Root Bridge (sl ) il gead) -
. Non Bridge (bisy) (il gud) -

SwitchA ROOT
Priority 24576

SwitchB NON-ROOT SwitchC NON-ROOT
Priority 32768 Priority 32768

G sl 5 RoOt Bridge (sl Gibsad) paad 5 LIS gl Al dlae -
MEL.. Jal e Bae A Clid gl jain Aaleall o8 o315 Non Bridge (lisy)
cda) el sda S

BPDU = Bridge «us 8 Ay Jdle)) (e oS8 At Llee 4 1o @
il L sl (L Lol 2y AL e 3,le 23 Protocol Data Units
Jorill 28 5 Al Jaly (s sean b 5 agdilla 5 Sl ) e b
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OS2 i sl 5 (e Hlid) DA (e 4l 4 (4o B )le 58 :Bridge ID
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.. oend JV Bridge ID

1- Bridge Prioirty , 2- MAC Address
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Ol sual) Jlea A alall 405V daill dpad A e 3 ke oa ¢ Bridge Prioirty
Default Value = 32768 (sS85 dzanhall daisll | 0 t0 65535 (m slad

OSH Y i sl Slga (B el AL 5l o) il e 3 yle 94 0 Mac Address

: Root Bridge (rasi 1 Qi gead) i) les ol (S -

/2 - Designated Port

Designated Port - FA0/1 \

Root Port - FA0/3

FAO0/6 - Root Port

< —r )

FAO0/5-Blocking (non-designated port)

FA0/4 - DP

+» Direction Broadcast

DP = Designated Port

= BPDU ) s )l Al ) Lead yad <l gl 32c d)\;wuhﬁ.\m:\_ﬁm#
sdieY) st s MAC Address s Bridge Prioirty e s siss llu Ua y5 LS
S Prioirty 3 ied CLiSiu) aiwe dladl 8 clygindl oda e QanY) dlee b
A 2t LD sadl aal & QB Prioirty I ded O Jia 8 5 i sl aaes
4 sbuiia Prioirty J) 4wl culS 13 (K15 Root Bridge (ot )l (it guall ¢ 5S4
Al o 83 Mac Address J (A JEEY) g dadll a3 ) glad Al GLEL gull PN
iy s S Tl LB LaS 5 ity gl mpan A A il o sied) il BPDU
slaie V) aige Alladl oda 3 AV iy sud) e ) <5 Y Calide el e ) sic
Root Bridge (el (i sed) g8 () oS (5 saad) aSTiay (a3l e () 53 S e
)Mdﬁuw\?@wc}ﬂ\adh&cmy‘uauhm}

: STP ) JsSsism o Giygual) (2 MU A -

Als 5 AU clit sud) ) 8l 5 Root Bridge el 1 (i sed) i) Alee sy
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aph s e Culie S0 La jlia) adue Al i gull d8lial SV &3
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STP Prot Cost Values
iy 5 COSt I Gasks e a5 5, sbesall sl Dlead il jlusall ey A4IS5 303 -
A 3ok e diall Ao o 5 diall aad ey 5 G gall e ) bl de ju e
Llee g Jsaall 1 5 adlls 12a3 251 STP Prot ) g 58 waas 2w Cost
33 sm gall eyl JS1 AaISH)

Link Speed(Bandwidth) Port Cost
10 mbps 100
100 bmps 19
1 gbps 4
10 gbps 2

: STP Port Ui dlla Jl|

1- DP = Designated Port
2- RP = Root Port
3- BP = Block Port

ROOt (et Ol iy gual) e 5S35 Al 28l Al 28 : DP = Designated Port
bl Jlgia) 5 Ju ) Aleny o o8 g oanda IS5 Jasd o4 5 Bridge

oda <1y il Jls ) 5 Juiial e Jexy Layl 23l 138 RP = Root Port
i) ) i gl e dliatia (5S35 g Non Bridg ) G s e () 5<5 8liall (e A
. <l el ‘53 JIY) Al cala 5 S8 5 Root Bridge

ras RP 5S35 Y5 DP agle 8Ll ks (5S35 il N (i gl 2 123 aga dliadla
. L Non Bridg <l sull Je () oS5 Laié RP ) 3l

.Cost a5 Je ) 3aby o3l slaal) Jaidll 138 : BP = Block Port

Root Bridge\Switch

DpP DP

Best Path Best Path

to Root Bridge to Root Bridge
1Gbps 1Gbps
RP RP
DP RP
i I 100Mbps ﬁi
-

Best Path to Root Bridge

© =Port in Forwarding State  RP = Root Port
© = Port in Blocking State DP = Designated Port
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STP A JsS 55 Jac A Jlai 5 agdil ALY (iany (2 ja3 0 8l GV, lasall
Y Slies J30 STP A JsS 55 ped aatinntl 73 gad (o JASI iy sl
CJSsisol 1 agd 5 Gl 548 pae o (5585 O g Tas s aga J S 55 0

DA (e pgday )y a3 ad) Laad s SW L, SW 2 i sas (e & 58 J5Y1 23 5l
Of Gy o camy A o8 8 S aad Cilayl &5 a3) Loyl JasDly | el 2
5 dle)) Adead 2l Gl apaaty A8 5 CAEY) lasy B8 STP ) S 585 5
Al oda & Jieay , ROOE Bridge (et (i g maad o8 5 bl Judiul
oo oamy 5 zasall ol o gl ASEN & bl o) )50 oaser Lo 3 g Y

f Ml 3l il JalS < 23 saill iy

Fo/ Fo/1
————————————————————— -
2960-24TT  Fo0/2 F0/2 2960-24TT
Switchi Switch2
Priority : 32768 Priority : 32768
MAC Address : 0000.0000.0000.1 MAC Address : 0000.0000.0000.5

s i sall 1385 ROOE Bridge (s ) iy s HLiial & 43 z3 saill 8 LaaY
Ol aall 4 jeday 3 gaill plail QAT dglee el caS apail V), SW L
s Al o2 A SW 1, SW 2 I 4 4 sluia Prioirty 32768 I dad
oo ALl ol sie CalaSiul o g 400l Als el I JESY] Al yall 0da ) slas
MAC 4l G a) Sl o) sie SW 1 <A aa sy () Glall lai] el gl
MAC SW 2 d () @l glsie 5 Address : 0000.0000.0000.1
Y JSW 1 a2t Al o288 Address : 0000.0000.0000.2
Ao (5 sing A i sull W18 5 Tl Uin 5 LeS JAY) Lyl Ll e (5 sia
zisall 12 & 5 Root Bridge otV G sll ) Ko s g8 81 a0
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Switch > enable

Switch # show spanning-tree

SW1
Interface Role Sts Cost Prio.Nbr Type
Fal/2 Desg FWD 19 126.2  P2p
Fal/1 Desg FWD 19 128.1  P2p

43 Y 28l o8 RoOt Bridge (st ) (i saad) Ja1s (40 038 3 suaall kil -

5 el N 3 pud) 138 43 ey 13a DP = Designated Port 4 dlls 3

SW SG Gt saadl Ao Jsany asiin oY) Ll ) Jlial 5 Jlu ) dlla 8 2dLs)
L3N s 4 Lo (5 il il shaall gial jaiad Aleny s 5 2

D Gl g AS 5 SW 2 i ged) e Jsd o gl oY) -

SW 2
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 P2p
Fa0/2 Altn BLK 19 128.2 P2p

F JsY) dad) il jla , Non Bridg ) (s sadl JAJa (e 022 3y eall Hlas) -
i gl (e Jainy 9 Jus 4] (e 138 s RP = Root Port J il 3l 0/1
Adiall dpaiy Wl Juall aa gy 43) <o yas AW 03¢y Root Bridge ) (et )
) Cad mdy 4 BP = Block Port ) Alls 3l 58 F O/ 2 S
Ja AWl loop Ll o)) g2 dalee Jeasny ¥ JEN 13gr s STP AV J S35
S Janl) ol G il ) o gl lee  SUSH IS5 atansd I 9¥) el Jadaat o3
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STP A JsS 555 2
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4 Non Bridg

Prioirty 32768
Address : 0000.0000.0000.2

1
Naon Bridg

Root Bridge| 4
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Interface Role Sts Cost Prio.Nbr Type
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Switch>enable
Switch#show spanning-tree
VLANOOOL

Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0005.5ERE. 6CBB
This bridge is the root <3
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0005.5ERE. 6CBB
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type
Fal/4 Desg FWD 19 128.4 P2p
Fal/3 Desg FWD 19 128.3 P2p
Fal/2 Desg FWD 19 128.2 P2p
Fal/1 Desg FWD 19 128.1 P2p
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Switch>enable
Switch#show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0005.5EAE. 6CBB
Cost 19
Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0060.47C9.E392
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/1 Root FWD 19 128.1 P2p

Fa0/2 Desg FWD 19 128.2 P2p

Fa0/3 Altn BLK 19 128.3 P2p M
Fa0/4 Desg FWD 19 128.4 P2p L
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Switch>enable

Switch#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769

Address 0005.5EAE. 6CBB
Cost 38
Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00D0.BACO.2BBA
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/1 Root FWD 19 128.1 p2p

Fa0/2 Altn BLK 19 128.2 P2p

Fa0/3 Altn BLK 19 128.3 P2p i
Fa0/4 Altn BLK 19 128.4 P2p |
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Optimizing Spanning Tree Protocol
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Per Vlan Spanning Tree
PVST
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Rapid Spanning Tree Protocol
RSTP
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Port Channel

EtherC hannel
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EtherChannel group one logical link
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2- Limk Aggregation Control Protocol (LACP) - IEEE 82.1AD
S e AR 3 3eaY) ae Jery 58 5 IEEE s e (e JsS 55 nl) 138
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protocol |Link A mode |[Link B mode | Negotiation result
Auto Auto Mo negotiation
Auto Desirable |MNegotiation successful
PAGP =L
Auto On MNo negotiation
Desirable Desirable |MNegotiation successful
Passive Passive MNo negotiation
Passive Active Megotiation successful
LACP [—— =
Passive On No negotiation
Active Active Megotiation successful
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Port Channel Configuration <lalasy)
Switch > enable
Switch # config t
Switch (config) # interface range fastethernet 0/1 -4
Switch (config-if-range) # channel-group 1 mode desirable

Switch (config-if-range) # channel-protocol pagp
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Switch > enable

Switch # config t

Switch (config) # interface range fastethernet 0/1 -4

Switch (config-if-range) # channel-group 1 mode desirable

Switch (config-if-range) # channel-protocol pagp

Switch (config-if-range) # end

Switch # copy running-config startup-config

o Jsaaasiin J5Y) (i sad) o Sl 5 2l ey Liad 28 () S5 Clalac W) oo
. SW 2 SN (i sad)
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Switch > enable
Switch # config t
Switch (config) # interface range fastethernet 0/1 -4
Switch (config-if-range) # channel-group 1 mode desirable
Switch (config-if-range) # channel-protocol pagp
Switch (config-if-range) # end
Switch # copy running-config startup-config
CSW 2 SUl i sad) e Sl g 28l ey Uil a8 () oS5 Cilalac Y a3

3l Jgad o3 iy ) e cllac Yl dary Wb o 2 23 gaill Slail oY1 -
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Root Bridge Port Channel Non Bridge
ﬁEEEEE‘ﬁ_:EEEEEE;
2960-24TT T 2060-24TT

Switch1 Switch2
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Switch > enable

Switch # show running-config
SW1

& Switchl = = |
Physical | Config | CLI |

I0S Command Line Interface
|spanning—-tree mode pvst | -
!
interface FastEthernet0/1
channel-protocol pagp
channel-group 1 mode desirable
1
interface FastEthernet0/2
channel-protocol pagp
channel-group 1 mode desirable
!
interface FastEthernet0/3
channel-protocol pagp
channel-group 1 mode desirable

1
interface FastEthernet0/4
channel-protocol pagp
channel-group 1 mode desirable

!
interface FastEthernet0/5
1

interface FastEthernet0/6
!

interface FastEthernet0/7
——More——

F e (e 3 ga sl 280l Jlasl SW T JsY) i gud) Jaks 2 gas (Y1 JaaY -
channel- ) 485 Csl ¢ smady agdl s /1, F 0/2 , FO/3, FO/4
Aoy g 3asly el g asly Mie o sleny agd) e Ju 13 protocol pagp
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Switch # show spanning-tree

Switch#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0000.0C4B.15C5
Cost T
Port 27 (Port—-channel 1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (pricrity 32768 sys—-id-ext 1)

Address 0005.5E29.EA8A
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Role Sts Cost Prio.Nbr Type

Root FWD 7 128.27 Shr
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Switch > enable

Switch # show running-config

SW 2

I0S Command Line Interface

spanning—-tree mode pvst

|
interface FastEthernet0/1
rhannel-protocol pagp

channel-group 1 mode desirable
|

linterface FastEthernet0/2
channel-protocol pagp

channel-group 1 mode desirable
|

interface FastEthernet0/3
channel-protocol pagp

channel-group 1 mode desirable
!

interface FastEthernet0/4
channel-protocol pagp

channel-group 1 mode desirable
!

interface FastEthernet0/5

|Switch#

<
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Dynamic Host Configuration Protocol = DHCP
bl Jasiall J oS g g

@
Computer DHCP Server
192.168.1.254

HOST s caul gal Saila 68l JS3 1P caslie a8l S 555 ol 13a aadiy
Yl quia® Ay TCP /P 4S8 e Workstations dee cildasa
Olsie e aladind A Saas Al (1P address conflict) onstie (& bl
e ) (5252 Lae (550 IS O linl) S i 2ie) A0A0 e Slea (0 JSY 1P
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U9 - pidazdgad Jo My ddiaall il gl e ASAD o glie g 558l 4

OIY) DHCP cileadas Jaai o cang ¥ Al il allé ¢(Client-Server)
. System Administrator sUaill J s s Ji (e iy 2Ll mal 5 S8 Care |

e 33 5a sall Cilasleall Gany (f DHCP aolall =d i ol o sliall dis | Ladic
L) & (MAC) Sbodl ol siell DHCP axaien <BOOT 4 WS DNS pala
Alsa ds s BOOTP e alie) DHCP JsS g5 oo IP cnsbe

Crasbind) o gil il S DHCP as s sl cldls -
1-Static Configuration 4y sl cialasy)
2-Dynamic Configuartion 4kl cilalacy)
3-Alternate Configuartion —A4badl cilalacy)
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i Internet Protocol {TCP/IP) Propetties 3 ll 5‘

General

You can get |P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

" Dbtain an IP address automatically

—% Use the following IP address:
IP address: | 192.168. 1 . 86
Subnet mask: | 255.255.255. O
Default gateway: | 192.188. 1 . 254

¢ [btain DNS server address automatically

—{* Use the following DNS server add
Preferred DNS server: I 192 168 . 1 . 254

Alternate DNS server: ]

Advanced... |

Cancel I

Cua 4le g1 45kl 228 1 Dynamic Configuartion 4Ssakisall cialasy)
A JsSsiso Ba b e (Sile gl S cpgliall )50 a8l 4le DHCP
el sl sl adal a5 Ciaaal) (e k) (e daleall 038 G 5S35 DHCP
DHCP Jldeaall 5 yaad calla Jlas )b Cazaal) ¥ sl lass 2 s (o)) sie (il dlee
5l 48 5 68y Ol sl Bac (3 5k e leall oda cladiddle 0 (V) S 8 g8l

Q 192.168.0.22

\ ‘
& -3

192168.0.77/ DHCPewer IP Address Database
@ /
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A yo 2ay (585 Gl A el 028 Alternate Configuartion abadl cilalasy)
S 2 ) O sie Cnadl s Js A& Glalae Y eda  SB Dynamic s Static )
abadl chilae Yo )50 S, 2 ) Ulsic aacbiagid ddle 3 a8 Vg
45, okl A Jea d ASLAN (udiga J8 (e 2 6 Ol st 48 S e S Allternate
APIPA Ala yo & sdayl M Ala yallaly st i sl Alternate ) asy ol Ja
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Alternate Configuartion 2 clilas) guda g 43 5 ) guall

Internet Protocol (TCP/IP) Properties

if this computer is used on more than one netwan, enter the atemate [P
settings below.

{7 Automatic private IP address

{®) User configured

IP address: | 200 .200.200. 5 |
Subriet mask: [ 255 .255 . 255 . 0 |
Defautt gateway: | 200200 . 200 . 10 |
Prefemed DNS server. | 200 .200.200. 1 |

Altemate DMS server: | . . . |

Prefered WINS server: | 200200 .200. 1] |

Altermate WINS server: | . . . |

| ok || Caed |

8ac a5 DHCP J JsS5is 0 e (2 Y Olsie ae g5 oy (Al leaadl -
Dl S o gl Leay 58 o cilead

1- IP Address

2- Subnet Mask

3- IP Default Gateway

4- DNS Server

5- WINS

6- Time

(s (DHCP Lease Stages) ,as IP Olgs lo ciuaal) Jgpas Jal -
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DHCP
Clant
4 _? ' 1. Client sends a DHCPDISCOVER broadcast .

- 2. Server sands a DHCPOFFER unicast
3, Client sends a DHCPREQUEST broadcast .
4. Server sends a DHCPACK unicast

g Janadily il shadll o3 & s o sl 5 llall 448 a3 3 ) goaall 845 sy -
- Obee S ) shadll oda agh andatiiail ATiaY)

1- Client Sends a DHCP Discover Broadcast

2- Server Sends a DHCP Offer Unicast

3- Clinet Sends a DHCP Request Broadcast

4- Server Sends a DHCP ACK Unicast

Ladie Juw ) ataw s )l 238+ Client Sends a DHCP Discover Broadcast
Jusiiall iy gaall ) A0l 0 038 Jeai sl a i | 1P ol sie callay gl sl e sl )
O Al )l eda 8l HSlell Sull Broadcast (e dAdbupll sda (g giad 5 4id
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Lea s asdls Offer A a5 S Qllall Hga S L 5 qllall Jla sl 218 3
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o Ju ) atne Al AL, 38 :Server Sends a DHCP Offer Unicast
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&3 O am Al Jll o3850l ¢ Clinet Sends a DHCP Request Broadcast
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DHCP DORA Aleall 038 s g culhall Aplee gruda sy g7 3 galll 138

DHCP Discover
Src: 0.0.0.0 Dst: 255.255.255.255 DHCP Server
_— X 3 9
UDP: bootpc (68) UDP: bootps (67) IP: 10.0.0.100
DHCP Offer
Dst: 255.255.255.255 Src: 10.0.0.100
- 2 : —
UDP: bootpc (68) UDP: bootps (67)
DHCP Request
Src: 0.0.0.0 Dst: 255.255.255.255
_— : ; EEEE—
UDP: bootpc (68) UDP: bootps (67)
DHCP ACK
Dst: 255.255.255.255 Src: 10.0.0.100
- 3 3 b————
UDP; bootpc (68) UDP: bootps (67)

ad S o ila iy 50 (e Jams s UDP ) JsS 35 3 g Jany DHCP I J S 535 0
. UDP Port 67 3 JsS 535 m Jexy Server DHCP
. UDP Port 68 ' JsS 5350 Jexy DHCP Client
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s34 2335 ; Client Reservation DHCP ) 4axil) 8 s (b cisaal) Jaa
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DHCP Configuration
Router > enable
Router # config t
Router (config) # ip dhcp excuded-address 10.0.0.1 10.0.0.50
ade g 33ana (pglic jan ) Laxie aludly a8 Y 138 Excuded-address
ASLA Gadige 3y ok oo WIASLAN B o sliall 028 a0 ) 58
Router (config) # ip dhcp pool HR At (52 ansdl) 4l
Aia (p glall a5 8
Router (dhcp-config) # network 10.0.0.0 255.0.0.0
Router (dhcp-config) # default-router 10.0.0.100
Router (dhcp-config) # dns-server 10.0.0.99
Router (dhcp-config) # end
Router # show ip dhcp binding
Lex )5 3 Al G slindl (myal 5aY) 138
sl S e DHCP Server Jaes duiiyasii 5 Jlee Guhaiasiin oY) -
Jse b B8l g pulad jenl a0 (e 0 Sagisal Glo Gabli o sl
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Router-DHCP Server
IP Address : 10.0.0.0/8

IP Address Gy ; 10.0.0.100/3

IP Address DNS : 10.0.0,99/8

D AUl ey Jery a gl g0 e A JsAy aslic Y e

DA el g¥) A4Sy o ghin
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0
Router (config-if) # ip address 10.0.0.100 255.0.0.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # ip dhcp pool HR
Router (dhcp-config) # network 10.0.0.1 255.0.0.0

Yeo




Router (dhcp-config) # default-router 10.0.0.100

Router (dhcp-config) # dns-server 10.0.0.99

Router (dhcp-config) # end

Router # copy running-config startup-config

s 5910 JAN e Al B guall A LaS

9 n sl slea e DHCP Server Jldeas Jo=dly Liad 28 ) <0 Glalac Yl ol -
Al ) 8 5ea ) e Lena 358 8 W sliall m e a5 o 3 oY)
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Router # show ip dhcp binding

Router#show ip dhcp binding

IP address Client-ID/
Hardware address
10.0.0.1 0001.Cc774.16D6
Router#

f Routerl

Lease expiration

Type

Automatic

Physical | Config | cL ‘

10S Command Line Interface

Router>enable

Router#config t

Enter configuration commands, one per line.
Router (config) #interface fastethernet 0/0
Router (config-if) #ip address 10.0.0.100 255.0
Router (config-if) #no shutdown

Router (config-if) #

Router (config-if) fexit

Router (config) #ip dhcp pool HR

Router (dhcp-confiqg) #network 10.0.0.1 255.0.0.
Router (dhcp-config) #default-router 10.0.0.100
Router (dhcp-confiqg) #dns-server 10.0.0.99
Router (dhcp-config) #end

Router#

End with CNTL/Z.

.0.0

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

0

|%SYS—5—CONFIG_I: Configured from console by console

|Router#copy running-config startup-config
Destination filename [startup-config]?

Duildins sontiogrrgibian

023 o () sindl 138 $10.0.0.1 sbinll s sdladdanl s [P Ol sie gy siaias) Lay -
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Fie Edit Options View Tools

Router-DHCP Server
IF Address : 10.0.0.0/8

IP Address Gy : 10.0.0,100/8

IP Address DNS @ 10.0.0.99/8

Ga P Olsie a8 Ol Lgale (a8 5 3 0ea Y1 oda e Jsan oY) asin -
: AUl &8 DHCP Server aeaall 8y

& Lﬁﬂ\ DOLEAY) i Ll PC 2 camal) Ggulaldl lgal Jsaall asy aay -
A3 ad) Ll LAY 2y g (DHCP I Jlsal g gl JLsaY) ey Static
Ll gl 5Al gl Jie HAY) leadl) 8L 5¢10.0.0.2 Olsim IP o) sie ans
L sl Slea o Leleadhy Ui 30 llae Y ges DNS ) i
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;‘;ﬂﬂ\ ‘)Ay‘:\_\u&eﬁm DHCP JdJ 4.l )SMUAL@_\MeSgﬂ\ O glaadl

Extensions  Help

IP Configuration
IP Configuration

@ DHCP @ () Static DHCP request successful.

1P Address [10.0.0:2

Subnet Mask |255.D.D.D

Default Gateway |]D.D.D.]DD

DNS Server |10.D.D.99

IPv6 Configuration
. (0 DHCP ©) Auto Config @ Static
IPv6 Address

Link Local Address FEB0::260:5CFF:FE99:E922

IPv6 Gateway

IPv6 DNS Server

4

Time: 25:01:03

Power Cvcle Devices Fast Forward Time
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Router # show ip dhcp binding

Router#show ip dhcp binding

[P address Client-ID/ Lease expiration Type
Hardware address

10.0.0.1 0001.C774.16Db - Automatic
10.0.0.2 0060.5C99.E922 - Automatic
10.0.0.3 0060.70E0.A2DE - Automatic
10.0.0.4 0005.5EA9.42Ce - Automatic
10.0.0.5 0001.C940.2086 - RAutomatic
10.0.0.86 0002.1747.1246 - Automatid
Router#

1gs ¢ A0l e 50 ga gl 33Vl 22 e IP Ol sie e JS) cawaiai) LAY -
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Network : 192.168.1.0/24 Network : 192.168.2.0/24
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MODULES |

Physical Device View

WMP300N

[ Zoom In ][ Original Size ][ Zoom Out
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Physical View
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Logical View

The PT-HOST-NM-1CFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for a wide range of LAN applications, the Fast Ethernet network modules support many
nternetworking features and standards. Single port network modules offer autosensing 10/100BaseTX or 100BaseFX Ethernet. The TX (copper) version supports virtual LAN (VLAN) deployment.
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The PT-HOST-NM-1CFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for 3 of LAN applications, the Fast Ethernet network modules suppos
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IP Configuration
) DHCP Static

IP Address 192.168.1.98

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.100

DMNS Server 192.168.1.99

IPv6E Configuration
) DHCP ) Auto Config Static

IPv6 Address

Link Local Address FE80::20C: CFFF:FE36:A60C
IPv6 Gateway

IPvG DNS Server

, Fast Ethernet 0/1 Sl Asuill @ S e [P ) o) sie caS jivasiin Y1 -
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Software/Services

Physical Config Services Desktop

IP Configuration

Interface FastEthernetl -

IP Configuration
) DHCP Static

IP Address 192.168.2.98

Subnet Mask 255.255.255.0

Default Gateway 192.168.2.100

DNS Server 192.168.2.99

IPv6 Configuration
) DHCP () Auto Config Static

IPv6 Address

Link Local Address FE80::230:A3FF:FEEE:D4C6
IPV6 Gateway

IPv6 DNS Server
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& DHCP Server
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Physical | Caonfig Services
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DHCPv6

—
3

SYSLOG

T

& DHCP Server

EMAIL

i

op | Software/Services

- HTTP

HTTP HTTPS
< @ on © off @ on © off

File M’s':ager

File Name Edit Delete

1 copyrights.html (edit) (delete)

2 cscoptlogol77x.. (delete)

3 helloworld.html (edit) (delete)

4 image.htrml (edit) (delete)

5 indexhtml (edit) (delete)
1 ’ New File ] ’ Import ]

J Jde Jsaa agiin Sleaddl Al w5 Services I e Jgdn a8 -
- aadldl) Glalae Y Jaxa PP Laaal) Jala e 43Ul 3 ) gl <t WS DHCP
e gandl a0da 5 PoOl Name I aul 4US) 4 58in 3 ) guall dJaadi LS -
A s sz 5 SN lsie Gy A a5 [P Gasbiad) L ¢ sShs
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[ Physical | Config | Servicss | Desktop | Software/Services

-
SERVICE o
HTTP po—
DHCP Interface FastEthernetd ~| Service @ @ © Off
DHCPv6
Pool Name T
| TFIP |
DNS Default Gateway 192,168.1.100
SYSLOG DNS Server 192.168.1.99
E Start IP Address : E> 192 168 1 1
NTP ——
Subnet Mask: | > 255 255 255 O
EMAIL
FTP Maximum number of Users : 255
TFTP Server: 0.0.0.0
Add ] [ Save ] [ Remove
Pool Name Default Gateway DNS Server Start IP Address Subnet Mask Max User TFTP Server
m 192.168.1.100 192.168.1.99 19216811 255.255.255.0 255 0.00.0
serverPool 0.0.00 0000 19216810 255.255.255.0 255 0000
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Start J1asadll Jaky lea ) 55 (A el (3 Ol sindl US s 0220 s DNS
Alee Liad) 38 ) S5 JSAL 13g2 SubnetMask ) 4l U 5 [P Address
CAdd 3aY) e a5 asl g5 ghad Lal Lam 5 clalae Yl

O ey 5 Lellaas DHCP 1 dasi 068 ¢S Alalloda i ; Jas pgadliadla o
ON ' Off (1o (e Leliadihy o 580

OV AU SN e Lo s calalac W) oda ey 4d jre e (5S0 Glcangs @
...... L 5 ) geall il o) giall Caling e

s oY1 5 5l e DHCP Jdead Jasdly B Cilalac ) sy Badi L -
A 5 NGV ASAN d Cpiiaall JSI A S5y (g slindl dadd 2 a5y 8yl

& DHCP Server = 2
[ Physical | Config | Services Desktop | Software/Services
o -
SERVICE .
HITP. |
DHCP k Interface FastEthernet1 ~| Service @ On O off
DHCPv6
Pool Name HR
_ TFIP
DNS Default Gateway 192.168.2.100
SYSLOG DNS Server 192.168.2.99
E Start IP Address : 192 168 2 1
NP
Subnet Mask: 255 255 255 O
EMAIL
FTP Maximum number of Users : 255
TFTP Server: 0.0.0.0
Add ] [ Save ] [ Remove
Pool Name Default Gateway DNS Server Start IP Address Subnet Mask Max User TFTP Server
HR 1921682100 192.168.2.99 19216821 255.255.255.0 255 0000
rrrrrr Paol 0000 0000 19216820 255.255.255.0 512 0000
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FPhysical Config Desktop Software/Services

IP Configuration
IP Configuration

@ DHCP () Static

IP Address | 192.168.1.1

Subnet Mask | 255.255.255.0

Default Gateway |D.D.D.D

DNS Server |192.168.1.99

IPv6 Configuration
() DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FES0::230:A3FF:FE22:B8BAS

IPvE Gateway

IPvE DNS Server

OS85 SN 13 DHCP Maead 8w (e 1P Ol sie oo U] 43) Jaa Y
T e gt a8 Cilalac Y e
LU AN B3 5a 5e Laptop 1 emall gmla Jlea o Jsaa o giin ()
Y IP o) se L_:.;.uejd.%.lstu)

(@ Laptopt =@ x ]

Physical Config Desktop Software/Services

IP Configuration
IP Configuration

@ DHCP 7 Static

IP Address | 192.168.2.1

Subnet Mask 255.255.255.0

Default Gateway 0.0.0.0

DNS Server 192.168.1.99

m

IPv6 Configuration I
() DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FES0::2E0:F7FF:FEG0: 7981

IPvE Gateway

IPvE DNS Server
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Network Address Translation
(NAT)

Network Address Translation

192.168.1.0/24

S 172.16.1.1/30

,R'I Fal/0 Fa1/0 [
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ngeree
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192.168.2.0/24

ASLAl Jals (Ao sall Sl Slea o almsiah JoS 555 0 0o 3ke 2 0 NAT
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: NAT ) JsSsigm gl

1- Static — NAT One To One 9l Cilalacy)
2- Dynamic — NAT Group To Group (Sl Sihalas )
3- PAT —NAT One To Group alad) cilalas Yl
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O smala Dl 3 | Leaie Jie (550 JSdyalemy o siip 50l 14 2 Static — NAT
Jlex & anai Private IP J glsie Jlaal aiiv i i) 483 4 dualy ¢
S0 Slea e Jsamagis 5 Public 1P ) ol sie slasls Loy st 5 5350 )
a5 o) sie AN & Slea S () sSm 43) inas ¢ Static — NAT J clalae ) dae
Aus e die z a0 Public 1P Ly o sS ,aY sl e 5 Private IP

A 5 geall 8 LS i iY)
NAT
e5 o
-_( Brivate 2 . Public
[T e“’"ork LR Network g RN
10000724 123 0.0.0/24 2000.0.0/24
Ucast [ srolP 10.0.015 | DstlP 200.0.0.10 [ SroL4 1284] Dstl480 |[ > / |SrclP 2000.15 [ DstiP 200.00.10 [ Srcl4 1234] Dstie 80 |[ >

! Translated Non-translated fields

Mcast rolP 1000.15 | DstiP 230.0.0.1 [sroL4 1234] Dstia0 ][> / [50P 20,0015 | DsilP 239001 | SroLé 1234] DstLa 80 || >
/

i
/
!

interface Ethernet$
ip nat source static 10.0.0.15 20.0.0.15

A5 s Private Network 4slals 3% il Wal as g9 43) 3 ) peall Aaay -
lersa sty yis)) lea caaiiall i aa s s Public Network dsle i daa jla
a5y AR IAN A0l b as) Ba V) A HAd) Al Gy sliad) (g Le Jy sl
Dest AUl o) siall Calll s Sye 10.0.0.15 o) sie 8L cpula Slea
st 200.0.0.10 I A0l Cayas Y Alalall 4050 Allall o34 8 200.0.0.10
o el a1 ASEl o Jlub il i Slea ) ostiall Jla )
Ol siallaly ad 5 03al 35l 0 o s 535 U AN J g ie (ST las oaplall
050 b Ua Allslloda 8 5 ¢ 123.0.0.0/24 sa 5 < ymV 8 Juaial) 30
AN (e As Al ASEN (glie 3aat o gl A 4 s NAT I JsSsi50
5, oY) s Al o3z A5 0l gie 4 (e s a AT 2SS U A
10.0.0.15 3 oyl siall Tomy) Al 1 Jl ) st 350 33 20 g A, J a5 ic
Iy glianll Janm o )yl () g G815 o IS el (a4 ylall 03¢y
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Jea IS4l g il 13 e Static — NAT d g il paide JC50 sidanndaglea -
= 132 Public IP 4bas e 5« Private IP o) sie 3aL 408l 8 Gguls
s las daKa dlaall 038 5 4 el Public IP o) sie glisy Slea JS 4
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s o Po0l sl 033 dazs asty NAT Il e g 53l 13 : Dynamic — NAT
ol Cus daaall S5 Kﬁwaﬁuﬂu\é&d\ Public IP A &aladl 7 sLiall
Cj)aj\ SELD Ladic 4,35;\&3\ M\ JAla L;A‘;ﬁ\ k_U.m\AJ\ oﬁi@ww\m\
G s Adle (lsie (m SS1 e s i 4l g ol 138 5 S 5 Y1 ASu3
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Private Network

192.168.0.1
HQH—

192.168.0.2 - ‘

et S

E 192.168.0.2
l T

203.31.218.210
203.31.218.211
203.31.218.212
203.31.218.213

Pool of available public IP Addresses

Dynamic MAT allows the dynamic mapping of public IP Addresses to each internal
host. The mapping 15 random and will remain for as long as the session lasts.

@52k 5 P00l 5l 0% e g simg sl Slea s pall (e s LS Y -
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ade ddiaadl s g dlaallBladl B ale JSG ardiuall ga g sl 1aa (PAT — NAT
laa e aae jig sed S il ol s sall A8 ol Jjiall K0S Jie S0 3
salydale Glsie Gaaiy a8 4l g5l 1 5 )88 5 Public 1P Aeladl o sliall e
P (e i Y1 ASLE 6 JLaiVl o 58 G LAl A58 8 8 5eaY) ven Jans
b LS Al Jaly 852 ea sall 3 3¢aY) dae (e kil sy aal ) ol siall 12

& 5l 13 e 5 AU 5 ) gl

Inside Cutside
(local netwark- private) {the Intermet- public)

PAT

» :
~ Inside Global
IP10.10.10.1 /24 " w

s

LE B B X W N % B N N NN
Inside Local s

Outzide Glopal  Outside Local

IF G2.62.62.1 20

Ciscoll Router
Wieh sener

10.10.10.1:80=63.63.63.1:8000
10.10.10.2:80=63.63.63.1:8001
IP 40.10.10.3 i2g 101010.3:80=R3.63.63.1:8002

Jepeinladay s AR ASE gdua JA A0S LSS a5 433 ) geall ALY -
S8 ax 533 ) gealloda A& KLy« NAT — PAT I J oS 585 pndile Jria 5yl )l
e ge kil (e K1y« NAT J Jsas J3y (3 aglilal &3 dule o) sie (1
Oeddinall (pa € axe aany () aekiivg 43 4 NAT — PAT ) 5S4 ) Ll
caalydale Ol sie JOA (e o YN ASLS (B () shaaly agleay 5 AS0AN Jala &

Jarsi &y 5 NAT ) JsS 55 m Jaad 4d jaall A8 - A il A,8l e Jle -
W Alanll o sy gl 3l 8 Lal o g gl a3 gl e NAT ) JsS 55 5
e 5 A0 o3 48 Jasd
oo ke s i sl Sles anl o Jiall ey sl aasall (lalai fcny @
Jazy 43) alell ae clal i BV Jua g ddnha g0 o 58y 5 5 LAY) o sats a5 a3 9
il g Aaall 35 e 8 B35 sall il )l 8 Jlai¥l RIP ) Jie JsS 55
Cun NAT — PAT 3 JsS 53 5 3 dandi aty L) a3) Jos o a5 ¢ dae il
ASa 8 ) 5 ea 1 Cnsbie an it sy o35l Jal (3 g e 5
Jsaall 13a b 0 stial) iy 252 sls Slen n SS) 23 53 el o e
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sty Jad aa g Aale o) gie Uiy 5 3 o 585 Aaddll 35 30 AS i (V) a2 sall 83 5a sl
AE ez Al Jasadl s el mues kaiid ADA e 5 pagall o 4uS
A8l ma gy Jsas 4 elay U3 ) pall A LS e JSG i i

192.168.1.10:40410 | 44.45.52.54 65005
192.168.1.11:40410 | 44.45.52.54 65012
192.168.1.12:40410 |44.45.52.54 65105
192.168.1.13:40410 | 44.45.52.54 65025

Modem/Router

OV i Y1 A Jeale ad g0 22 g 5 asula B gl Bac aa g 43 LA LS -
A8 A daaie ) 336 Y) (pslic aues dinais s Joda 335 a3 5all JAI
@Al s g alall () slall aa g Csula Slea (8 pala Ol e S e 5 Y
zooal b A AT Slea o Aladl oda 8 i V) ASuE 8 5 e Y] Jaa s
Celadl sl B pda e Aa s A Al o YN ASWS e
NAT Names
NAT ) JsSsi 98 o Crgbindl slawd

1- Global Address = Public Address 4alall ¢y glial)
2- Local Address = Private Address 4aldll ¢y gliall
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Inside

Internet ‘
. ’ 5_/'/
£e i
= I
~ / ————————————
r _ Jooosr _ _ _ ! NAT Table
Inside Local Inside Global
IPv4 Address IPv4 Address
10.0.0.1 171.69.58.80
10.0.0.2 171.69.58.81

Outside

Al dga (e 5 Inside ) s Aplalall AN dga (a3 suall 8 daadl LS
AR ASEN (e 0 Jlas ) s Al AL Hll 43) e ¢ Qutside (oend A HA)
C e Y dlae B edgaay a6l O Cang (p slinll 038 5 Sl 5 ansW) gy (sl

NAT I JdsSgign <l

m

L~

Static NAT Configuration

Router > enable

Router # config t

Router (config) # ip nat inside source static 192.168.1.9 52.53.54.55
Public IP 2l 1P AV ol sie 58 55391 osh A [P A ) sie
Dynamic NAT Configuration

Router > enable

Router # config t

Y




4

Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255

Router (config) # ip nat pool IT 52.53.54.1 52.53.54.40 netmask
255.255.255.0

A8l (pe adA) a3 38 AN Aladl (g gLiall 0 385 4 683 9 POO] I () H3all oL & g8 Lia
Ol (A ariagra g8 g ) sinll ae 23Al netmask ) alall xa 5 ISP dwaddl a5 3
. Pool

Router (config) # ip nat inside source list 1 pool IT

PAT NAT Configuration
Router > enable
Router # config t
Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask
255.255.255.0

Router (config) # ip nat inside source list 1 pool IT overload

A JsS 5i gy Gty o s 5 K0S B (e (58 B piam A0 sl sl OY) -
ASal clae ) e Gyt o i el of Jd S Asasll e NAT - PAT

o e Al Alalall ASa)) 220192.168.1.0/24 O si A5V A e
| A A 3 3 g sall 3l

e SIS G Lo day i 1 ASEN 038 192.168.50.0/24 o)) i 45l 4S50 @
SN G e RIPV2 AV JsS 555 50 Jiadily o g8 g (el agaiany

S 5 Aol e (s giad Al A oda 192.168.2.0/24 O sim AN 2050 @
CNAT 85550 I (e 40 Joatiny

Of oy s o Tas Tas gl llaaDlal (oany (o yad ol oy Jaall B sl (o Jd - -
1l 08 Jeall 8 JSLaall il o slaall 038 8 Sl (S0 3 jaa e ()5S0
glisin S 36 prall 5 ALl Ay, psi O o A sy 3y g dyl A
OV i elld e Qi g JS5 Janil Ly o s s e ) 5 cilalae Y1 o3
138 Jamdiy o o8 5 I rling 13le (815 alialy o s NAT A IS 550 Jamdli 2 50
Juai¥) il &l 550 51 (s Le Juad) 2 53y o Taa il (g ¢ J oS 5555l
el a8 IS 55 m Jandl a8 () omg sl oda 3 5 AY) cilSual)

AR




bl NAT I J S 555 50 S8y (138 axy g Gl Lpiany 4 JuaTi il i 1)l

192,168.2.0/24

950-24
Switch1

e g ol JlG ale Jeal)

O e Tl 5 JuaiV) leny oty ¥ NAT I JoSsis0 ¢ 12 Taa age Adiadla
IS 539 arad <l 536051 e Jleah aa gy o sy 48) s LB gl i) )
JsSsis 5 NAT I S sism o le blas ¥ of iy 5 ¢ rmaa JS50 NAT )
. RIP I Jie aua 5
kel Gl 23 e Slea 2 s 43 anhall e Agleal) shad) e QUi ;8380 L shes
NAT I JsSsis 0 5458 JsSsisnasle aa g a0 gall 138 ¢ i iVl 8 Jlaiy!
A Saob e Grsbiad) (e sl et 5 deadldl (55 3 A8l Juai¥) pidanal
. NAT
Al gy a gl oA AU 73 gadll 128

DA clalae Y Jersasii 5 R2 JsY) 000 e J s agiin oY) -
I JsSsis 0 deadi 5 ML o Gpglinll aS 5 5 S35l Al Jondly o 58 @

. RIPv2
el 23 inside , outside  JSGs Jezaw (31 Aiall £ g3 aaat Caay ; Adaadla @

L JS Jaall g agin L

2 AUl el ¥ Ay o glia
Router > enable
Router # config t
Router (config) # interface fastethernet 0/0

vy




| Router (config-if) # ip address 192.168.50.1 255.255.255.0

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastethernet 0/1

Router (config-if) # ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # router rip

Router (config-router) # version 2

Router (config-router) # network 192.168.50.0

Router (config-router) # network 192.168.1.0

Router (config) # ip route 0.0.0.0 0.0.0.0 192.168.50.2
Router (config) # interface fastethernet 0/1

Router (config-if) # ip nat inside

Router (config-if) # exit

Router (config) # interface fastethernet 0/0

Router (config-if) # ip nat outside

Router (config) # access-list 1 permit 192.168.2.0 0.0.0.255

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask
255.255.255.0

Router (config) # ip nat inside source list 1 pool IT overload
Router (config) # end
Router # copy running-config startup-config

Jazs asiis V) s NAT-PAT 5 RIPV2 I JsS 55 Jamdii 25 Cilalac Yl o2 -
NAT-PAT I JsS 55550 da 5 Gl Lpntany aa Al il o 530 sl
o s p 5 RIPV2 3 JsSsis l Sl Jary agiine ¢ ¥ 5l panca IS5 Jany

vy




IS 550 OLEA) Jany p i oday 5 Y 5l Ganall Leany ae abiatia il il )
. NAT-PAT
R2 sl A Juai™ Ping e AL psiu s R1 yishy Je i astiv o

Router>enable
Router#ping 192.168.50.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Router#
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Router # show ip route Sl e A i

Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX — EIGRP external, O — OSPF, IA - QOSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-I8, L1 — IS-IS level-1l, L2 — IS-IS level-2, ia — IS-1IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 192.168.50.2 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, FastEthernet0/1

R 192.168.2.0/24 [120/1] wvia 192.168.50.2, 00:00:05, FastEthernet0/0
C 192.168.50.0/24 is directly connected, FastEthernet0/0

S* 0.0.0.0/0 [1/0] via 192.168.50.2
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& Routerl =
[ Physical | config | cLr |

10S Command Line Interface

Router#debug ip nat

IP NAT debugging is on <:
Router#

NAT*: s5=192.168.1.1->65.65.60.1, d=224.0.0.9 [1982]

NAT*:|s:192.168.1.1—>65.65.60.1, d=224.0.0.9 [1984ﬂ

NAT*: s=192.168.1.1->65.65.60.1, d=224.0.0.9 [198¢]

NAT™*: |S:192.l68.l.17>65.65.60.1, d=224.0.0.9 [1988]'

NAT*: s5=192.168.1.1->65.65.60.1, d=224.0.0.9 [1990]

NAT*: s=192.168.1.1->65.65.60.1, d=224.0.0.9 [1992]

NAT*: |s=192.168.1.1->65.65.60.1, d=224.0.0.9 [1994]

NAT*: s5=192.168.1.1->65.65.60.1, d=224.0.0.9 [199¢]
NAT*: s5=192.168.1.1->65.65.60.1, d=224.0.0.9 [1998]

NAT*: s=192.168.1.1->65.65.60.1, d=224.0.0.9 [2000]

NAT*: s5=192.168.1.1->65.65.60.1, d=224.0.0.9 [20021 z
Copy.

Router#
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2Z2 - OSPF external type 2, E - EGP
i - I8-IS8, L1 - IS-IS level-1, LZ — IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P — periodic downloaded static route
Gateway of last resort is 192.168.50.1 to network 0.0.0.0
R 192.168.1.0/24 [120/1] wvia 192.168.50.1, 00:00:24, FastEthernet0/0
C 192.168.2.0/24 is directly connected, FastEthernet0/1
C 192.168.50.0/24 is directly connected, FastEthernet0/0
Skl 0.0.0.0/0 [1/0] via 192.168L50.1
Router#
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First Hop Redundancy Protocols = FHRP

FHRP

OS5 ASLal 80 g ga ual ) ) ab 5 i) oLl 43 S8 S 555 5l 18 FHRP

5 ASLAl (82 e (55 oA Al il N i g 5 daadl 28 (5805 (A e 2

da A deadl ge A0l (i g aae apla s g il N (AL Jie [P Ol sie e s sing
3w sl 550138 s AN e 53 g sall il and ) Jmd ol g Ul o
Aall b yig) )l 3 jead aal a8 Jias sf Jlasd aadas) jels o () 53 (e Jaall
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192.168.1.0/24

192, 168.50.0/24
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Virtual
192.8.2.3

R1 R2
192.8.2.1 192.8.2.2

J.B'
:__________J

Client
IP: 192.8.2.5
Default Gateway: 192.8.2.3

D FHRP I J5S 55 0 (3L i Jaad il Y S 355 g0 -
FHIRP'S
HSRP | VRRP
GL3P

1- Hot Standby Router Protocol (HSRP)
2- Virtual Router Redundancy Protocol (VRRP)
3- Gateway Load Balancing Protocol (GLBP)
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HSRP version 1 e
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HSRP Configuration

Router > enable

Router # config t

Router (config) # interface fastethernet 0/1

Router (config-if) # standby 1 priority 90

Router (config-if) # standby 1 ip 10.0.0.0 Virtual IP
Router (config-if) # standby 1 preempt Group
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Router > enable

Router # config t
Router (config) # interface fastEthernet 0/0

PC1

192.168.1.1/24 HSRP 192.168.2.1/24

’960-24T
Switch1

Switch2

192.168.1.2/24 192.168.2.3/24

S

f0/0 iL pCa

Router (config-if) # ip address 192.168.1.3 255.255.255.0

Yv.




| Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastEthernet 0/1
Router (config-if) # ip address 192.168.2.2 255.255.255.0
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # interface fastEthernet 0/0
Router (config-if) # standby 1ip 192.168.1.1 Virtual IP
Router (config-if) # standby priority 90
Router (config-if) # standby 1 preempt Group
Router (config-if) # exit
Router (config) # interface fastEthernet 0/1
Router (config-if) # standby 1 ip 192.168.2.1 Virtual IP
Router (config-if) # standby priority 90
Router (config-if) # standby 1 preempt Group
Router (config-if) # end

Router # copy running-config startup-config

CR2 S sl e Jeamagiin (Y1 R JoY) 500 Gilalae ) oda -
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Router > enable
Router # config t
Router (config) # interface fastEthernet 0/0
Router (config-if) # ip address 192.168.1.2 255.255.255.0

Router (config-if) # no shutdown

vy
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Router (config-if) # exit

Router (config) # interface fastEthernet 0/1
Router (config-if) # ip address 192.168.2.3 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # interface fastEthernet 0/0
Router (config-if) # standby 1 ip 192.168.1.1
Router (config-if) # standby priority 90
Router (config-if) # standby 1 preempt
Router (config-if) # exit

Router (config) # interface fastEthernet 0/1
Router (config-if) # standby 1ip 192.168.2.1
Router (config-if) # standby priority 90
Router (config-if) # standby 1 preempt
Router (config-if) # end

Router # copy running-config startup-config
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Router # show standby brief

Routerf#show standby brief

Interface Grp Pri P State Active
Fa0/0 1 100 P Active local
Fa0/1 1 100 P Active local
Router#

Router # show standby

P indicates configured to preempt.
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Standby
192.168.1.2
192.168.2.3

Virtual IP
192.168.1.1
192.168.2.1
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QRouterl = PY
| Physical | Config | CLI |
10S Command Line Interface
Router#show standby i
FastEthernet0/0 - |Group 1 (version 2) |
State is Active
4 state changes, last state change 00:18:11
[Virtual IP address is 192.168.1.1]
Active virtual MAC address is 0000.0C9F.FO0O01
Local virtual MAC address is 0000.0C9F.F001 (vZ2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.829 secs
Preemption enabled
Active router is local
Standby router is 192.168.1.2]
Priority 100 (default 100)
Group name is hsrp-Fa0/0-1 (default)
FastEthernet0/1 - Group 1 (version 2)
State is Active
5 state changes, last state change 02:05:55
Virtual IP address is 192.166.2.1
Active virtual MAC address is 0000.0C9F.FO0O01
Local virtual MAC address is 0000.0C9F.F001 (vZ2 default) il
Hello time 3 sec, hold time 10 sec |
Next hello sent in 0.115 secs i
Preemption enabled B
Active router is local '
o
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Q Cisco Packet Tracer Student | = = |

File Edit Options View Tools Extensions Help

A= "2HENA 00 0.

@ pc1
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Physical Config Desktop | Software/Services

IP Configuration
1P Configuration

(©) DHCP @ Static

IP Address

192.168.1.4

Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1 (
DNS Server

o

i IPv6 Configuration
= l 192.168.1.1/24 HSRP ©) DHCP ) Auto Config @ Static

IPv6 Address

960-24T
Switch1

Link Local Address

FES0::2D0:FFFF:FED2:4876

IPv6 Gateway

IPv6 DNS Server

a \

Time: 02:47:55 | Power Cycle Devices Fast Forward Time
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Active = Master, Standby = Backup
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192.168.10.1

GRUPQO HSRFP | VRRP

192.168.10.2

Router > enable

Router # config t

Router (config-if) # vrrp 1 preempt

Yvyo

o
D.Gw: 192.168.10.3

OSPF and EIGRP using IP Protocol )<Y sSgign aa Jary -
4 gald Ly e g gyt dla o g giny -

Virtual Mac Address = 00-00-5E-00-01-XX
224.0.0.18 olsi = Hello Packet quas all Al Ju py -

VRRP A1 Js8 68 g <lalas)
VRRP Configuration

Router (config) # interface fastethernet 0/1
Router (config-if) # vrrp 1 priority 90
Router (config-if) # vrrp dby ip 11.1.1.1
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. Multicast ip 224.0.0.102 O\sad) Ao qua il Aluy Juu) Ao Jory o
. UDP Port 3222 31 JsSsign pidiews o
.Mac Address 0007.B400.XXYY e

AVG
AVF AVF
Ciscozine_1 Ciscozing_2
Yirtual IP Wirtual IP
1721811 \I’ \|, 172.16.1.1
Virtual MAG g — L A virtuzl MAC
0007 b400.0101 [ 1\ = 4 1\ 0007, b400.0102
'] Fas0i1 Fasi1 | &
{ [}
PC_Client 1 PC_Client 2
Dafault Gateway: 172.16.1.1 Default Gateway: 172.16.1.1
Gateway MAC: 0007 _b400.0101 Gateway MAC: 0007.b400.0102

GLBP 1 Jssgign i)
GLBP Configuration

Router > enable

Router # config t

Router (config) # interface fastethernet 0/0
Router (config-if) # glop 1 priority 100
Router (config-if) # glbp ip 12.1.1.1

Router (config-if) # glbp 1 preempt
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Network Time Protocol (NTP)
Al (B gl hasda J 98 559 0
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NTP Configuration

Router > enable

Router # config t

Router (config) # ntp server 192.168.1.100

Router (config) # ntp authentication-key 1 md5 cisco

Router (config) # ntp update-calendar
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Wide Area Networks (WAN)
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Flag Address Control Data FCS Flag

» Supports only single-protocol environments.
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Point to Point Protocol (PPP)
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Serial 1/0

Encapsulation PPP
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Feature HDLC | PPP
Error detection Yes Yes
Error recovery No Yes
Standard Protocol Type field No Yes
Default on 10S Serial links Yes No
Supports synchronous and as No Yes
asynchronous links
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PPP Authentication Methods
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PPP Authentication Protocols

PAP 2-way handshake
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CHAP 3-way handshake
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Challenge Handshake Authentication Protocol (CHAP) -Y
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Central-site router

Central-site Router

PPP Authentication Protocols

PAP
2-Way Handshake

Username: R1

Password: cisco123
>

Accept/Reject

-

CHAP
3-Way Handshake

Challenge

Username: R1

Password: cisco123
>

Accept/Reject
-€
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Remote Router

Remote Router
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Leased Line Configuration
Al hil) Gl

Router > enable

Router # config t

Router (config) # hostname R1

Router (config) # interface Serial 1/0

Router (config-if) # ip address 223.255.255.254 255.255.255.0
Router (config-if) # encapsulation ppp

Router (config-if) # ppp authentication chap or pap

Router (config-if) # exit

Router (config) # username R2 Password ciscol23
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Ro ri Roufer2
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PC-PT PC-PT
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Router > enable

Router # config t
Router (config) # hostname R1
Router (config) # interface Serial 0/3/0
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Router (config-if) # ip address 223.255.255.253 255.255.255.0
Router (config-if) # encapsulation ppp
Router (config-if) # ppp authentication chap
Router (config-if) # exit
Router (config) # username R2 Password ciscol23
R1 JsY) sl Jal (e 4l 3 ) saall 3 1S

# Routerl

=@ =

| Physical | Config | CLI |

105 Command Line Interface

PFress RETURN LO gel shdried!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl (config)#interface s0/3/0

Rl (config-if)#ip address 223.255.255.253 255.255.255.0

Rl (config-if) #no shutdow

$LINK-5-CHANGED: Interface Serial0/3/0, changed state to down
Rl (config-if)#

R1 (config-if)#encapsulation ppp

R1 (config-if) #ppp authentication chap
Rl (config-if)#exit

R1 (config) #username R2 Password CiSCOl23|

Rl (config) #

$LINK-5-CHANGED: Interface Serial0/3/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed state to up

Rl (config)#

Copy

S Al 5 saall 3L lalac Y dain pal g8 g Tan agall ) iV -

R1 # copy running-config startup-config

Rl#jcopy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#|
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Router > enable

Router # config t

Router (config) # hostname R2

Router (config) # interface Serial 0/3/0

Router (config-if) # ip address 223.255.255.254 255.255.255.0
Router (config-if) # encapsulation ppp

Router (config-if) # ppp authentication chap

Router (config-if) # exit

Router (config) # username R1 Password ciscol23

fRoulerZ = PY |
Physical | Config | CU

105 Command Line Interface
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Press RETURN to get started!

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#hostname R2

R2 (config)#interface s0/3/0

R2 (config-if)#ip address 223.255.255.254 255.255.255.0

R2 (config-if)#no shutdown

R2 (config-if)#
$LINK-5-CHANGED: Interface Serial(/3/0, changed state to up

R2 (config-if)#ppp authentication chap
R2 (config-if)#exit
R2 (config) #username Rl password ciscol23
R2 (config) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed state to up

R2 (config-if)#encapsulation ppp L

co
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R2 # copy running-config startup-config
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IP Address Private Network f0/0 192.168.1.1/24
IP Address Serial 0/0/0.103 172.20.3.1
IP Address Serial 0/0/0.102 172.20.1.1
Serial 0/0/0.103
Serial 0/0/0.102
DLCI 102
DLCI 103
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(R2)
IP Address Private Network f0/0 192.168.3.1/24
IP Address Serial 0/0/0.201 172.20.1.1
IP Address Serial 0/0/0.203 172.20.2.1
Serial 0/0/0.201
Serial 0/0/0.203
DLCI 201
DLCI 203
O 13g ¢ oS Gl 590 00 clalas ) -
(R3)
IP Address Private Network f0/0 192.168.2.1/24
IP Address Serial 0/0/0.301172.20.1.1
IP Address Serial 0/0/0.302 172.20.2.1
Serial 0/0/0. 301
Serial 0/0/0. 302
DLCI 301
DLCI 302
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Router > enable

Router # config t

Router (config) # hostname R1

R1 (config) # interface serial 0/0/0

R1 (config-if) # encapsulation frame-relay

R1 (config-if) # interface serial 0/0/0.102 point-to-point
R1 (config-subif) # frame-relay interface-dici 102

R1 (config-subif) # ip address 172.20.1.1 255.255.255.252
R1 (config-subif) # interface serial 0/0/0.103 point-to-point
R1 (config-subif) # frame-relay interface-dici 103

R1 (config-subif) # ip address 172.20.3.2 255.255.255.252
R1 (config-subif) # interface serial 0/0/0

R1 (config-if) # no shutdown

R1 (config-if) # exit

R1 (config) # interface fastethernet 0/0

R1 (config-if) # ip address 192.168.1.1 255.255.255.0

R1 (config-if) # no shutdown

R1 (config-if) # exit

R1 (config) # router rip

R1 (config-router) # version 2

R1 (config-router) # network 192.168.1.0

R1 (config-router) # network 172.20.1.1

R1 (config-router) # network 172.20.3.2

R1 (config-router) # end

R1 # copy running-config startup-config
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R2
Router > enable
Router # config t
Router (config) # hostname R2
R2 (config) # interface serial 0/0/0
R2 (config-if) # encapsulation frame-relay
R2 (config-if) # interface serial 0/0/0.201 point-to-point
R2 (config-subif) # frame-relay interface-dici 201
R2 (config-subif) # ip address 172.20.1.1 255.255.255.252
R2 (config-subif) # interface serial 0/0/0.203 point-to-point
R2 (config-subif) # frame-relay interface-dici 203
R2 (config-subif) # ip address 172.20.2.2 255.255.255.252
R2 (config-subif) # interface serial 0/0/0
R2 (config-if) # no shutdown
R2 (config-if) # exit
R2 (config) # interface fastethernet 0/0
R2 (config-if) # ip address 192.168.3.1 255.255.255.0
R2 (config-if) # no shutdown
R2 (config-if) # exit
R2 (config) # router rip
R2 (config-router) # version 2
R2 (config-router) # network 192.168.3.0
R2 (config-router) # network 172.20.1.1
R2 (config-router) # network 172.20.2.2
R2 (config-router) # end
R2 # copy running-config startup-config
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R3
Router > enable
Router # config t
Router (config) # hostname R3
R3 (config) # interface serial 0/0/0
R3 (config-if) # encapsulation frame-relay
R3 (config-if) # interface serial 0/0/0.301 point-to-point
R3 (config-subif) # frame-relay interface-dici 301
R3 (config-subif) # ip address 172.20.3.1 255.255.255.252
R3 (config-subif) # interface serial 0/0/0.302 point-to-point
R3 (config-subif) # frame-relay interface-dici 302
R3 (config-subif) # ip address 172.20.2.2 255.255.255.252
R3 (config-subif) # interface serial 0/0/0
R3 (config-if) # no shutdown
R3 (config-if) # exit
R3 (config) # interface fastethernet 0/0
R3 (config-if) # ip address 192.168.2.1 255.255.255.0
R3 (config-if) # no shutdown
R3 (config-if) # exit
R3 (config) # router rip
R3 (config-router) # version 2
R3 (config-router) # network 192.168.2.0
R3 (config-router) # network 172.20.3.1
R3 (config-router) # network 172.20.2.2
R3 (config-router) # end
R3 # copy running-config startup-config

&y




e Ao Jsaally a st <l i)l paaad clalac Y paas Jars Liad (g am Y1 -

& deati o)) il @M e Aaldll cilalae Yl Jany 258 Frame Relay
el Lgany

;L) kil Gl o Frame Relay 13 s

& Cloudl . % |
Physical ‘ Config |
MODULES| " Physw'cal. Pevfce View
[ Zoom In ][ Original Size H Zoom Out
LOUD-NM-
LOUD-NM

I
o 220 (R

L

Customize 3 Customize
Icon in w Icon in
— Fhysical View Logical View

-

The PT-CLOUD-NM-1AM card features dual RJ-11 connectors, which are used for basic telephone service connections. The WIC-1AM uses one port for connection to a standard telephone line, and the
other port can be connected to a basic analog telephone for use when the modem is idle.
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ACL Configuration
ACL ) @)

Standard / Extended ACL Configuration

A
=

Standard

Router > enable

Router # config t

Router (config) # access-list 1 deny host 172.16.10.5
Router (config) # access-list 1 permit any

Router (config) # interface fastetherent 0/0
Router (config-if) # ip access-group 1 out

Router (config-if) # exit

Standard Name ACL

Router > enable

Router # config t

Router (config) # ip access-liststandard internet
Router (config-std-nacl) # deny host 172.16.10.5
Router (config-std-nacl) # permit any

Router (config) # exit

Router (config) # interface fastethernet 0/0
Router (config-if) # ip access-group internet out

Router (config-if) # exit
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Extended

Router > enable

Router # config t

Router (config) # access-list 10 deny host 172.16.10.5 host
192.168.1.1 eq http

Router (config) # access-list 10 permit ip any any
Router (config) # interface fastetherent 0/0

Router (config-if) # ip access-group 10 in

Router (config-if) # exit

Extended Name ACL

Router > enable

Router # config t

Router (config) # ip access-listextended http

Router (config-std-nacl) # deny tcp host 172.16.10.5 host
192.168.1.1 eq http

Router (config-std-nacl) # permit ip any any

Router (config) # exit

Router (config) # interface fastethernet 0/0

Router (config-if) # ip access-group 100 in

Router (config-if) # exit
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192.168.1.0/24
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Router > enable
Router # config t

Router (config) # access-list 101 deny ip host 10.0.0.2
192.168.1.2 0.0.0.255

Router (config) # access-list 101 permit ip any any
Router (config) # interface fastEthernet 0/1
Router (config) # ip access-group 101 in

Router (config) # exit

Router # copy running-config startup-config
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Switch (config) # interface fastetherent 0/1
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Switch (config) # interface fastetherent 0/1-10
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Switch (config-if-range) # switchport mode trunk
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Switch (config-if-range) # switchport mode access

Switch (config-if-range) # switchport nonegotiate
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Switch (config) # interface fastethernet0/10
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Switch (config-if) # switchport port-security violation ?
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OV sl gl ) o daalia yie Jlgad) 5 (Al ) S5 o) sandl Jaa o (a5

2 (edm s a8l Pool ) e

ACL - Access List 3! Jsla 5 Jstéa
Router # show access-lists / Router # show ip access-lists

Router # show ip interface
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Ll 48 yma o A8 Gudige 0 6% O angy (AU el Y1 aal (e A8 al 5Y)
IS s il 5 e Y14y 5 ACL JIAla Gia e gabrinad

Auil) B N g8 gl JSLia CiliSind Lles

« NAT ) JsSsigm culalas g eUad) Ciliivd jalgl -
Router # show running-config
Router # show ip nat translations
: Static Routing s 4 g3l clalae) sUad) ClSEin) jalgl -
Router # show ip route
Router # show ipv6 route
Router # ping
Router # traceroute
: Dynamic Routing Ssalball 4sa gil) clalae) Ul ilSdin) jalgl -
RIP Trobleshooting

Router # show ip route

Router # show ipv6 route
Router # show running-config
Router # ping

Router # traceroute

A




Router # show ip route
OSPF Trobleshooting

Router # show ip route
Router # show ipv6 route
Router # show ip ospf database
Router # show ipv6 ospf database
Router # show ip ospf neighbor
Router # show ipv6 ospf neighbor
Router # show running-config
Router # ping
Router # traceroute

EIGRP Trobleshooting
Router # show ip route
Router # show ipv6 route
Router # show ip eigrp database
Router # show ipv6 eigrp database
Router # show ipv6 eigrp neighbor
Router # show running-config
Router # ping
Router # traceroute

Simple Network Management Protocol (SNMP)
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SNMP
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1- SNMP Manager , 2- SNMP Agent , 3- Management Info Base

SNTP IJsS s nadde ey 2l Sleadl 58 18 : SNMP Manager

Al (380 e gall 3 jea W) men e Leide J gt 53 anY) 138 - SNMP Agent
SNTP IS 555 0 IS (e Ll ye o Al
8253 50 0583 Al Cllull 3ac18 ) 5 55 5 a3 028+ Management Info Base
e Bllas 54 5l sie ALl 345 38 e slell IS 5 SNTP I S 555 0 Jala b

_| SNMPTrafficGrapher - disk_c_free -|of x|

.Object ID (OID) o) sall 138

_| SHMPTrafficGrapher - disk_d_free - [oof x|
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: SNMP 31 JsS gl Jlaal cpa JiST 22 gy

1- SNMPv1 | 2- SNMPv2c , 3-SNMPv2u , 4-SNMPv3
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: SNMP ) JsSgigp salgl g dles -

1- GET , 2- Respinse , 3- Get Next, 4- Set, 5- Traps, 6- Inform

SNMP ' SNMP Manager - g Juao¥) dlexy a5 <Y 28 : GET
cSlaslaall (e pre Al 053 Agent

CdalS Jl 4 gllaall e glaal) gllae ) g llall e o )ll dlee 238 : Respinse
)l allall e ddlial il glae Jls ) dalee allal ) 138 - Get Next

Ghlae) Je g giay 3 SNMP Manager 3V ¢ Juw dalers a5 Y1 138 ; Set
o AV el e Sl [P ) sie Jia

Dl Al Jls ) Aglany o s 400 s Tas T age Cla slaa aaad Y1138 2 Traps
LAl

L zesa JS0 Gl glaall g clilall 230 Je A8 & g3y eY) 138 ;0 Inform

4 Alert (Trap)

Network
Management
Station Managed Device

161 sl ad,aly s UDP 1 dsSsisndah bdexy SNMP A JsS5i5 0 -
., 162
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SNMP Manager

SNMP Manager Application Microsoft SNMP Service
snmputil exe snmp.exe

SNMP Trap Service Management API SNMP Sub-Agent | | SNMP Sub-Agent
snmptrap.exe mgmtapi.dil LmMib2.alf InetMib1.cif
| |
WinSNMP API
wsnmp32.dif

SNMP Utility API
snmpap. dif

Windows Sochket
ws2 32.l

|
uppP

ﬂ.’ Windows ¥

Syslog

Administrators .
check for Syslog
messages.
Troubleshooting/
monitoring

Syslog
Messages Sent ‘ Syslog server
to Syslog Server sends alerts to

. administrators

Network Devices

Syslog Server

Jaly 8 dexd 05 e 4 e 4l g by 5l 3adasi e 3 )le s @ Syslog
5l ) g Ol gudl g Olantall § readiuall 5l 58l 5 Canl gall Jia ¢ 48031
odidl el a1 341 e 480 jal) e il gisasie e Gy AV jea¥) e LS
. Action

.Port 514 a8, 3L sUDP A JS 55 0 Gob oo bl Jo 4 -
(Spluck , Kiwi Syslog) Syslog 2 ile Jueiy a 58 3l geal sl -
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Syslog Event Levels

ERR
WARNING
NOTICE

1- Emergencies ¢s_shll Al
2- Alerts sUad hgas e pdadill Al

sl

8- Debugging bl &isas 4l

i il e ela Jle ) 46l (e 3 jle a5 Slldl @l i Syslog Levels

i 130l Jly S agins Al

v
least critical

3- Cl‘ltlcal C-LLAM Q}.‘\A %) aJ}L'A dﬁ‘ uﬂ ‘;ﬂ\ Q\JAY\ :d\.u:J
4- Error <uaa a8 cUad J;ﬁﬁ\@djctksY\MuJ
5- Warning s e ne s @gﬁ}gcfﬂ&}h&ca\ﬁﬂ\;ﬁu)

6- Notifications cpeadive Jaa die Jie ddaadlal) Al
7- Informational el 3 Aalall Cle dladll (e ALK 2L

Switch Ways With Frames
iy gad) ‘*,A’ dualdl) cllyd) el jUa) o Jalal) 44, )




Store-and-Forward Cut-Through

4 )

A store-and-forward switch receives A cut-through switch forwards the
the entire frame, and computes the frame before it is entirely received.
CRC. If the CRC is valid, the switch At a minimum, the destination address
looks up the destination address, of the frame must be read before the
which determines the outgoing frame can be forwarded.
interface. The frame is then
forwarded out the correct port.

\ J

1- Cut-Through

) eyl st 1T s a5 ) i)y i ) Al 3
o S Y <) sl o e (S0 ¢ costiadl Slendl il o) e s 5

2- Store and Forward
o5t 5 pa ) ode daua 54l Juai o 8 S (e S (i suall 8y ) (pa Alla) 020
el dalall Js 4 s S8 ¢ Sl ¢ aie dai o A Liay)
3- Fragment-Free
)yﬁd}\wﬁw\eﬁg&g&M\a‘!M\ uyuhjdyjucz‘)bs(;éu&\ Y
Al (U Jas yeamy 5 i B4 (e O5Se o
Router Ways With Packets
aasall 5l gl Sl Aalil) clinl) aa e Jaladl) 43 5k
1- Process Switching
Ol gim ig 0 abe yall ULl da s a5 Sl gl ol aling Ladie 255 dileal) 028

oy O om0 lsall S ol pan s o3ay g ¢ dua il) Jgaa e Hlaiy o 58
4

2- Fast Switching
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IP address: 2.17.169.198 ’ ‘
| MAC address: O1:53:aa:f9:d2:6cﬂ

IP address: 2.17.169.1 |

| MAC address: 35:a0:b1:00:57:c2 |

| MAC address: 00:1f:19:ba:20:39_ "‘"~

"‘ i IP address: 203.19.3. 5é
| MAC address: 35:a0:b1:72:01:19 |

MAC address: 28:18:78:5a:f5:96 |

IP address: 203.19.3.57

IP address: 195.15.16.1)
| MAC address: 28:18:78:5a:f4.c7 |

IP address: 195.15.16.11 |

(& o) lons o 58 Cuany AW Ak o)l Jamy 55150 o5 () Lgtida 5 Alaall 2
o ghrall Al s pilae JS ¢ o (5 A CS) aily | Ledie (815 ¢ dga sl Jslas

i) e glaall e aaal)

Web Server

IP-adress: 2.17.169.198
Subnet Mask: 255.255.255.0
Gateway: 2.17.169.1

Source IP: 195.15.16.11
Destination IP: 2.17.169.198
Source MAC: 35:a0:b1:00:57:c2
Destination MAC: 01:53:aa:f9:d2:6¢

Router

Source IP: 195.15.16.11
Destination IP: 2.17.169.198
Source MAC: 28:18:78:5a:f5:96
Destination MAC: 35:a0:b1:72:01:19

Router

Source IP: 195.15.16.11

< Destination IP: 2.17.169.198

Source MAC: 00:1f:19:ba:20:39
Destination MAC: 28:18:78:5a:f4.c7

Computer

IP address: 195.15.16.11
Subnet Mask: 255.255.255.0
Gateway: 195.15.16.1




Vlans Allowed in Trunked Interface

Web/TFTP server
VLAN 10
Faculty 172.17.10.30
VLAN 10 Falv2
172.172.10.21
\FOIS
A
\
\ o .
N\ FOM1 Faculty
FO/3\ VLAN 10
172.17.10.24

VLAN Trunks
Allowed - 10, 99
Native VLAN - 99

CASLE (8 o sad 40N alle 8 4led) aal (e dleall 028 1 Vans Allowed
aine Vlan GlSed 1t Jeas o o dalaal) 38 ¢ ) olatl b Tas T aga Vian
G s ) KGN p3a J8 aiay dad a 583 Cua Trunk Interface J) <y n e
Vian <ilsud day )l Wl aa o o Jia e Trunk Interface e & alua 53 a3 (5 A
O sl syl ane o AV GiSadl saay o gl (el JEi5 ol Lad y 55
oA

Switch (config) # interface fastethernet 0/1

Switch (config-if) # switchport trunk allowed vlan 1-2

10.0.10.13/24

trunk
VLAN 10

10.0.10.14/24

10 0. 10 11/24

LLEET LT A
Host 1 Host 2

(1111

Host 3

Partial VLANSs on inter-switch trunk - No primary VLAN 10 on the trunk

1223




Software - Defined Networking (SDN)

SION

Software Defined Networking
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: SDN ) 4.8 2 ggda
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. GMPLS , MPLS Jte 0 &yl ga i) 038 Jaod

18 5 ot g 5 (ol 8l JS 4l A g IS0 4800 s 534S0 Guniga ety
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Management & Admin

@ SDN Application* SDN Application™ SDN Application *
e SDN App Logic SDN App Logic SDN App Logic COQEZC“
=
;r% NBI Driver® NBI Driver* NBI Driver* ﬁ
[}
a > \ ]
=% ] -
< S el |2y X \ 4 .’
= T H 4
% Emin E—“-F._ SDN Northbound Interfaces (NBIs) ; -
= <= <32 o - \ - Multiple NBIs at
g3 |82 S~ \ e~ varying latitudes
2 o E I S . 7 ying .
20 s+ and longitudes.
o SDN Controller N/
= N
© [Expose Instrumentation, =
. [statistics and events up NBI Agent
0 |wlimnslateuessd : < >
= [afsale (e > CoNT SDN Control Logic ) )
o 4 Configure Policy
© Enfoirce Behalvior CDPI Driver Monitor Performance
LO}NerveI Citrl
Capal:l>i|ity Discovery et
Stat d Fault 3 -
w SDN Control-Data-Plane Interface (CDPI)
Network Element” At - Network Element
o n P L " \\
= SDN Datapath SDN Datapath
=
© CDPI Agent CDPI Agent <r|:l>
T
o : : ] :
Forwarding Engine® / Forwarding Engine" / Element
Processing Function* Processing Function* setup
*indicates one or more instances | * indicates zero or more instances
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Virtualization , 4w iy diyll

Oracle saL Application Servers Email File Print
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Paravirtualization , Binary Translation , Emulation

: Emulation sstal)
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o e YW PV o4l ) A #asa AL 2 Paravirtualization
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Paravirtualization

Apps  Apps  Apps  Apps  Apps  Apps

Guest Guest Guest Guest Guest Guest
05 0S 0S 0S 0S 0S
Modification Modification Modification Modificatior

Hypervisor
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+ Limits security exposure
* Reduces spread of risks

Isolation ‘

ROII'BaCk * Quickly recover from security breaches

51l = el (o)Al * Limited direct access to hardware

o * Backups and disaster recovery
Po rta'bl I |tY + Can switch to "standby"VMs
.

Ill '

* Ability to divide workloads
+ Custom Guest OS security settings

Deployment
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Cloud Technology

Cloud
Technology
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Application Desktops
@a
Monitoring Collaboration @ Fi
Content Communication inance
Platform

RN

Queue
Object Storage Runtime Database

Infrastructure

~IRE

Compute Network

Block Storage
Tablets

Phones

Cloud computing
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