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‘*Computers were invented
as a natural progression
from a calculating
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MAC 802.11 Encrypted Data FCS
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802.11 Authentication
Open System Steps

1) Authentication request sent to AP Access Point (AP)

,.’.‘ )
2) AP authenticates
= <
;.

y 3) Client connects to network
Client

attempting
to con nect

cu:t:c})

WLAN > Edit > Security i JguS plasaal, ¢St @ 35631 S Jo 31 1 peass adazes

settings

18



el 5als AL Sl ol (b puaidall

WLANSs > Edit
 General | Security [ Qo5 | Advanced

Layer2 | Layer3 | AAA Servers

Layer 2 Security | None %

[(IMAC Filtering

Ul ol al e piadl 5 5ell WEP ~liie plasaal 123 Shared Key authentication uf 4
e ke b Ay 2 gy SV ke 5 gy S BSGE ) 5 L Jll caSIST s
SV by ¢ WEP i plaseaaly bpainy Al )l il an <2901 253 clear—text challenge
oz WEP ~tis pliscoly decrypt bapaas sl 3 md 131 & Al dlawl sy gy S ) o5k s

1Sl gl Slemd) Al

802.11 Authentication
Shared Key Steps

1) Authentkation
request sentto AP

‘Access Point (AP)

o oy (2 INTERNET
Cableor /
CLSmodam

Y

'5 «— 2) AP sends challenge text

Client ; 3)Client encrypts ;
attempting challenge textand — | =g

to connect sendsit backto AP

4) AP decrypts,and if correct,

< 5 B
authenticates client

5)Client connects to network ——>»

bl T 4 55,0 Shared Key authentication of 5 0LY! sgis 3 Y o 3 dla Of s w870
HLaYI Jebd g LU ol pltsianld (Y1 n fgl Lo LousT OF of Wbl Jgw iy lall o SIST ¢ Loz 5

by paadl Bpyles Bme oz il de 5 |3 (T oMU e LLad 5 LU clear—text challenge L)
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WLAN > Edit > Security g,b ¢ Wl Jsosl 5 3553 o g5l s 2ol JpSd) dmis oda

settings

WLANSs > Edit

General | Security ( QoS ‘[ Advanced ]

Layer 2 f Layer 2 T AAL Servers ]

Layer 2 Security | Static WEP ]

[CImac Filtering

Static WEP Parameters

802.11 Data Encryption Current Key: 104 bits WEP Static Key (Key Index = 1)
Type Key Size Key Index Encryption Key Key Format
WEP  [nofset i | | [ascu

40 bits
Allow Shared Key i
Authentication ms ig; E:S

Cisco s Jo fons I ATTONEt APS Ses o i oSV (old WEP sl 1is 208
IOS Software

& RADIGI-E02 1A i

L aanome upilien s F ok s, 4 dayrs, 00 mi

Sucuilty: Encrypilen Manager - Radiol 802118

SECLHITY
ABMOE A ERAE
—lII = WEP Encryption | Merceiony ﬂ
55100 Manapar
S var WEREIET Cwmco Comphant TEIF Featues: [ Enghle MIC I Erakie Prr Packet Knying

Local RADILIE Sarser

L © Clpher [+Er izt B

Eneryption Koy

Transmd Key Encrypiion Key iHexadacimah Koy Slze
Lmcryplion Key 1. [ f"_"‘""""""'_"" 138 b 'I
Frerypiinn Key 7: e f“‘“““““““““““‘ |&&nn =]

A dil & ol (55 S e T g ST o
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- | Express Security Set-Up
~ | SSID Configuration

1. SSID [tsunami

|

2. VLAN
& Nao WLAN
3. Security
@ No Security
(¥

Static WEP Key

vV Broadcast SSID in Beacon

" Enable VLAN ID: I {1-4095) I Native VLAN

[Key1 =]

" EAP Authentication

RADIUS Server:

RADIUS Server
Secret:

RADIUS Server:

RADIUS Server
Secret:

[ 128 bit ¥ |

| (Hosthame or IP
Address)

| (Hosthame or IP
Address)

s 03 Ul 3okt (3 i Ul CISCO TOS ol (35 Joe 2y b 1gd) Lis g 52

Wireless Security

Encryption:
Kew 1:
Tx Kew:

el e (3 (o5 WS mslie Wy AL vy gy oSV bty eSS e AlSTASLY 22 G

Moww%ﬁﬂfww;jz&aﬁ)

Security Mode:

Authentication:

Select
WEP.

WEP b

|4Ds‘ﬁ-4—t:-'rt (10 hex digits) v|

Kev 1

Enter the
password
here,
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Make sure that all wireless devices on your 2.4GHz (B02.11b) network are using the
same encryption level and Key, as defined below. WEP keys must consist of the
letters “a" through “f* and the numbers 0" through "9",

If this page doesn't refresh autematically after you click Apply. then click the refresh button of
your web browser

) Coemeren |

The Passphrase feature will automatically generate WEP Keys based on simple text. This
feature is compatible with other Linksys wireless products. Far non-Linksys products, manual
Key entry may be necessary

Manual Key entry:
PEETEC &1 02 O3 O4

LCTRN | 0000000000 64 bits 10 hex digits |+
G-l 0000000000
Key 3: IR

Key 4 [RLEIEIVINT

Authentication
Type:

O Open System O Shared Key O Both]

Jsll g o3las] psiin g S oo Alronet 1200 55 o cagp SV ol 248 mop JWI U
P TR T URCIN e
s psiin Wl s g5 gl g interface dot11radio O ag=ldh U1 Jsalls psinn cONft slaeY) a3

S JLasyl it pois OF @3 f o @ 2.4 GHZ 53704 om0 802.11D e SLsUl JLasy)
interface dotl1radio 1 agigl 11 Je=all psine 5 GHZ 537L Lm0 802,112 ¢

> s 2 260 o 128 bit sy WEP  pg o cdW sl e esi
VLAN 22 aal 3 s 5 Lie lie O~ of 03, 12345678901234567890123456

cryption vlan 2 key > size transmit-key

sda 055ed S o Adronet Client Utility (ACU). zaly paszs w5713 5 Client 3
ol DL Sl s e ) dxiial)
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350 Series Properties - [Test profile]

Canfigure...

1iSs ¢ Setup a New Connection or Network 1)

Give your network a name and choose security options

Metwork name:

Security type: Help me choose

Mo authentication (Open)
security key: | (e chovactes

Save this network
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1S & Network Connections Js J=dzs g 513 3

Wireless network properties

oo, At
[¥] Use Windows to configure my wireless network settings N Inm(SSIﬁ| ‘
Available networks: Wireless network key
To connect to an available network. click Configure. 3 ) B
@ Your 551D Here [ ] MmMakwfaﬂTfohwm. ]
Network Authentication: |Open v
ool -
Prefemed networks: Net o > I !
Automatically connect to available networks in the order listed
below: Confimm network key: I ‘
Q Your SSID Here
Key index (advanced): |1_:
[ Add... D REthave ][ Propadies ] [[] The key is provided for me automatically
S ——
corfiquration. hindidniaptiusmalasina ot
Lok J[ canca | ([ ok [ cancel |

Geledl) Gt UBUNTU e sumtgh aaodl @ &l g 22l — anjs — et SO 050 ULl S0 3
Lde &b Debian s asly 87 e aall byl Uy Ls Gnome 5 Unity , KDE o b
s Ubuntu  Jes i) olyyed cp OYYU &L Loy e 5 Sabily 3 GOS , backtrack

SL SV iy n iy 8 gl LI Bl e WS 335 5 2gad 01 |, Fedora

Network Setting .» ale =5 gl 5 ggl 3 sV zaliy 1is Ligas
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=) NEtWOTKSEttings == WIEHNUR I OPETHES] =)
oo o T ; '77" ﬁi () Enable roaming mode

Wireless Settings

Connections | General | DNS | Hosts

Network name (ESSID): 1TheCafe| ‘ - ‘
O 1 Wireless connection ;'\EFOperties Password type: WEP key (ascii) =
/ Essid: EcolaCreekWiFi Addre...
Network password: 0000000000 [

Wired connection
Roaming mode enabled Connection Settings

— Modem connection Configuration: | Automatic configuration (DHCP) % ‘
This network interface is not c...

IP address:
Subnet mask:

Gateway address:

i Help i b4 Close ) !7093“9' \7\‘.”97‘(7
@ (X |

terminal lsY Jbw JM e slasYl adazes

sudo ifdown wlanO

sudo ifconfig essic key abcabcl234
sudo ifup

WEP o;s

bk s5San pazdl) Ldos OF (of Linear Checksum alex 2o pdssnns a1 jon @) izl 3b
WEP po Tjﬂj e oda 3 Llaa e Cadan 6}25 ﬁukM\: M\ s

g ¥ ST IV aslise cbl BLol W WEP 3 5 Key wlal Aliide pasy piad) 3b (3 AlIS
Sl BTV ey Cns B8l5ie ULy oda O o8 5 24 DIt aflpaad) UL ad 5 it 2 b oo 4T
1 5 =51 5000 Juyt any IV G 185 S a0 Jsbally o BT L) 88LoYL 3¢ 0 s plain text
S S ol sl e ST LM Lty Lo 5 Olus Bay S @ T CTAcK ol Slalisana) die
Lisas 5 Sl o oy 136 oSG 4131 Blisliae of @S 5000 36135 an Jlesyl U1 Sle «Taircrack-ng

iele Cinai e ST 4SS WY 10 Banes Y
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Aircrack-ng 1.1

[00:00:06] Tested 1705777 keys (got

depth  byte(vote)
255/256 1B( ©) 78( ©) 7A( ©) 7B( 0)
33/ 3% CO( 512) DF( 256) 04( 256) 06( 256)
116/ 2 6B( 256) €5( ©) c9( ©) cC( ©O)
76/ 3 8C( 256) 8E( 256) 96( 256) 98( 256)
1/ 4 66( 768) 81( 512) E1( 512) 75( 512)

Failed. Next try with 5000 IUs.

Scott a5 =T sacles Adi Shamir sy JW o8 WEP . os7asil e i e b e
5 slolall (5 ¢ am W aale fT 8 WEP S f August 2001 (3 Fluhrer, Itsik Mantin

gléj upi‘} g,ws’j ‘X/IEI) ZJAgﬁ vﬁ.bq Qj«2425dl
obs jan oSe Jo KEY iy Y il 5 Lngdy mlazas clib WEP Key  @ms 5 g cliS

1Sl W 555 dhy o w6 Koy e 0) s 3 &) Y1 pied

il gfa.ﬁ
IV Cse L e clls 5 Agere Systems |3 oo e Slend Jisl 5 30V Slndl 3 WEP ilas ¢

ezl e dm 8 WPA o0l of W WEP Plus ol ey o

Extensible EAP 4 802.1X z& on g3+ 52 5 Dynamic WEP , o =7 pd b slis
1550) Lo (Sra> et o SOy WEP Key 3 (55 ez 26 5 Authentication Protocol
3COM
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IEEE 802.11i/WPA2

w3 WiI-Flaege culs b 4 Wired Equivalent Privacy (WEP) e ios Cins e Ls e

Wi- a2 JsW caker 55l Uz 5 ULl 8T jlas diaza Lgw ol TEEE @l g iIY1 5 el oS ptige
IEEE 802.111/WPA2 ... ; [EEE 2z uu , Wi-Fi Protected Access (WPA) ;» 5 Fi

e o 2003 3 bl b Gl adaw cwls ui Wi-Fi1 Protected Access (WPA) LG
Wi-Fi Protected Access &>V Ls.l draft 2J,¥ ax.dl 5o 3 WEP cidll Ll Jlaze

IEEE 802.111 Laf oy 0 IT (WPA2,)
s S 10 5 2004 & BT 15 5 wieV) 5 SasY Ll USS LS s TEEE 802.111/WPA2 Wi
35lke WPA wo Joles 0f adazs 2003 awy comsl g ey ST J75 IEEE 802.111-2004 L

firmware lgaciwzs e &
WPA ol

msle mad U3 5 Temporal Key Integrity Protocol (TKIP) pluscat 3 WPA 356 oSS
Jsboy s meilin pdsiiy ) WEP e e Packet SO Slogyl Sy 128-bit 5oy i
s RCH i pasny ) 5 i) pisitg ) el 5 gy SV 3 s 104-bit 4140-Dit
AES encryption e swsad axy fodss baday ¢
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el 5als AL Sl ol (b puaidall

MIC message integrity check o0 ja=s 225 » s Micheal s aw Je WPA Laf o504
e g o wid) oda g WEP (3 weise i cyclic redundancy check CRC aaad iy »
22 Bl Y kg g Al Ml ) e s JT (3 pdsnas Gl CAPRUTING Ao ot il min 0 WPA

38 ST adlwy WPAZ 3 Lz Juzal TV MIC 38 25

WPA Authentication Modes

Enterprise
(802.1X Authentication)

Authentication server required

Personal
(PSK Authentication)

Authentication server not
required

RADIUS used for authentication
and key distribution

Shared secret used for
authentication

Centralized access control

Local access control

Encryption uses TKIP, AES
optional

Encryption uses TKIP, AES
optional

(WPA Enterprisey s (WPA Personaly L* 55l 0les W

WPA Personal

Enter information for the wireless network you want to add

Network name: 8874

Security type:

(L WPA-Personal

Encryption type: | TKIP

Security Key: || Hide characters

|V] Start this connection automatically

[T Connect even if the network is not broadcasting
Wamning: If you select this option, your computer’s privacy might be at risk.
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pre-shared keys (WPA- cup oSV 5led! o aode gite ~lain plaszaly o WPA Personal
RADIUS server alascal o o= S J2e SOHO a6t oSG2l 3 WL paszdl 50 5 PSK)
cuiss pre-shared key (PSK)) pluscoly may 4553 WEP 2y WPA 0800 5 Loe 16 L=

access point , client ;u $xze

WPA Enterprise
[ESE)
@ ' Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: eduroam
Security type: [WPA2-Enterprise |
Encryption type: [Ags =]
Security Key: Hide characters
|7} Start this connection automatically
| Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.
[ Gance |

EAP ¢ b ol SO2IX/EAP 385 oNsSHam 50 pp plisanl o2d (WPA Enterprise) Ul 4
s EAP EAP-TTLS PEAP (Protected ;s EAP-TLS (Transport Layer Securityy |
Lyt off MS-CHAP v2 [Microsoft Challenge Handshake Authentication Protocol]

=
Authentication

Supplicant Authenticator

Server

< Security capability discovery —

802.1x authentication

RADIUS-based (PMK)

<+ B02.1x key management — key distribution ——

<+ Four-way key handshake —

- Two-way group key handshake —
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o (probe request, probe response)  fuldl olgp pisnl o G5 O we JUH s LS
Lol el odin o Sl 5 cap S il OF WY &l (3 aSe M Y1 T Y1 gy ST 5 e
Sy cas SV i master key Jlb el sk ULl we 5 802.1X0 55 wlgles foSay ¢
Pairwise Master Key (PMK) il o 114 5 Jlaii LIl 5l o G Ladis|

Pairwise e »T e Ay e o g 5 fOur-way handshake et Jols adee bow o2 ¢
Transient Key (PTK)

dauly ite Joli &us two-way group key handshake s Julidl o stis ale e baans Ty &
authenticator , client . Group Transient Key (GTK),

Unicast Keys: Four—-Way Handshake

Client AP
Sy PMK PMEK

Access Point randem nurmber sent Access point generates

Derive PTK | random number
Cliant random number, MIC, WPA |E sent
Derive PTK

I WPA IF sent

PTK done message, MIC senl -

Install Tk Install Tk

A ~lide badn ez four-way handshake oo ol o) je cap ™V G ol o
Pairwise Master ~lis je ol gl 5 JLasyl ades asi, Pairwise Transient Key (PTK)
(PMK) Key
ol Wi sae o) WPA four-way Joiill aled

Authenticator , Supplicant u PMK' #stis 45T -

pairwise temporal keys 33l ~5Ull g -

sl el oMeles 3595 —
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pairwise master s = of 1Y WPA four-way handshake eu fuld alee @ud OF 13
) oisked) s ¢ server authentication , client o 802.1X 555 ahes) 2mzs” key

ONE SESSION Loib uxly 2k puszey Client U Nonce isie o3, Jlol AP p5a

o2 s AP ) Joie ) UL paed Alie agn Client poa PMK Laf plisaal 5 glezall o318 LU
il 3y 3 T PTK oLt el 5 pseudo-random function (PRF) e @ls pluseea
frame abuly Ju M el ale oz Spali il JPMK 3 s MAC 3y AP 5 Client (3515
e Of e s els s MIC (message integrity check) a5 1auly, check sequence (FCS)
w2l o b

osi 5 b i) 2l antldl iy Client (1 1 50 dloyl NONCE 4l dny gy GeneS Y1 psiy WG
Sed) 5 sy S VI o @iy Il 0, 1 5 group key Jlegl cag SV L

Sl 8aler aleall g ULl & 8 eslil) 0F uSh o W

il i I oo o s 64 it Jsloy PTR 33l Al e Jgadd 5 s

EAPOL-J ,a% 4 EAP over LAN-Key Encryption Key o 5 16-byte Jsb; J,)
Client I alo s 25lo) @bl sl pads 3 sy s KEK

Lot pusiny s KCK Y 2z y EAPOL-Key Confirmation Key o 5 16 byte Jslay 31
MIC

unicast data jizs el o misd sasen,  Temporal Key TK 42 5 16 byte Joky i
Packets

Lot puszey Lous) s Michael MIC Authenticator W 5 8 byte sl Lagie S sl 5 w1

Group Key Handshake
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Chant Al
S PMK PMK

Group random number
& group key generated

[ Encrypt GTK with KEK

- Send group key (GTE), MIC
| Decrypt GTK |
GTK dane, MIC
| Unblocked data traffic | | Unblocked data traffic |

5 iy S W e Bl of Jlizad e 5Lt b GTK (Groupwise Transient Key ) pasee,
sled) 1g two-way handshake st Lol je o3 o
Lol 3 KEK sl bpiss v 5 K8 3 856V [0 i GTK Jll g eS8 p5i Yo
MIC alaszayy
g S W e 30 s GTR S iz YU 56V ods o555 LU
e W ) aenis 32 bytes Jsby GTK (Groupwise Transient Key ) 055 4
unicast data jazs els o misd s, » Temporal Key TK 42 5 16 byte Joky oY
Packets
et sz a1 5 Michael MIC Authenticator W 4 8 byte Joky Luges |7 el 5 1
Client s =Y 5 cag SV ar Al Il SULA a0 Lot MIC

WPA Encryption

Oiiver values used in key integrity protocal
(transmit MAC address, packet number) 0
Transmit

Packet Number MAC Address

L — —48 bits | Key (PTK) —-——128 bits
N = initialization vector —_ Pairwise
Transient
| Mixer}r‘_ Ky
S

Two-Phase Key +

Miing (5-Box) Phase 1 Key

Function
(Computationaly

PN
ficient) WEP -
—H-‘Engirjyl Plain Text (Data)
\_¢_
R

[ mac | 80211 |  EncryptedData | FCS |
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ENCTYPLION il (poms ol L Laf ailb 1S IS2y authentication el adas o3 5 WPA 0 Ls”
Blall o S ) it eSO 3 WEP o sl RCA jisd s e o8l s plas g3 AES U
i psiey Jy ¥ U550 Temporal Key Integrity Protocol L= . , TKIP U,
lis pdsi ol e WEP o oo ) e Sl 4 oI WPA L oy W s 5 RC4
WEP e 40-bit Joby mslin paszy 01501 sy 128 bit Jsboy
oo e ol O Gy el b IV initialization vector g» WPA sl il gl ol U
Sada pb g a5 ¥ osaz 23 WEP ¢ IV 0V 5 sl Sl LS XORC ades danly od ) i)
@ els g izl s oSS ¢ e o [V i GaaSS of wlons Packets oy galy am plasiaaly 5 s
Al olele Oyt
s WEP 3 05'Ls24bit Jsby o 5 48 bit Jolo IV ol lliSaleall sdn i WPA 3 U
e 645 3 o5 Vo2 (sobew b s 0,uSd Wl 05k 5 280 2k s
e Wbz oSt 5703, o MAC L) Olse oo PTK Alie IS miXer g 2hee fae o SUIS
S pasdl M S dgeal BLoYL 6l s 5 U 2l ) SULY jass o2 IV o slls e @ S S0 e
i) laie we Jo b1 SLed Olgie Alanly Bl Yl Aes SLaST abtay Chg S Y

Message Integrity Check

DA | SA |Playload

AN

8-Byte
MIC
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Michael ;i MIC i ;2 Message Integrity Code o 225 plaszal o0 WPA (3 =) L)
CSU Jll ol s 2314 B3 5 apaas |3 ST ) ala) bits ax, £28 ok e

802.11i
VoS Jgog bl o uSTH MIC s SIS 5 JWi 50 9 JobT IV 5 Jobl aslta WPA 3 L 0V
s 2l 5 Bl o SOHO s (3 Ll peedl WPA PSK (3 859l 2L Lol ades 0
AV 050y i) gl as dans Jlssl & e 5 deauthentication bisyh e alee foe
WPA2 1 Jusyl d sl tes Lo lia g 2ag &l W WEP 3 5 1 o (ol

PSK pre-progiammed i

;
Wireless Station n the access point e AP
i and the Station .-

BO2.11 security -
= capabilities discovery -
- WPA key mgmt (generate
e — and install PTK and GTK) -

Supplied by pre-computed dictionary
Altacker Note: PMK = function (PSK)

15 Jdims 9 802.1X 80 386l oS5, wos 5 2004 (3 4w g5 5 802,111 e 50 WPA2
National Institute of Standards 3 . sbf it AES izl G b e g L4 RC4 jacs
el ol 5 Rijndael algorithm ews 70 olles pasey )y and Technology (NIST)
WPA ey Llze MIC wSU s oo sST1 230 Lyl pisiiey 5 Jos o 5k IO TV szl
WPA, WPA2, 802.11i o &)l ods 4

WPA WPA2 802 11i
SOHO Enterprise Enterprise
8021X 802 1X 802.1X authentication
authentication/PSK authentication/PSK
128-bit RC4 w/ TKIP | 128-bit AES 128-bit AES
encryption cipher encryption cipher encryption cipher

Ad hoc not supported | Ad hoc not supported | Allows ad hoc

Test devices for Test devices for Mo test, specification
campliance compliance
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WPAJ U"G" M ﬁ}hﬁ
wis sl milie bis oz e key caching al)l olealll sds ag 25 (o 3 BLL U S Ll
G n Jmrll oty 320 s L) assmy iy Sl SO SA e ot e S5y a8 r 36V g
S oale) Ll i Oy
Access FPoint

Associate request PMK SA: Bob
— [PMK SA: Bob, PMEK SA Lisg) =—————d1_r

— Asspciate response (SUCCESS)

+— 4-way handshake message (PMK SA Bob)

Preauthentication

L B

18R G0

Cisco Centralized Key ows zddl wslil 255 fon WPA Loy S culs cllis
asty o 802.1X 3 wug LisTassociation Lyl wlhes 3ok Jo7Sl a9s &~ Management

PMK

Cisco Centralized Key Management

Cisco Wireless PMK - Cisco Wireless.
LAN Controller LAMN Controller
# n o
Authentication ’ * S PME -/
/ PME \ /’ PMEK
Cisco AP
- . ;—h—
PME PME
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Wireless IDS/IPS

Controller IDS Adaptive wiPS

n/' \n

B s gl Detection assdl o Wbl GlsY) s p Lnled oaplion Jo 2501t
Intrusion Detection sl sdsind g5 2alaYods (e sumy e 1SS 0201 sprevention
Intrusion Prevention susz.s 5 leslpel Slael Osb bl sda e 22SUSystems IDSs

Lilaw! bl 1zeySystem IPS
Wireless IDS

Radio Resource w5 g3l Jlo, @t «f LWAPP SLsU ISl @ )l asladd o
el jlast) g iSCad) gl Lt ad L JexSll g cay SV o Management PRM
Traftic Load 2l Je Jodi 5 Interference

@3l ol 3 Jon @ cugr SV pss 0L Intrusion Detection Systems IDSs 356 asls
Joo gl g lsal sda (3 s g bl s a0 3 oY) wlgal 23,6 30 ms - sl s s Local
Sl o WCES e Lal a5 Ad Hoc e¥las of Rogue AP 2t cup ST asly
Internal 4 External Known , WCS s> Je e s 5502l x5 ¥ 3 cug S

Known
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Cisco IDS for
Passive Monitoring

to IDS through monitoring

WLAN client traffic duplicated
port for passive monitoring

WLC

WLAN Client Traffic -’
between WLC and
general network

m
/!l Corporate
! Network

NI
LAP ,3’"' Client traffic between
—' LAPs and WLC over
LWAPP Tunnel

JoaS Ll g SV a0 dn e Intrusion Prevention System IPS alee fus s U1 4
s @ g il anldl Je oy LAl S ST aCal e Cagped e DU BEEL psd 4l Loy L )

WS sty b plassi o3 Bt ST e BUL slas dex gl 5 Branch - remote sasla) @il 3
Rogue s Rogue Location Discovery Protocole RLDP e ilss gy ST o5el 3509 o1

detector

s SV JlaYl " © el sl sl s ST 2 a5k U85, 5@ RLDP LG
S LYl 0K Y Lok o e 5 3Sa)l @ alianals JorSl ok & JorS U wlly Jlu @ Ll
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Rogue s 5 2l @ »T ke of o 80 gl Wl (il et oS VU L JLasy) O Al 3 Ll
o st Address resolution Protocol — ARP - b, asll 3ozl asasany 5 Detectors
ozl sl 5 Jerld) Sleml MAC 00 Jo aslis g & Jlasyl Jold 0 351 5 ol gy ST
£ Sled) 5l pst o 3020 3 Ad Hoc eLasl sy aas” e saelll 3 39Sl Ll o5

disassociation wlgp e s>V ods last Ll 4 JLasy)
6T 5y Badll S g Leoliel 09 (S g 1Vl bl ae e GaaSIL e ol ol 52 IDS 015 03

Wireless IPS

Cisco IPS for
Active, In-line Monitoring

path is through IPS for

WLAN client traffic data
active, in-line monttoring

WLAN Client T raffi -’
ient Traffic

between WLC and i
general network

#7  Client traffic between

LAP iy LAPs and WLC over
o004 LWAPP Tunnel

(}@umwM\&bwdwy\)w\yMQ\wymoTM\WykgSu

s &) mpan p pslas I Jsosll dlous 3020 @ a5l Sle
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S S8k peid Josdl aky, 5 Intrusion Prevention System IPS plascl vz b ods (3

w

sl ol ol ST elis 5 2all Jlasy)

3,45 of ums 1 oSl sds 3 Console y Server 5 Sensor s zelul oUsSe e 0 WIPS 05,
S e ST

detector jps cali cap ST e S5 2 5 Sl lomeald el oy 25k sl 565 Sensor L
SENSOT Lekaizhy 2l Slashall JS7 Loy psid s€TVET U

Server & e sby L3 3L bl s a5k g ag=lsll of 31501 8 Console U

U s e e 531 5 Cisco® Adaptive Wireless IPS et U Aol Bnghate S

System Usage
Functions Scenarios
Rogue Detection Detect/Mitigate Rogue
Mitigation zm.m/;/ APs and Clients
Q0000
Over-the-Air o[;:;:::;:" Detect External
Threat Detection Hackers and Thieves
Security Vulnerability @ Ensure Strong Network
Assessment Network Detection Security Posture
and Correlation
Performance Monitoring g Ensure Consistent
and Self-Healing WLAN Performance
Complex Attack Analysis,
Forensics, Events
Proactive Threat Internal Security
Prevention s Reporting/Audit
Monitoring,
Security and Reporting External Compliance
Compliance Reporting Audit Reporting

09 MSE 5 esadd jo g SV 2o S oLl ISCEU1 pp oM U S s O ez
Sl g aiand) g9 JoaSdl Glen e @ U s &) il e WES 5 50
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Management Frame Protection : MFP

Roguea

Authentication

SSID g Server

“internal” [ Cisco Wirsless
3 3]

LAN Controllar

SSID ) S gt
“internal !
niema Authenticated ¥~
Clignt Device

(P

Rﬂ-g ue

gl ST ol 1Y ilas WIFL 3 IEEE e oASCt)l ulas 5 ViS55, oo gl Slanshl OF o5,
Sl 2yls Y Lol LS a U a5 358 Ol Sla 06 AL SIC2l ) pdss 5 3y Gl oIS
authentication/deauthentication, . Wireless Management Frames Sl

association/disassociation, beacons, probes

Joo 385 5 padd) 5 ol Oy pall siss cST0) @ el ol 09 Bl b Sl eds Of G

e P O pbry S f Of gn 1is 5 Wi-Fi Protected Access [WPA], WPA2, VPN
W e e Alr Crack zaly iblog s 5 Glaish OF pllzal O olgdll ods abod L

Cisco Wireless LAN Controllers s}t bsjlem 2oy cnls dib adlsll 1a 2 s S5 S 3
MFP- Management Frame Protection lele calbi ik ol dl sde b 5 mlatt (WLCs)
Client MFP , Infrastructure MFP oo 1) uiss
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Infrastructure MFP

Ciscn Wireless
LAN Conftroller

Invalid Management Error Error

Frame [Dropped) Report
Cisco G{ﬁraleae
Cisco Aironet Contral System
Lightweight (WCS)

Accass Point

.
Valid Managamenl
Frame

Cisco Aironet

Lightweight

Access Point
Jsald 55V aSlo a aSTT g all 5 Lo ) sls & bgill ga gy eSOV Y1108 50l 1 o
client Jo= 0 45w gus Y Sl 3
SIBY A & ez oz SSID 2y e K Signature  aols de W JopSdl ash La
ws 5 integrity check (MIC) message o sains 3o @ Wsls o 5 Management Frame
BlasT o @il 1 slzel (o
g S S doogr il o ook 6 Al 0dg Sled Lyl o Y e ST 6l Jaasdl asS Le
Rogue AP |5 ol .yt
el Az ain dor U Jg S L) B Jla)l poi 6 opaan oda Y MFP 08 gy e8I i Liis
SO ods Aol gl 0 g 4l s

oSV e sl st Joasl 0B JgaSl e w9520 16 MAC 4 G L of BSSID of 05731 -
Sl ods CIb 2y g SV g W g me b 2l e ) jed) O 0p2 sy
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Gl fon Y il g allas MEP S5 39281 0 G0 MAC , G L 5 BSSID of o513 -
e poid Lo 3 g gl (2150 @l am Jo 2S00 01 integrity check (MIC) message
MEP jizdy s MIC w2l g4 S

message axaly  Jouyo @l 5 JoaSll n Dome MAC 5 G L of BSSID of o™i -
B e g S Y ) Al Sl o JorS 08 MFP izdt integrity check (MIC)
AES-encrypted LWAPP management tunnel ;i

Client MFP

Cizco Wireless
LAN Contrcller

Rogue
AP Errar g
Report L f
. e
Valid
Managament
QF rame Cisco ﬁnreless
- Cisco Aironet Contral System

Invalid Management
Frame (Dropped)

Lightwsight (WCS)
Access Point

Authenticated '
Client Device - Frame (Dropped)

L psz s Spoof AP MAC 4 AP Impersonation s aSlosll olSCadl @ aslad bl
ala] Dlgd Il psiy 5 s S WU MAC Lo plisazn e 12 3 caygy ST Rdo Jlsly 3ol
Al g SV by olgp o disassociation, deauthentication e 2Kl 3 sl U

DoS it Jae ol cap S YU Iyl Jo ool 50 Wyl Y a02d) e hoadd) 35623

oty S W e MSTOB AL 5 351 g gy S VI C 3 3Y) Sledl) Jloyl ol oz Client MFP .
DOS e psmell g2 ol o 8020 3 O b sl 3o Js dgle (F Oyl g S Olaeiny 356>V
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s deauthentication . Unicast Frame susis)l agmgl @13 aylsyl olgdl el on ai kol ods 3
JorS e o s MFP ai by sl o | 23 (6f blinl oz e~ Probe Response ,disassociation
Cisco Compatible Extensions s i alas of 3531 Lans OF 43 28 bl ods e alazed

AES- Jf Integrity Protocol (TKIP) Temporal Key s, WPA2 a5 olis plaszal an V5
Counter CBC-MAC (AES-CCMP6)
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Centralizing WLAN Authentication 802.1X

’ ' Supplicant
.fnterW;—._,?,_ 3) Data Traffic i

2) Athentication S5 |y cap Trafiic

AP
- Authenticator

—

o

Authentication
Server

Ju@stgww\JQ»y@wayf w)fd\o@\wi}w@bggﬂ\)@\y
ot B 2l Uil s fes U A lh) gl s g LBli) @ 8 05SG L Al O Aldl) o Bome ¢

siidl e authentication siedl fad Ldsl ouds Sds a5 4 ol Al piss (U 055
& 9 802.1X ghg L& v.lg;'.u L Loy lda 9 C;LAJ oda U'iJ; 99 J.:J}:j Z\gjg.ﬂ JA.C LegsU 9 encryption
ASLA Sl 3 s (Ko opgzal )5 oY olkes (3 2etsandl [EEE 855 a0

Authentication server y Authenticator , Supplicant v» ¢l &30 2 802.1X sy 05,

Authenticator 2 Authentication server
RADIUS / Diameter

Supplicant

Internet or other LAN resources
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1Sl z sl sy sl jled) 56 Supplicant U

Cargr S Y ol gl oo Laje 320 olell oz 3l 2g>15)l Authenticator

ab w52 oWl e aall oy dhee IS e oo o) jled) 58 Authentication server

Authenticator System 1 Authenticator System 2

. Controlled port Uncontrolled porl: . Controlled port Uncontrolled port .

N
LS

Port Port
unauthorized authorized

oy ladl oz b 1is o5 5 Authenticator , Supplicant cu Sz Jlasl s 05w plladl s 3
sda s M4 5 Authentication server ihuly Jeull 385 o Of dn Y ol Jlasa
dlail oy 356V zsly omm ol Zlodl e LWL dezes BY "port’-based authentication e

Sl O e Wl

8021.X over Wireless
odn (3 g cap S VI s ASLW o) 3 W s s authenticator e aSld oSsdl
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Extensible Authentication Protocol -EAP

Association Request .
—g— Association Response
EAPOL-Start ___
-4—EAPOL-Request/|dentity
EAP-Response/identity
— EAP-Response/ldentity . —  overRADIUS _
-a——EAP-Request ______ —ag—EAP-Request aver RADIUS ___
EAP-Response 4. — EAP-Request Over RADIUS
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!
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Cisco Secure ACS

4400 Wireless LAN Controller

Mgmt User2: acsreadonly Mgmt Userl: acsreadwrite

Cisco Secure ACS Configuration
BAC ISR EERAY

Username — acsreadwrite
Password — acsreadwrite
Username — acsreadonly

Password — acsreadonly
A oolglad ——

Network Jo .o clls 3 RADUIS Server 11 AAA Client s7Yy0 JyzSl Capiae Yol
Il LS S bl Jlses) ¢ Add Entry e Lazl JConfiguration
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s
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kgt o s 15" J=sShared Secret/Confirm Shared Secret :
AES (Advanced Encryption Standard)atzy i Ksy nazdiKey Wrap -
Jlay) o Port Number :
Sl Jeni o LassServer Status :
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Select AAA servers below to override use of default servers on this WLAN
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Authentication Servers Accounting Servers

Enablzd
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E nviranment ; Seszions i Femote control ; Terminal Services F'mfilei COM+
General i Address i Accaunt i Frafile i Telephores i [rganization
Published Certificates | Member 0f | Dialin | Object | Security

Group or user names:

!ﬁ Administrators [LABNAdministrators)
gﬁ Authenticated Users

ﬁ Cert Publishers [LAB\Cert Publizhers)
ﬂ} D armnain Adminz [LABYD amain Admins)

=]
- s e narar ER A Y

Add... 1 Bemove i

g

Permizzions far dccount Dperators Allow [reny
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Write

Create All Child Objects
Delete All Child Objects
Allowed to Authenticate

EEEEREE
OoOoOoooo

=
Far zpecial permizzions or for advanced settings, Advanced I
click Advanced. =

] 8 i Cancel 1 Spply i

ANONYMOUS LOGON o Add i ..
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Select Users, Compubers, or Erjl::i:

Select thiz object tupe:

iLlsers, Groups, or Buil-in security principals Object Types. .

Erarn thiz location:

;Iah.wireless Locations...

Enter the object names to zelect [examples]:
ANOMYMOUS LOGOM Check Names

PG

Advanced... 1 ] i Cancel i

.

L Read z-dall dael ¢

Userl Propetties

E revironment ; Seszions i Femote contral ; Terminal Services F'ru:ufilei COM+
[Feneral ; Addrezs i Aooount i Prafile ; Telephones i [rganizatian
Published Certificates | MemberOf | Diabin | Dbject  Security

Group or uzer names:

ﬁ Aocount Operatars [LAE\Scocount Operatars)]
ﬁ Adrministrators [LABAdrminiztrators]
AMOMYRMOUS LOGOMN

ﬁ Authenticated Users
ﬁ Cert Publizhers [LABSCert Publishers)
P =l
Add. 1 Bemove i
Permizzionz for AMONYROLS LOGOM Al Deny
Full Control ﬂ
Read
rite

Create All Child Objects
Delete All Child Objects
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=
For zpecial permizzions or for advanced settings, Advanced 1
click Advanced. =

1] i Cancel i Apply 1
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Use LDP to Identify the User Attributes

LY Jorsl el 3 Mz Uaslzo LDAP Client  es cisms Son o 8151 pltsazaly OV i
es8 9 AD gl Sras 5 dids B 2 9 LDAP jry dby) 350 o ) ailad pli
¢RI Gy S s e il L)) ww@mﬁsj edsind) OleMe g jaflas dds

Sl it @ galipdl el

LioiH

el

=
ke |
o |
Son {
Swnds f
e, i
1Prink Pregew i
Prpt Sebug... {
) i

Lonnact o specked s by

=1o>

Help

IRELESS,DC=LOCAL
Options ~ Utilties

00 = Idap_unbind(ld);
= Idap_open[*10.8.22.44%, 389);
[Established connection to 10.8.22.44.
Retrieving base DSA information...
[Result <0>: [null)
Matched DNs:
(Getting 1 entries:
>> Dn:
1> l;lllreanlme 3[1 8/2013 11:54:3 Arab Standard Time Arah Slandard Time;
1> sub S y: CN=A CN=5ch CN=Ci ion, DC=WIRELESS,DC=LOCAL;
1> dsServiceName: CN NTDS
[Settings,CN=1142-1SFC-¥01,CN=Servers,CN=Default-First-Site-Name,CN=Sites, CN=Configuration, DC=WIRELESS,DC=LOCAL;
3> namingContexts: DC=WIRELESS,DC=LOCAL; CN=Configuration, DC=WIRELESS,DC=LOCAL;
[CN=8chema,CN=Configuration,DC=WIRELESS,DC=LOCAL;
1> defaultNamingContext: DC=WIRELESS,DC=LOCAL;
1> sch NamingContext: CN=Sch CN=Confi ion,DC=WIRELESS,DC=LOCAL;
1> i ingContext: CN=Confi i “C WIRELESS,DC=LOCAL;
1> ruuanmamNammgCnnlExl DC=! WIRELESS DC=LOCAL;
23> supportedControl: 1.2.840.113556.1.4.319; 1.2.840.113556.1.4.801; 1.2.840.113556.1.4.473; 1.2.840.113556.1.4.528;

1.2.640.113556.1.4.417; 1.2.840.113556.1.4.619; 1.2.840.113556.1.4.841; 1.2.840. L1.4.) .2.840.113556.1.4.805;
1.2.840.113556.1.4.521; 1.2.840.113556.1.4.970; 1.2.840.113556.1.4.1338; 1.2.840. .1.4.. 1.2.840.113556.1.4.1339;
1.2.840.113556.1.4.1340; 1.2.840.113556.1.4.1413; 1.2.840.113556.1.4.1504;
[1.2.840.113556.1.4.1852; 1.2.840.113556.1.4.802; 1 23‘“]1]3555] d]ﬂ[l? 1.2.840.113556.1.4.1
z> supportedLDAPYersion: 3;
dLDAPP MaxPoolThreads; MaxD: Recv: MaxRecei E!uffu InllRechlmenuL MaxConnections;
MaxConnIdI:Tlme MaxPageSize; MaxQueryDuration; MaxTempT: ize; MaxR PerConn;

IMaxValRange;
1> highestCommittedUSN: 12449;
4> supportedSASLMechanisms: GSSAPI; GSS-SPNEGO; EXTERNAL; DIGEST-MD5;
1> dnsHostName: 1142-1ISFC-VD1.WIRELESS.LOCAL;
1> IdapServiceName: WIRELESS.LOCAL:1142-isfcv01S@WIRELESS.LOCAL;
1> serverName:
ICN=1142-ISFC-V01,CN=Servers, CN=Default-First-5ite-Name, CN=Sites, CN=Configuration, DC=WIRELESS,DC=L OCAL;
3> supportedCapabilities: 1.2.640.113556.1.4.800; 1.2.840.113556.1.4.1670; 1.2.640.113556.1.4.1791;
1> isSynchronized: TRUE;
1> isGlobalCatalogReady: TRUE;
1> domainFunctionality: 0 = [ DS_BEHAVIOR_WIN2000 J; i
“ | 1> forestFunctionality: 0 = (DS_BEHAVIOR_WIN2000 ); E
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userl Sied stseald BaseDN L ) (5T 5 tree Lasl ¢ view asWl e Joll o3
iU 5yell gl OU=wireless-users, DC=WIRELESS, DC-LOCAL s ¢ jus

=
Ch=user],
Ch=userZ.
L | i

42-1SFC-¥01.WIRELESS.LOCAI =WIRELESS,DC=LOCAL
Connection  Erowse Yiew Options  Utilities

(Getting 1 entries:
D> Dn:
1> currentTime: 3/18{2013 11:54:3 Arab Standard Time Arab Standard Time;
1> subsch Subentry: CN=Aggregate,CN=Sch CN=Configuration,DC=WIRELESS,DC=LOCAL;
=NTDS

1> dsServiceName: CN
[Settings, CN=1142-ISFC-V01,C| ervers,CN=Default-First-Site-Name,CN=Site s, CN=Configuration, DC=WIRELESS,DC=LOCAL;

3> namingContexts: DC=WIRELESS,DC=LOCAL; CN=Configuration,DC=WIRELESS,DC=LOCAL;
ICN=Schema,CN=Configuration,DC=WIRELESS,DC=LOCAL;

1> defaultNamingContext: DC=WIRELESS,DC=LOCAL;

1> sch Nami ontext: CN=Sch CN=Confi ion,DC=WIRELESS,DC=LOCAL;

1P ig i ingContext: CN=Config ion,DC=WIRELESS,DC=LOCAL;

1> rootDomainNamingContext: DC=WIRELESS,DC=LOCAL;

23> supportedControl: 1.2.840.113556.1.4.319; 1.2.840.113556.1.4.801; 1.2.640.113556.1.4.473; 1.2.840.113556.1.4.528;
1.2.840.113556.1.4.417; 1.2.840.113556.1.4.619; 1.2.840.113556.1.4.841; 1.2.840.113556.1.4.529; 1.2.840.113556.1.4.805;
1.2.840.113556.1.4.521; 1.2.840.113556.1.4.970; 1.2.840.113556.1.4.1338; 1.2.840.113556.1.4.474; 1.2.840.113556.1.4.1339;
1.2.840.113556.1.4.1340; 1.2.840.113556.1.4.1413; 2.16.840.1.113730.3.4.9; 2.16.840.1.113730.3.4.10; 1.2.840.113556.1.4.1504;
1.2.840.113556.1.4.1852; 1.2.840.113556.1.4.802; 1.2.840.113556.1.4.1907: 1.2.540.113556.1.4.1948;

2> supportedLDAPVersion: 3; 2;

12> supportedLDAPP es: MaxPoolThreads; MaxDatagramRe:
MaxConnldleTime: MaxPageSize: MaxQueryDuration; MaxTempTableSize;

1> highestCommittedUSN: 12449;

4> supportedSASLMechanisms: GSSAPI; GSS-SPNEGO; EXTERNAL; DIGEST-MD5;

1> dnsHostName: 1142-ISFC-Y01.WIRELESS.LOCAL;

1> IdapServiceName: WIRELESS.LOCAL:1142-isfcv01 S@WIRELESS.LOCAL;

1> serverName:
ICN=1142-ISFC-V01,CN=Servers,CN=Default-First-Site-Name, CN=Site s, CN=Configuration, DC=WIRELESS,DC=LOCAL;

3> supportedCapabilities: 1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670; 1.2.840.113556.1.4.1791;

1> isSynchronized: TRUE;

1> isGlobalCatalogReady: TRUE;

1> domainFunctionali [ DS_BEHAVIOR_WIN2000 J;

1> forestFunctionali [ DS_BEHAVIOR_WIN2000 J;

1> domainContrellerFunctionality: 2 = [ DS_BEHAYIOR_WIN2003 );

MaxReceiveBuffer; InitRecvTimeout: MaxConnections;
daxR ize; M ificationPerConn; MaxValRange;

[Expanding base '0U=wireless-users, DC=WIRELESS, DC=LOCAL"...

Result <32>: 0000208D: NameErr: DSID-03151EFD, problem 2001 [NO_OBJECT]. data 0, best match of:l ‘DC=WIRELESS,DC=LOCAL"I
Matched DNs: DC=WIRELESS,DC=LOCAL

(Getting 0 entries:

&Juﬁmjw.g\&;wwjaug,@ﬁm@&ﬁapjusem M\Jw&ﬂﬁw

userl

Connection Browse View Options  LUtilities

1.WIRELESS.LOCA . = I

Iz

=0

ireless-users, DC=WIRELESS, Di

Mo children
Ch=userz, Ol=wireless-users, DC=WIRELESS, DC=LOCAL Result <0>: [null)

CAL

CN-P CN=Schema,CN=Configuration, DC=WIRELESS,DC=LOCAL

Expanding base 'CN=userl,0U=wireless-users,DC=WIRELESS,DC=LOCAL"...

Matched DNs:
Getting 1 entries:
>> Dn: CN=userl,0U=wireless-users,DC=WIRELESS,DC=LOCAL
4> objectClass: top; person; organizationalPerson; user;
1> cn: userl;
1> givenName: userl;
1> distinguishedName: CN=userl,0U=wireless-users,DC=WIRELESS.DC=LOCAL;
1> instanceType: 0x4 = [ IT_WRITE )
1> whenCreated: 3/18/2013 10:40:38 Arab Standard Time Arab Standard Time;
1> whenChanged: 3/18/2013 11:7:40 Arab Standard Time Arab Standard Time:
1> displayName: userl;
1> uSNCreated: 12419;
1> uSNChanged: 12446;
1> name: userl;
1> objectGUID: 6ab23e2{-9c68-4{85-9264-e6bBe49ha354;
1> userAccountControl: 0x10200 = [ UF_NORMAL_ACCOUNT |
UF_DONT_EXPIRE_PASSWD |;
1> badPwdCount: 0;
1> codePage: 0;
1> countryCode: 0;
1> badPassword
1> lastLogoff: 0;
1> lastLogon: 0;
1> pwdLastSet: <ldp error <0x0>: cannot format time field;
1> primaryGrouplD: 513;
1> objectSid: 5-1-5-21-2893340686-282350782-2825461547-1105;
1> accountExpires: <Idp error <0x0>: cannot format time field;
1> logonCount: 0;
1> sAMAccountName: userl;
1> sAMAccountType: 805306368;
1> userPrincipalName: userl @WIRELESS.LOCAL:
1> objectCategory:
CN=Person,CN=5chema,CN=Configuration,DC=WIRELESS,DC=LOCAL;

e: 0;
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@l 5 User Base DN g2 s by Lo s LDAP 55y dlay ) aslad sda plomze JorSlslasl wie
5 User Attribute , OU=wireless-users, DC=WIRELESS, DC-LOCAL ,..,

Person (st ¢t s User Object Type 5 sAMAccountName gyt )

Configure WLC for LDAP Server
imiall Jo i s AD 2003 o @) ppedsand) ULy saelis abayd JorSdl Sle J OV Jazis
AAA > LDAP

'|||'l|l' Save Configuration Ping  Logout Refresh
CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security LDAP Servers New...
¥ AAA
General Server
= RADIUS Index Server Address Port Server State Bind
Auma”t‘.catmn 2 10.8.22.44 389 Enabled Anonymous [~ ]
Accounting
Fallback
» TACACS+
Local Net Users

LDP 50531 r Uies ol szl s s W) amieall W 25 New ¢

ecurity LDAP Servers > New < Back

Apply
L Server Index (Priority) 1w
General
= RADIUS Server IP Address 10.8.22.44
Authentication Port Number 280
Accounting
Fallback Simple Bind Anonymous v
P TACACS+ User Base DN DN OU=wireless-users, DC=WIRELESS, DC=LOCAL
LDAP
Local Net Users User Attribute SamAccountName
MAC Filtering User Ohject Type Person

Disabled Clients

User Login Policies Server Timeout 2 seconds
AP Policies Enable Server Status Enabled w
Local EAP
ASLS eblSs L) Js=uly o3 ¢ apply ¢
ILANs WLANs
WLANs Current Filter: None [Change Filter] [Clear Filter] Create New | IES
WLANs

Advanced

[] WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

1 WLAN MOE-students MOE-students Enabled Web-Auth

2z WLAN moe-manage manager Enabled WEF, Web-Auth

Budor 3l fons o3 o
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v WLANs

General | Security | QoS | Advanced |
WLANs
»

Advanced Profile Name web
Type Guest LAN
SsID web
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None w

Egress Interface student-interfaces v

Lozl dmiall @ 83l oL ) ¢ layer 3 gl ¢ security Cusdl e s &

- PRERES | General I Security | QoS | Advanced ‘
WLANs

» Advanced Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security |None w

Web Policy Z

® authentication

) passthrough

O Conditional Web Redirect
() splash Page Web Redirect

Preauthentication ACL None v

Ower-ride Global Config Enable

Web Auth type Internal

Ui oldad U 2al) ULy il & AAA Servers ol cogdl e o)

i WLANs | General | Security | QoS | Advanced |
WLANs

» Advanced Layer 2 Layer 3 AAA Servers ‘

Radius Servers

LDAP Servers
Authentication Servers Accounting Servers

Server 1 |IP:10.8.22.44, Port:389 w
[ Enabled [ Enabled

Server 2 | None |
Server 1  None

v
None Server 3 None hd
Server 2 None None
Server 3 None None

Local EAP Authentication

Local EAP Authentication [ |Enabled

Authentication priority order for
web-auth user

Not Used [Oorder Used For Authentigation
RADIUS = LDAP Up
LOCAL
= Down
<

Ll & jlem sf Ide a3l e Jpeall slinio L uSTs Les 5 apply Je brall clhes 4
s 5 http://1.1.1.1/login html oisll U Gisbn il amio f e Jpmdll 3 5 SLY
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http://1.1.1.1/login.html

el 5als AL Sl ol (b puaidall

B g dmiall sda glana 5 JarSl slael By wie OIIL) oliny U Virtual Interface Address

ad 2003 (3 stlssl () 350l 5 oY1 Jl3Y Lackay Jloiazs

Q0 A6 L,he B SEd oo
Login :.|||5||:I4;|

Walceme o the Clico wirelesd nabaark

et i peariaad 10 1B IR PR BE G LAR WiRSIns s
7 WA A PRRBE bR N0 0 (R IR S BEACE 1) wTk

L Hrns sl
Frsneand [sarnrnnn

Web Authentication (e 3 &b L~y

A https:#1.1.1.1 - Logout - Micros. .. [
File  Edit  Wiew Fawvorites Tools  Help :%',"

Hd0

Web Authentication

Login Successiul |

S Each

¥ou can now use all regular network services
aver the wirele=z netwoark.

Flease retain this small logout windaw in arder
1o logoffwhen done. Mote that you can always
uze the following URL to retrieve this page:
hitp=ai 1.1 1ilogout himl

Ejoar B P omterret
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RADIUS SLY el JyS L%
./ JWAN \’

RADIUS server

g Ve

i 000000 |
LDAP server ~Wireless LAN \._ . CiscoAironet
(optional) P controller \\lzlghtwelght Access Point
& &
Q00000 000 |,
L O Q
Y ) &N A
pe CA Y 5
o Q. fo)
S ,/7;;"_
& & L/
T =T

RADIUS s gdsll ol jipe Jons OF adazs {01 a4 3L
Sy LOCAl EAP S g 5 Ll 3858 o aiiy JoiiSUl e Jagt Al Badot S S o5 Lin
5 Laf RADIUS 3ne L te ablol 20158 0555 Of 2otk sds oz g 2501 2Kl 1 335
il 3 Yeie RADIUS e 057131 ery ) Local EAP b 134
JoiSI s s e A ¥ 5enT 2l 3585 wderes o Local EAP ale 50l 3780 06 U sLoY
St JorS e Wil ods F wlarey ¥ g Lo a4
BLo g deddl oda Ead ¢ g aim by 4T ased) aley JouSUl ST 3 iomy Beoldl 0ln OB Lol
PEAP MSCHAPv2 (Microsoft Challenge Lol ¢ 4.2 i) Saad s I3 U Sl
Jis oSl 1Ll ¢ 5 el ¢ s PEAP GTC yHandshake Authentication Protocol,
timeout

Local EAPs1us)
A gy Ll Security>Local EAP>Profiles aiall e j=sf
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Save Configuration  Ping  Logowt Refresh

atfuan]ns

CISCO MONITOR WLANs CONTROLLER V S5  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Local EAP Profiles New... | Apply |

b AAA
v L | EAP Profile Name LEAP EAP-FAST EAP-TLS PEAF

Genaral
Profiles
EAP-FAST Parameters
Authentication Priority

Priority Order
Certificate
Access Control Lists

* v v

Wireless Protection
Policies

‘Web Auth
Advanced

*

Applylers) ¢ Llgsdl ot 51

Saye Configuration  Ping  Logout Refresh

HELP FEEDBACK
Security Local EAP Profiles > New < Back Apply
LA Profile Name USars
+ Local EAP

Genaral

Profiles

EAP-FAST Parameters
Authentication Priority

Priority Order
Certificate

*

Access Control Lists

-

» Wireless Protection
licies

-

Web Auth
Advanced

-

ApplyLssl ¢ PEAP s LEAP fa st sl g5 ) ¢

'l' 'l' Save Configuration Ping Logout Refresh
" " [
MONITOR  WLANs CONTRO t  WIRELESS SECURITY MAMAGEMEN COMMANDS LP FEEDBACK
MONITOR WLAN CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDEACK
Security Local EAP Profiles New... | Apply |
b AAA
v L | EAP Profile Name LEAP EAP-FAST EAP-TLS PEAP
General users &l cll & & -
Profiles

EAP-FAST Parameters
Authentication Prionty

¥ Priority Order
k Certificate
b Access Control Lists

Wireless Protection
Policies

F Web Auth
b Advanced

CNsSTep 2 5 bl e Leasion Il VSl Jo 5aldl o3 amiiall ods ol - Users Je Laas!
Jls & 03, CCNP Wireless o g5l 5058 3 el Lede Bz
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' '. ." Saye Configuration Ping
L] L L]
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security Local EAP Profiles >
Edit <Back | Apply |
b AAA
v Local EAP Profile Name users
General x
Profiles LEAP v
EAP-FAST Parameters EAP-FAST )
Authentication Prionty
EAP-TLS vl
» Priority Order y
P v
» Certificate cAp : .
Local Certificate [ Enabled
» Access Control Lists Required ‘ 2 G 1=l

Chient Certificate

v
, Wireless Protection Required — /. Vendor

» Web Auth Check against CA
certificates A V! enabled
» Advanced }/;er;fty 'u;:em cate CN ) enabled
Check Certificate Date 3
Validity V! Enabled

Ja) Security > Local EAP > EAP-FAST Parameters i-iv e el o3 s ey
i) ods b s EAP-FAST wislas)

il |1 1] I I Saye Configuration Ping Logout Refresh
CIsCo MONITOR  WlLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMAMDS HELP FEEDBACK
Security EAP-FAST Method Parameters Apply
F ARA Server ey (in hex) TTT ]

v Local EAP Confirm Server Key T

General
Profilas Time ta live for the PAC 10 days
EAR-FAST Paramebers
Rusthantiention Priceiy Autherity 10 (in hex) 436973636f
¥ Priority Order Autharity 1D Infarmation Ciseo A-1D
b Certificate Anonymaous Provision ¥ Enabled

¢ Access Control Lists

Wireless Protection
Policies

b Web Auth
¢ Advanced

OsG of WY g paadll B g sl (3 pdsieew U #ill aServer Key (in hexadecimaly -
A-F39-0 ae ol sl

p5 1000 U1 T e 3w o 5 plad) Vi finiss =5add 3l Time to Live for the PAC :
23 AmS ie i o3y 9 B 32 aoy mewAuthority ID (in hexadecimaly :

szl CaysAuthority ID Information :
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"S . % S w . w JA-G
Giae ) 82N s Lae (3 10 Security > AAA > Local Net User PENIERU
Sreed) a0 gle

Security Local Net Users New... |
v AAA
General
» RADIUS Items 0 to 0 of 0

Authentication
Accounting
Faliback
» TACACS+
LDAP
MAC Filtering
Disabled Clients
User Login Policies
AP Policies

User Name WLAN Profile Guest User Role Description

L pdsiions fax) NEW Lssl

Save Configuration  Ping Logout Refresh

LANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Local Net Users > New <Back | Apply |
User Name nader
Password senee
Confirm Password senne
Gues. et :I -__—____-—-—*
A

WLAN Profile Any WLAN - MOE-students

. ——— moe-manage
Description Manager waals ;)

Save Configuration BFing Logout Refres

HMONITOR  WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP EEEDBALC

Security Local Net Users Hew...
* AAA
Genera
» RADIUS Items 1 o2 of 2

Authentication

Fallback

-~ Guest

» TACACS+ User Name WLAN Profile User Role Descriplion
LDAP
Local Met Users nadar Any WLAN Ne N/A Manager
MAC Filtering Sar Any WLAN Yes guest only

Cusabled Clients
Ugér Lagin Palicias
AP Policies

= Local EAP

Security > Local EAP > aiz)l o Local EAP a0yl tuses $U3 any psiies
Microsoft a2y = «f V) 3d5 jppw Ll s LDAP ol LleAuthentication Priority
Active Directory
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Priority Order> Local-Auth Only LDAP is used

User Credentials

weaL | [ma] |woae Eue

LDAP is used only if the local |pyiority Order > Local-Auth
list does not contain the user

User Credentials

(2] mem - [Lupd)

LDAP

fesed | | [Dowa]

s Advanced £ Security syl o0 ¢ WLANS>Edit amial o 35530 1is Jonity piin S5 dny
NS wn el 5 aisdl g9

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

WLANS > Edit <Back | Apply |

General | Security | QoS | Advanced |
| Layer2 | Layer3 | AAAServers

Radius Servers LDAP Server: . |
Authentication Servers Accounting Servers Server N
- - 1
] Enabled "] Enabled
Server 1 | None - None - gerugr N
Server 2  None - None - Server N
Server 3 None ~ None - &

Local EAP Authentication
Local EAP Authentication [Vgnabled

m

EAP Profile Name USETS w

uthentication priority order for
web-auth user

Not Used Order Used For Authentication =
LDAP 2 > LOCAL
RADIUS j—
L) : i 3

67



el 5als AL Sl ol (b puaidall

MAC Address Filtering

MAC Address Filtering

MAC Address Filter List
Enter MAC Address in this format x00000mx

MAC Address 1-20 &

MAC 01: 00-09-6F-57-01-62 MAC 11:

MAC 02: 45-89-31-B1-5C-22 | MAC 12 10-8A-41-2E-AD-75

MAC 03: MAC 13:

56> Y sl 2 Data Link i) aadadte o« leol 5 Gl asl o it aadel) (3 asd) el pomg
12 0 0585 5 6] S5 Y pslie o 5 Media Access Control address /MAC address
oo bl s e s FUA 0 O 59 10 e pBT s ey e e e s O
01-23-45-67-89-J2s — 4 Lo Joty ologez e o0 11 X, sHexadecimal
ab 0123.4567.89 La clesaz &M 0 Olgiall 0085 Em 0 plla Sla 5 ab, 01:23:45:67:89:ab

Ld) 5 B e T Ol 0555 JIs= Y1 IS 2

< 6 bytes >
offset: 1 2 3 4 5 G

Bhiyte |stbyte | athbyte | 3rdbyte | 2ndbyte | 1stbyte _

3 @

O | 1stoctel |2ndoctet | 3rdoctet | athoetet | Sthoetet | Gthoctet | B

28 28

w w

Q or Q

% -——— I byles ———p———— 3 byles ——— g.

Q Q

a Organisational\é Unique Network Interface Gontroller | £

= Identifier (OUI) (NIC) Specific =

8 bits \

b
|m|u2|h3|u4|u5|hs|u?|hs|

0: unicast
1: multicast

0: globally unique (OUI enforced)
1: locally administered
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AL Ll wig paidall

L 3 e 9 Wl (gt Jo BYL) S5 Y 5 320 8

Clans s 25-06-00 , 1

.x.,ggs.ld‘(._éji\}‘\i«é Wg\%\jqudﬁMACO\y&jQzJﬁj

Lig> jara? oy o S 0 oS 3535

Woot sty o ¥ sl i 8l 3561 356 3 Lol 280l Al @ audaned a3 sl 0 OY
Olgaall 1 @ ms oo Vol 1Y U s MAC Address Filtering  ale sl Lo sn 5 22U

Rogue a=al se>Y1 el gy WCS e 06 a8l S 8 alisizal J- (3 Wl G b sus Lyl

IS Sl 2sls (3 JsmaS of 620 g ST ilS shgun 254540 Lenygling

Wireless Control System

tor * Reports -

Alarms (edit view)

Failure Object

[] severity

-
-
Rogue AP
00:0b:85:81:04:80

- Roaque AP
Dl]D:lé:Qc:dB:eﬁ:?F
Rogue AP
00:16:9c:48:e6:7b
D
D
Rogue AP
00:16:9¢c:48:e6:7d
s Rogue AP
I:|I)D:J_S:n::?‘:c‘na:f-"Z:.z'e

e Rogue AP
DIJD:lE:c?:aa:?2:-5d
D Rogue AP

00:0b:85:81:04:21

Rogue AP
00:15:c7:aai72:ac

Rogue AP
00:0b:85:5e:3b:e0

Rogue AP
00:16:9c:48:e6:7e

Rogue AP
00:0b:85:80:f6:c1

Configure «

Location »

Owner Date/Time &

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4411/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:03:18 AM

4/11/08
9:12:53 AM

Administration «

Usernare: root | Logout

Tools + Help »

-- Select a cornmand -- |ll GO
-- Select a command --

Message

with SSID 'guestne... |Clear

. Acknowledge
Rogue AP '00:0b:85:5 Unacknowledge

with SSID ‘wlan12'...

Rogue AP '00:0b:85:8 Ernail Notification
Severity Configuration

with SSID 'wland1'...

Assign to me
Unassign

Rogue AP '00:15;c7;a{Delete

Refresh | Print Wiew

Rogue AP '00:16:9c:48:e6: 7
with SSID " is de...

Rogue AP '00:16:9c:48:e6:7b'
with SSID " is de...

Rogue AP '00:16:9c:48:e6:7e’
with SSID " is de...

Rogue AP '00:0b:35:80:f6:c1’
with S5ID 'openil’..,

Rogue AP '00:16:9c:48:e6:7d"
with SSID " is de...

Rogue AP '00:15:c7:3a:72: 3¢’
with SSID " is de...

Rogue AP '00:15:c7:8a:72:ad"
with SSID " is de...

Rogue AP '00:0b:85:81:04:21"
with SSID 'opend2’...

Mo

Mo

Mo

Mo

Mo

Mo

Mo

Mo
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AL Ll L;wig paidall

1S sl ) asla (3 of

wthaln [M-mhm--u-i’

L T 10 (ST ﬂ

Cisco

Wireless Control

Outdoor View : San Jose

[+ [
- Nk = paes: = Ciacn = CaMdoor View
lone Se i =1 @ stn may e delaved up b 15 minutes or rore depanding on backgreund polling irterual
W Access Poirts » tn
P 4y AF Heatrnaps > B S Noow=] B 6 94 5 NG R Fefrestu[S min =
= AF Mesh Infa ¥
r '2; e _ e (] i 150 ED [ [0 330 4 |es
=
r @ on Ragions
ri
o i
=) .)’;(. Chakepaints I '@@I
C & wifi Tooa Recsivers =t
) AP 'mesh-45-rapl”
(oo senn | - =
P Irfa esh | Backhaul | fccess
= AL Adiress on:0k:
i AT Madel AP1E00
Controller 1721928 145
Lacation 10244
AP Height 300 fest
= AP Up Time S4d10h 55mas s
Lwapp Up Tine 33d1ah 12mas s @I
Eun Ping Test
% indoor-mesh-45-r
Load Status = .

Advanced Ju il 3 IP ls o codl Gl il U3 5 5e V) sl aal (o2l iy b 2l

MAC ste 5 Lol 0L o S LYl Ses @ sV 1) §peall olas U1 5 TP Scanner

Lersnad OIS ¢ 8 dwold

pu
E Advanced IP Scanner

File Actions Settings View Help

192.168.2.0-192.168.2.255

Results Favorites

o] )[m 2 g 0@ e

(Nader Elmansi

Status Name P Manufacturer MAC address il
\E Corel-3500yl-24G 192.168.2.255 Intel Corporate 00:1F:3CTEAL22
3 @ Corel-3500y1-24G 192168.2.254 ProCurve Networking by HP 00:26:F1:51:40:00
3 \E 5RHB53) 192.168.2.200 Intel Corporate 00:1F:3C:TE:AL:22 E
3 \E 102168.2128 102168.2.128 Netgear 00:24:B2:5B:85:1C
@ KEENMY 192168.2.119 AzureWave Technologies, Inc. 00:22:43:9210:C4
\E 192168.2112 192168.2.112 Samsung Electronics Co, Ltd F&:D0 D7
\E Jays-TOSH 192168.2.89 Liteen Techneolegy Corporation 9C:BT:0D:D6:2E:F6
@ 192.168.2.74 192.168.2.74 Hon Hai Precision Ind. Co., Ltd. 00:1F:E1:66:3C:C5
\E 192.168.2.61 192168.2.61 Huawei Technologies Co., Ltd C8:01:5E:30:2R A1
\E 192168.2.506 192168.2.56 38:AASCCHIELF
@ 192168.2.35 192168.2.35 Murata Manufacturing Ce., Ltd.  00:37:60:C3:E7:66
@ 192168.217 192168.2.17 Netgear 00:24:B2:5B:85:60
\E 192168.215 192168.2.15 Netgear 00:24:B2:5B:85:9E
@ JOY-pC 192168.2.180 Hon Hai Precision Ind. Co,, Ltd. 88:9F:FA93:91:70 -

14 alive, 20 dead, 222 unknown

A &) alal) BLoL o3 @ ey o gy SV 5] ks e ) anie 45 ) )1 (3 e

D-Link Access point s lelas gl sda 5 Lem
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The HAC (Meda Access Controler) Address fiter 0ption & wsed to control network access

basad on the MAC Address of the network adapter. A MAC address s a ungue ID assgnad by
the manufacturer of the network adaoter. Ths feature can be configured to ALLOW or DENY
network/Intemat access.

[ Sevesetsgs | [ DontSeesemsngs |

Configure MAC FiRerng below

Turn MAC Fifterng O and ALLOW computers Isted 0 access the nethork »
MAC Address

00022951495 (s<]

00-13ce 05250

00-0e-35-57-18-3¢ <)

Clearing an Entry:
CLE

et ESLW S A G Ln g hlem e Comst OF VI oty ¥ 13,00 gy oSV 0B (55 LS

e 6T ol e S T eSSl Olgiall 0 shsn Do 2500 Com 25556 253 OF bty U1 580l

S Ol &) 5 38 2oy oz Sy

£ S e oz Lois Raduis pliscal cpsliall sda 37l (6550 b plitszal L3800 Jg Sl ilagmy

2da dlg SUI i g §5all 3 0395l Security > AAA > MAC Filtering  iiall oz

Security > AAA > Mac Filtering

MAC Filtering

RADIUS Compatibility Mode

Cisco A0S [w]

MAC Cralirniter

| Mo Crelimter [i”

MAC Filters = New

MaC address |DIJ:EIB:BS:?2:IB:III

Profile Name

Description |.'Ina'5 laptop

management =

Interface Namea

Colan
Hyphen
Single Hyphen

&5 LS Ol IS Loy oy WS mn a5 &) cpsliall Jlssy New e laras ¢
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: l| (ot l e Saxs Configaretior 2irg  Logout  Rsfresh
Cisco MONITOS  WLANs CONTROLLER  WIRELESS [ MANAGEMENT  COMMARDS  HEL®
Security MAC Filters > New < Back | Apply |
v AAA MAC Address
Senera
. RADIUS ———
gbankisabon ProfllaName Ay VILAN W
Acountng
¥ TACACSH Dascrption
DAP
Local Net Users
MAC Fikesng Interface Namn
Sisalisd Clients 8
_ser Login Policss o~
4P Policas &

S5 LS sliall ULy susls L) OV

CMENT  COMMA
Security MAC Filtering _ Apply | New.. |
-
D RACIVS r= — ([ W2 Radias Acoiss ReQait mith Mae Ashertcation dasssord € chort's
Sunkral Conciibite [ Sees ACS 9 MAC address.)
v RALIS Mode = i
Auatiein gL [%c Delmime ¥
Local MAC Filters Fotrees 1 -4 of 4
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