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Open Network and Sharing Center ,ts

T2 TS S S0

e e B

Troubleshoot problems

B i

PN

Open Netwagsk and Sharing Center
il 3

s

—,

U‘ I:‘_: » Control Panel » All Control PanelItems » Network and Sharing Center

Edit View Tools Help

Control Panel Home . . . . !
View your basic network information and set up connj}

Manage wireless networks &A - :”l?
— & [f 5

Ch dapter setti
ange adapter settings o TALBET 3aboko

Change advanced sharing {This computer)
settings - =
View your active networks

3abcko
11 » Home network

Change your networking settings

ﬁ. Set up a3 new conpgecticn or network
Setup a wireless,{r_%adband, dial-up, ad hoc, or VPN connes|

Connect to 2 network

Connect or reconnect to a wireless, wired, dial-up, or VPN n

Choose homegroup and sharing options

Access files and printers located on other network computel

Troubleshoot problems
Diagnose and repair network problems, or get troubleshootir|




www.sharara.org

Connect to the Internet

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet)|

"y Set up a new network
<«ag., Configurea n% router or access point.

"4 Manually connect to a wireless network
«a@, Connectto a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

#= Setup a dial-up connection
m® Connect to the Internet using a dial-up connection.

v 0SB 15w llay Wizard J1 33 & jledl e Mad S il s o

Set up a new connection anyway L=

& ® Comeattothelntemet

You are already connected to the Internet

< Browse the Internet now

2 Setup a new coffgection anyway
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Dial Up , b

How do you want to connect?

Wireless

Connect using a wireless router or a wireless network.

Broadband (PPPoE)

Connect using DSL or cable that requires a user name and password.

=P

ZQ Dial-up

Connect usinw dial-up modem or ISDN.

Help me choose

e ST JaY glow ¥ pan (B .. Sl (3 Gahand! plladl Cus Dlslaed ! Laliss

o Al g pustius el U Vg doasd! puies olBdl o3 1

Type the information from your Internet service provider (ISP)

Dial-up phone number: [Phone number your ISP gave you]

User name: [Name your ISP gave you]

Password: [Password your ISP gave you]

Show characters
Remember this password

Connection name: Dial-up Connection

@ Allow other people t&bse this connection

This option allows anyone with access to this computer to use this connection.

I1don't have an ISP

Connect J[ Cancel ]

21
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oSl 3930 pdy U

Type the information from your Internet service provider (ISP)

Dial-up phone number: | 07777777 I . Dialing Rules

User name; [Name your ISP gave you]

Password: [Password your ISP gave you]

Show characters
Remember this password

Connection name: Dial-up Connection

@ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Idon't have an ISP

[ Connect ][

Type the information from your Internet service provider (ISP)

Dial-up phone number: 07777777 Dialing Rules

User name: [Name your ISP gave you]

Password: [Password your ISP gave you]

Show characters
Remember this password

Connection name: Dial-up Connection

@ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Idon't have an ISP

W Cancel

22
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% Connectto thelntemet

Connecting to Dial-up Connection...

A

Dialing 07777777...

» Control Panel » Network and Internet » Network Connections »

Tools Advanced Help

Start this connection Rename this connection Delete this connection Change set

etooth Network Connection Dial-up Connection

connected =5 Discannected
ctooth Device (Personal Area ... o HfJﬁ]i C§ne(t
- Status

W8 |(R) Wireless WiFi Link 4965AG Cancel as Default Connection
Create Copy

Create Shortcut

Delete

Rename

Properties
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~ Connecting to Dial-up Connection...
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el Sl o Ll Lsaiy ISDN Jbg

'57“.2',/‘5‘;‘..’ -

3l Olg SULT S5 e 1o 0 8508 g wlowdl INWYT Of (e Sl o ;i
Boliu! e 8,1 i 8,8 68 oy ks 1 Y1 llgind ¥ gl iy Aol
digital 48, Jlanalog Lal1 w0 SLLI a5 51k e SNV 0dd OLlCo! oy

Sl T oy, Daall dnd qo i Jf iz SO BYT o DL S sty Lo

S s it g Jaid L il gourstind = o) 128 Kbps JI i 4 g ULy S
o> o nad A1y 5 pustiud j0d5 64 Kbps die (5950 b IS (osabas 91 ) (i3

DY 45 W1 BLAIN g 8B oy S Wyl (e S ol S YT (e Jg-ll
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Internet Protocol Version 4 (TCP/IPv4) Properties (2 3o
4 | n)  m—":

o —

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 .

Subnet mask: 255 . 255 .

Default gateway: 192 . 163 .

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 192 . 188 .

Alternate DNS server: 8 . 8

Validate settings upon exit
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Alternate DNS server: RS R e
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[7] validate settings upon exit & wv@
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| IP Settings | DNS | WINS |

DNS server addresses, in order of use:

192.168.2.1
8.8.8.8

s

| Add.. || Edt. || Remove |

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:

@ Append primary and connection spedific DNS suffixes
Append parent suffixes of the primary DNS suffix
() Append these DNS suffixes (in order):

Add... || Edt. || Remove |

DNS suffix for this connection:

Register this connection's addresses in DNS
Use this connection's DNS suffix in DNS registration

S 30 1 s O o] p0 o o (S9t yudit WU Sl ¥ 5ol L[ Lo g i bando

Wl Lldlio o §9/a) v dolt/Scope JI auasii wo DHCP J/
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£ v < B v = @ v Pagev Safety~| Tools:

Diagnose Connection Problems..,

=Bl

Reopen Last Browsing Session

Pop-up Blocker

Bl O

) Manage Add-ons
@ InPrivate

& without storing data about your b Work Offline

&

Compatibility View

) s ! Compatibility View Settings
lte Browsing window
) Full Screen

) Toolbars
lerator ~ Explorer Bars

ice with text that you've copied fri
Developer Tools

Suggested Sites

Internet Options )

Connections s

To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Remove... |

Choose Settings if you need to configure a proxy ‘ Settings |
server for a connection, —

(@) Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection

Current None ‘ Set default ‘

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections,
Choose Settings above for dial-up settings.
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|| Local Area Network (LAN) Settings. \ ‘

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
Use automatic configuration saipt
Address '

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address:  192.168.3.2 Port: 6588 Advanced

s

Bypass proxy server for local addresses
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Network and Sharing Center ,liztig & LgisT e -y hols”

En[: Network and Sharing Center

OO "-g-" ~ Control Panel ~ Network and Internet ~ Network and Sharing Center

Control Panel Home View your basic network information and set up cc

Chanae adaj e &( IE=—————x &l
Change advanced sharing settings WIN-QOVOVS50409 Multiple ngtwo !
(This computer)

View your active networks

Network 2
Public network

Unidentified network

blic network
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éov@ ~ Control Panel ~ Network and Internet ~ Network Connections ~ ~ K23 [ search Network

Organize v  Disable this network device  Diagnose this connection ~ Rename this connection  »

-~ ! Local Area Connection
— Unidentified network Ne 2
@7 Intel(R) PRO/1000 MT Network Conn... L ) PRO/1000 MT Network Conn...

Red
JUAusy)
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&

Properties Lty (&1 cpos Shals” o

!B_ Network Connections

SOV [£7"~ Control Panel ~ Network and Internet ~ Network Connections ~ v K23 [searche

Organize v  Disable this network device  Diagnose this connection ~ Rename this connection  »

e | green
»  Unidentified network

@7 Intel(R) PRO/1000 MT Network Conn...

Create Shortcut
W Delete
@ Rename

ﬁ Network Connections

mv [+ control Panel ~ Network and Internet ~ Network Connections ~

red Properties |

Networking | Sharing |
Connect using:
I@ Intel(R) PRO/1000 MT Network Connection

1/1000 MT Network Conn...

This connection uses the following items:

% Client for Microsoft Networks

481 Q0 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

-4 Intemet Protocol Version 6 (TCP/IPv6)

B Intemet Protocol Versian 4 (TCP/IPv4)

-a. Link-Layer Topology DtSovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder

Wrimstall

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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9 ¥9lYl 2 8! 9 Default gateway JI romiw  JWLg S YL ol Red O, 1

Google DNS pustiu! &5 O ps ! O (V!

e 2o 3930 o0 ol Real IP b gl el S Y1 dous e sl sloed! e

W Aol ol O] (55 §STg Cuz B,1 ISP I Jag jw Lasl (g dofursein|

r-
| | General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 100, 0 00 o2

Subnet mask: 255.255.255. 0

Default gateway: 1005 0 000 &1

Obtain DNS server address automatically
1@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

A 11 ATEIL o1 O, BT 4 sguaiiolly Green g 31 O IO duowd axi (Y 1g
AT 836> Aousdl m595 098 Jamadly

!'B_ Network Connections

%vl@ ~ Control Panel ~ kand

Organize v  Disable this network device  Diagnose this connection  Rename this connection  »

"~ red
~ Network 2

" &7 Intel(R) PRO/1000 MT Network Conn...
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sl Glide S WS I g wiiko of Internal of Green

!E_' Network Connections

mv@-wm-mmmmwmtvmmv leSearch ]

-
| red
_ Network 2
1000 MT Network Conn... W Intel(R) PRO/1000 MT Network Conn...

I

i hetwork administrator
I shttmd

A 1
(7) Obtain an IP address automatically
@ Use the following IP address:

IP address:
Subnet mask: 255 , 255, 255 .

Default gateway: 192 .168 . 2 .

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

gl OY © Green Ui,lG ol Gateway J1 of DNS JI 3 (588 i 3f yilo : da>o

03y
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WS olide sl e S ¥l Oy

w)&&si‘;%ﬁ" yow Uasdl g8 yle i ald! Hu3Y Ui Cdas ol

2l 65 5,1 3uis UgSisS - - Windows Internet Explorer

AN das>o 10 i

Jas aclgh 58 Usg JBlo AL Certificates zuzo Ol dmio 58 Cblgillg dludl sy 2 doll jgaugll

Installation JI' _8 T a1 g cpl> Ll ous”

TMG JI Cike e <™ fils

TMG_ENU_SE_
EVAL_AMDG4
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slasy! e 4algel

@ user Account Control

Do you want to allow the following program to make changes to this
s/ computer?

Programname:  Microsoft Forefront Threat Management Gateway
V Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

| show detais No |

m Change when these notifications appear

e T T

:‘.
|
{
)
I
)
]
1
1
1
1
1
1
|
)
!
|
|
|
|
|
|
|
1
|
|
!
)
!
|
!
!
1
f
|
)
[

Welcome to the InstallShield Wizard
for Microsoft Forefront Threat
Management Gateway

The InstallShield Wizard(TM) will help install Microsoft
Forefront Threat Management Gateway on your computer.
To continue, dick Next.

i e o e .

AT AT

AP

— -~

R e Ny

————— =

G 3- b
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Reading

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install Microsoft
Forefront Threat Management Gateway on your computer. This may take a few
moments.

Reading contents of package...

B

Instalishield

= Back I fiext > I Cancel

Extracting Files
The contents of this package are being extracted.

Please wait while the InstaliShield Wizard extracts the files needed to install Microsoft
Forefront Threat Management Gateway on your computer. This may take a few

e -

Instalishield

= Back l fext = I
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Extracting 433 Glxog

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install Microsoft
Forefront Threat Management Gateway on your computer. This may take a few
moments.

Extracting forefrontexchangesetup.exe...

|

Extracting

Instalishield

Extracting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install Microsoft
Forefront Threat Management Gateway on your computer. This may take a few
moments.

Extracting SQLExpress20085P 1.exe...

Instalishield

< Back I Next > I Cancel
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Extracting Files
The contents of this package are being extracted.

www.sharara.org

Please wait while the InstallShield Wizard extracts the files needed to install Microsoft
Forefront Threat Management Gateway on your computer. This may take a few

moments.

s

Instalishield

< Back l Mexk > I Cancel

2tront 1 MG

~ Computer ~ Local Disk (C:) v Microsoft Forefront TMG ~

dudeinlibrary v  Sharewith v  New folder

Name *

IDahemodﬁed

| autorunfiles
. dient

4 FPC

E autorun
m autorun

£ | autorun

5 License

M splash

1/15/2012 12:40 AM
1/15/2012 12:40 AM
1/15/2012 12:41 AM
10/14/2009 12:27 AM
9/8/2009 1:16 PM
9/8/2009 1:16 PM
10/20/2009 4:13 PM
10/14/2009 12:27 AM
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00 (w0 (ST 193 pure Wl By TMG JI Slllaie iy oy gl jLais-bs gy
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Run Preparation Tool ,ts




F

F

orefront TMG Preparation Tool

Welcome to the Preparation Tool for Microsoft
Forefront Threat Management Gateway (TMG)

This tool verifies that all features required by Forefront TMG are installed and configured on
the computer. Depending on your deployment selection, some or all of these features will be
installed, Intemet connectivity may be required:

*Windows Roles and Features

When preparation completes, a computer restart may be required.

oy —
orefront TMG Preparation Tool

License Agreement .
This solution requires that you install each of the following software features and agree to their license terms.
Please review the license tems.

www.sharara.org

Next o

MICROSOFT SOFTWARE LICENSE TERMS

Below are two sets of License Terms that cover three different Microsoft products. The products
covered by these license terms are:

LICENSE 1
Microsoft Chart Controls for Microsoft NET Framew

LICENSE 2
Microsoft Windows Installer 4.5
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Ol it bty desfita
R
g ool dg19g gl pdl 38 INS (0 Olall il ol (> ol F -
TMG 3 oy o1 L1
TMG Server §,15] 4>6Y doistiunw (SN )L ging Ladd TMG &,lal 4>y —
Al oo (g,

1 68, 6k G9Sem 008 Wl 6 e

Sl (e SIS 55 2 08, )Ll podis 31 jla oo 8l 8,15 i Lo U1 1315

S
Next g Jo¥! ,Lad! i

Installation Type
Select the Forefront TMG installation type for the computer.

orefront TMG services and Management
- Forefront TMG services and features will be installed

i emanagementconsolewill =
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Forefront TMG Preparation Tool

Preparing System

Please wait while the Preparation Tool downloads, installs and configures the required features.

www.sharara.org

Checking prerequisites are installed on this compuiter...

Started 12:42:47 AM, running for 0:00:02

Checking,

ezt >

| o] v

P74 R

Forefront TMG Preparation Tool : 7“

Preparing System

Please wait while the Preparation Tool downloads. installs and configures the required features.

[

Started 12:43:05 AM, running for 0:00:13

Configuring

s

< Back I Next>

(= e
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Lilgig WL U o8 TMG alos] gllxo T Finish g

| |Forefront TMG Preparation Tool

Preparation Complete

All prerequisite features are installed and configured.

* Windows Roles and Features {installed successfully)

Finis|

unch Forefront TMG Installation Wizard

Sailogi  Silogd Tohsiw o 31T g AL Ayl

Run Installation ,Lis! dboluw clowd joud! 8 Lo dudions 555 alg b o 0319
Wizard

Before You Start
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@ User Account Control _)_(_I

Do you want to allow the following program to make changes to this
computer?

E Program name:  Microsoft Forefront Threat Management Gateway
- English

Verified publisher: Microsoft Corporation

File origin: Hard drive on this computer

s YOS e | [

Change when these notifications appear

1A po LI Al podl g0 Jols 21 Tug
Core Components
Microsoft Forefront TMG Installation Wizard

: h The Installation Wizard is progressing as follows:

P Core Components (Estimated Time: 5 minutes)

Additional Components (Estimated Time: 12 minutes)

System Initialization (Estimated Time: 2 minutes)
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i Forefront TMG Standard Installation Wizard

Welcome to the Installation Wizard for
Forefront TMG Standard

This wizard will install Forefront TMG on your computer.
WARNING: This program is protected by copyright law and

To continue, dick Next.

O 20

L FTULE
LA VG IR AT

{5 Forefront TMG Standard Installation Wizard
License Agreement
Please read the following license agreement carefully.

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS

MICROSOFT FOREFRONT THREAT MANAGEMENT GATEWAY 2010
STANDARD AND ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the evaluation software named
above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

E-|

PR OO |
15 not accept the terms in the license agreement

Cancel |

< Back Next >

www.sharara.org

Next
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{i Forefront TMG Standard Installation Wizard

Customer Information
Please enter your customer details.

www.sharara.org

Next g U el

Product Serial Number:
IYVTPZ _HFYKVQ HBBG47 HMF66Q |-|2G4WP |

i‘.‘? Forefront TMG Standard Installation Wizard
Installation Path
You can change the installation path, or dick Next to accept the default path.

Installation path for Forefront TMG:

~.\p

\Program Files\Microsoft Foefront Threat Management Gateway

SRR IR RN =AML AN RN LA

T ITANTE S
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SSisd] dtisa f Crlolgitly dufadf

Ao Jradl T

Add e rai, Internal IP Range 4ds- 1ol ACL! §lai jLisY U op0

it Forefront TMG Standard Installation Wizard

Define Internal Network
Specify the address ranges you want induded in the Forefront TMG Internal
network.
Click Add to specify the network address ranges.

Internal Network Address Ranges (ﬁ'an-b):

range J1 Jla! &y b o w51 Lo

O, LY Add Adaptor e bl i oo el Al el Il seoelll Lisond
Qs T AL ol §ladl e gelleod! O prinw  JWLg 1M1 AT

ji®? Forefront TMG Standard Installation Wizard

i
These are the IP address ranges included in this network.
Start Address | End Address | Add Adapter... |
Edit.., I
R Remove I
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Red and Green :yd 1! Lolof

T
x|

Select Network Adapters
Select the network adapters associated with the network you are configuring.

Network adapters: %

Name
O |

[ Ered

Name: Intel(R) PRO/1000 MT Network Connection #2
IP Addresses: 192,168.1.15
Route Information:

192.168.1.0 - 192.168.1.255 m

' Select Network Adapters 1N 51

Select the network adapters assodated with the network you are configuring.

Network adapter details:

Name: Intel(R) PRO/1000 MT Network Connection #2
IP Addresses: 192.168.1.15
Route Information:

192.168.1.0 - 192.168.]1.255
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IP Range JI e aflaad! b o5

Add Range e kiai , (Sgu SUad! Jlso] Loy Ly

Addresses

These are the IP address ranges induded in this network.

Start Address [ End Address | | AddAdapter...

192.168.1.0 192.168.1.255

Edit..,

Remoye

Add Private

L TTTEEESSSS————
E IP Address Range Properties _X] )

Specify the range of IP addresses:
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Ok vl Glad!l Ao w0 W g @aad! I x> 5

Addresses

‘These are the IP address ranges induded in this network.

192.168.1.0 192.168.1.255

Edit,..

Remove

Add Private

Specify the address ranges you want induded in the Forefront TMG Internal
network.

Click Change to edit or add the address ranges.

Internal Network Address Ranges (from-to):
192.168. 1.0-%168. 1.255

Next > Cancel
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Next o

i'._? Forefront TMG Standard Installation Wizard
Services Warning

During installation, some services running locally on this computer will be
restarted or disabled.

Services that will be restarted during installation:

Services that will be stopped during installation:
Routing and Remote Access Service

il Forefront TMG Standard Installation Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
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4> lgnaiiig

Please wait while the Installation Wizard installs Forefront TMG. This may

Status:

{5 Forefront TMG Standard Installation Wizard

Installing Forefront TMG
The program features you selected are being installed.

Core Components (Estimated Time: 5 minutes)

Additional Components (Estimated Time: 12 minutes)
! _A|  Please wait while the Installation Wizard installs Forefront TMG. This may

§ [li5F  take several minutes.

|| System Initilization (Estimated Time: 2 minutes) i

b Status:

Creating Configuration Storage Server...

I
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Installing Forefront TMG
The program features you selected are being installed.

A@| Please wait while the Installation Wizard installs Forefront TMG. This may
/o take several minutes.

Status:

Writing Internal network information to Forefront Threat Management Ga...

EEss_—-——-——aaa

= Back

Installing Forefront TMG
The program features you selected are being installed.

Please wait while the Installation Wizard installs Forefront TMG. This may
take several minutes,

Status:
Verifying Windows Features and Roles are preinstalled...
|

[dext = | | Cancel I
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| | Microsoft Forefront TMG Installation Wizard

Gateway 2010

+/ Core Components (Estmated Time: 5 minutes)

P Additional C e (k. lfban i"\'l',’@,
nt TMG

System Initialization (Estimated Time: 2 minutes)
Before You Start
Read Deployment Guide
Read Release Notes
Prepare and Install
Run Windows Update

Microsoft Forefront TMG Installation Wizard

% The Installation Wizard is progressing as follows:

www.sharara.org

e 2\19'}0.!‘ o hsil.?.ﬂ r—)’.?dl

%\/ Core Components (Estimated Time: 5 minutes)

Additional Components (Estimated Time: 12 minutes)

Read Release Notes
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Finish > Gzowg ... 4 s
licrosoft Forefront TMG Installation Wizard

Installation Wizard Completed
The Installation Wizard completed successfully.

 Click Finish to exit the wizard.

ay the webpage - Windows Internet Explorer

w». Ife http: /fwww.wislamway.com/ p_'_l EI IZI 2 Internet Explorer cannot dis... X l!

e Internet Explorer cannot display the webpage

What you can try:

& More information
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Sl dtiser P Sbrlgelly dofif
iy by e slas] e W yeky (Jo¥1 80l TMG Jf il wis

[N Getting Started Wizard x|

Welcome to Forefront TMG!
To get started, follow the three steps below: h

Configure network settin

Define network settings for Forefront TMG, including IP
settings, routing rules, and network relationships.

V | Configure systen settings

Define lacal system settings for Forefront TG,

Define deployment options

Specify Forefront TG deployment settings such ashow this
Forefront TMG server receives Microsaft Updates,

[

about the Ge S Wizard

Ifywmedmlwtﬁaoso&mwnetSeantymdAccdaaum(ISA)Saverzms
.zuk to this computer, you must do this before you run this wizard.

_ Cose |

dilélo g dloxiw! oold Aogud Wy JY abog
(530 dgilio  Sog ool yold s 1 g1 LY st

oo G B o oyl e i ; 38 e TMIG (o 35T o folaidl 190 W gmts

File Action View Help

«»IIE-

T Microsoft

; ~ Forefront Standard
Threat Management Gateway 2010

/ Welcome\ / Tasks -

+~. Welcome to Microsoft Forefront Threat
Q“xs') Management Gateway

Tasks

Disconnect from Forefront
Forefront TMG is an extensible firewall solution. Designed to support multi-network TMG Management

environments, Forefront TMG provides highly integrated virtual private networking
capabilities, extensible user authentication models, comprehensive monitoring and
alert notifications, as well as remote management options. Related Tasks

Read the Product Help (@ Open the Microsoft Forefront

Threat Management Gateway

Use the product help to learn about deploying your Forefront TMG. Online Help

Define Your Forefront TMG Roles
Use the available links for deploying your Forefront TMG.

Visit the Microsoft Forefront Web site

Get the latest information about the Microsoft Forefront comprehensive line of
business security products.

Visit the Forefront TMG community Web site on TechNet
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ool B 1 L0 Lol sl 38 paud! e Expand _foxi
lgis LodsS U1 Rule J1 trwg¥1 s i 9 sgtaww Firewall Policy (e Larally

> |5 A8 Ul Default Rule I &g

2 Microsoft

- Forefront

E Sasthoard ~ Threat Management Gateway 2010

=] Monitoring
Wl Firewall Policy
\Web Access Policy

& EMai Policy ‘ Al real Polcy §
s J AllFi Il Poll
%P Intrusion Prevention System Irewalro
') Remote Access Policy (VPN) I Search... | pl Examples

EE?::::;W Order [ Name [ Action [Protocss [ From titerer [ To [condton | Desc
i!] Logs &Reports Last Default rule 0 Deny ﬂ All Traffic ﬁ All Networks (... ﬁ All Networks (.. E] Al Users Prede
¢ Update Center

¥ Troubleshooting

(i) Click here to learn about the Customer Experience Improvement Program.

\ | “"WF!: -
PR EIEICOF B EL R

{5 Microsoft Forefront Threat Manageme! %
£l (g Forefront TMG (WiN-Qovovsso4 | -~ Forefront

T, Microsoft
£4] Dashboard
Monitoring
Refresh Ilck here to learn about e Customer Experience Im

Threat Management Gateway 2010

Web

P | _

> Rem .
& Netv ‘ GmtAmPtMstngde

3 syst All Tasks ulpishing Rule... .m
i Logs  yiew s Shar oint Site Publishing Rule... i
& Upd: Web S Pl.bingRde

E_? Trou M on-\yep Sel anomplmmk-n
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Allow : u! s

New Access Rule Wizard

Welcome to the New Access Rule
Wizard

This wizard helps you create a new access rule. Access
rules define the action that is taken, and the protocols that
may be used, when specified clients from one network
attempt to access specific destinations or content on
another network.

Access rule name:

Ialow

To continue, click Next. %

<Back [ Net> |  Cancel |

New Access Rule Wizard

Rule Action
Select how client requests for content from the specified destination are dealt with
if the condttions specified in the rule are met.

Action to take when rule conditions are met:

87



New Access Rule Wizard

Protocols
Select the protocols this rule applies to.

www.sharara.org

$ Jo ! Gl oo Y9599 (ST e

Hemove

Oyl 1 M Ly
All outbound traffic
DY Pl I & T
Selected protocols
L g“sm DY g5 959 ) & | S =

All outbound traffic except selected

o)lxéd.ul.c‘v\c QYQ.(?'B}.?J‘JQ@&C
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Tz Vg iy T o)l (M J5 gl suemiy 5| (e s Ly bubog

@ All outbound traffic .

New Access Rule Wizard B

Protocols
Select the protocols this rule applies to.

X

Add..
Edit..,

Hemove
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$¥ of Malware Inspection _friuw &

Sy Logd g yiiwg ¥ Ui

. - -
New Access Rule Wizard

Malware Inspection
Select malware inspection settings.

2 Next

@mtenaﬂemdwaei@ecﬁonfwﬁisnk

Forma_lwarehs:ecﬁontnbea:ﬁied toﬁisrde,,malware;
‘globally.

t

< Back Next >

New Access Rule Wizard i i X’

Access Rule Sources
This rule will apply to traffic originating from the sources specified in this page.

This rule applies to traffic from these sources:

Bemove |
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Add lazaig Internal ;L Networks .y

Close o , Local host e les” yCow

|| Add Network Entities ]

Network entities:

New ~ Edit... Delete
El |27 Networks
.’ =

X 1 A=
3= LUCartios
=% Quarantined VPN Clients
5 VPN Clients
[ Network Sets
[l Computers
[ Computer Sets
[ Address Ranges
[C3 Subnets

> 1o .
New Access Rule Wizard H

Access Rule Sources
This rule will apply to traffic originating from the sources specified in this page.

This rule applies to traffic from these sources:
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Add e taxall Destinations Jf ;L

New Access Rule Wizard

Access Rule Destinations

This rule will apply to traffic sent from the rule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:

4(0‘?::- , )

Hemoyve |

External)lx:’u’

Add Network Entities ]

Network entities:

INew v Edit... Delete

=% In

=4 Local Host
== Quarantined VPN Clients
% VPN Clients
3 Network Sets
[_3 Computers
[ Computer Sets
[ Address Ranges
[ subnets
[_3 Domain Name Sets
[Z3 URL Categories

[ URL Category Sets A@

3 URL Sets

e
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Close @

| x
This rule applies to traffic sent to these destinations:

Network entities:

@ EBxtemal

New ~ Edit... Delete

=l [ Networks
@ External
=% Internal
=% Local Host
=% Quarantined VPN Clients
L3 VPN Clients
[ Network Sets
[C3 Computers
[ Computer Sets
[Z3 Address Ranges
[Z3 subnets
[ Domain Name Sets
[ URL Categories
[ URL Category Sets
(3 URL Sets

Clgse

fidd ||q§e|

o =2 lig o (S0 jlais b

x|

Access Rule Destinations

This rule will apply to traffic sent from the rule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:
_.Bttemd
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Next of All Users ,lsx , pasde Rule J1odd Gaudal i (3 V1 proirSeianed | L1

User Sets

You can apply the rule to requests from all users. Or, you can limit access to
specific user sets.

mmmtomwuefammmr
2 Al Users

Hemove

New Access Rule Wizard .8 5'

Completing the New Access Rule
Wizard

L

You have successfully completed the New Access Rule
Wizard. The new Access Rule will have the following
configuration:

Name:
allow
Action:
Allow
Traffic:
All outbound traffic
Malware Inspection:

Disabled v
A »

To close the wizard, click Finish.

"y

l
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Ay Urdo pd (@1 LM 5K o o s 1 oy Lgm i o3 L2 3 Los"g Rules J1 sl

lelxad Apply o

T, Microsoftt

" Forefront

E;z:'i‘;‘:;j " Threat Management Gateway 2010

Web Access Polcy 174 Apply | Discard | To save changes and update the configuration, dlick Apply.

& E-Mail Policy

P Intrusion Prevention Systs
) Remote Access Policy (VP
<% Networking

{4 system '
{11 Logs &Reports | o Z SR
¢ Update Center = 9
¥ Troubleshooting [7] Last Default rule @ Deny [ﬂ_ All Traffic < Al Networks (... < All Netwo

Configuration Change Description

Type a description for the applied changes. The description is displayed in the change tracking entry.

11 Change descrption:
j ay kalam|

Ay Kalam )

Export... | Youcan dick Export to back up the entire configuration
-  before applying ﬂ!ﬂhanggs,

I™ Do not show this prompt again
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1
Saving Configuration Changes

The changes were saved to the Configuration Storage. Check
configuration status to verify that changes were applied to all array
members.

Existing dient connections will be reevaluated according to the new
configuration. Client connections not matching the newly enforced policy

90 Earras ¢
4| x [ETaing |

/ v

< Favorites ‘ 95 @] Suggested Sites v £] Web Slice Gallery v

B e

ujoll | Gmlalletdlall | GigAUIGa) | aubliVl | Olbiell | Aribsll | UlBell  $olid)l  wihAllguwgiall | Clguill

COBRER  wa o [
(N L dlath
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T™MG

Jayde Doy

A Jgmsy e p Ny 3Nl iy o]

Remotely sy (o (a0 (ST 91) TMG I 1350w 8,10 Lol g pling oy Linds oy
PTG jlaz (8T o0 (Lgay 9yl 8,10 Wiyl o0 5T g3

Jay Jos &0 TMG 3 _plxl Management Console jlgdf 1oa e 35 ool pCond
slael INS W salay SNV Ll WS (00 Sldg > pf Al (ke 4 Lol>

slas ¥l JosTg Next o 8,50l LS SWI Ll jlisid

3 - L)

Forefront TMG Preparation Tool TN

Installation Type
Select the Forefront TMG installation type for the computer.

" Forefront TMG services and Management

Forefront TMG services and features will be installed.
The management console will also be installed to manage Forefront TMG computers.

re%om TMG Management only

= The management console will be installed to remotely manage Forefront TMG computers.

¢ Enterprise Management Server (EMS) for centralized array management
The camputerwill e used for centralized management of Fatefront TG arrays.

Click Nextto begin preparing the computer.
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SO Py i JguigSl il Sl #lgii] g

B= Forefront TMG
File Action View Help
@

B8] Microsoft Forefront Threat Manageme

T, Microsoft*

4@ Forefront TMG (WIN-QOVOVS504 |~ Forefront
~ Threat Management G&

Welcome to M,
Management

Forefront TMG is an ex

B o ol sy gty LdST AT e 5 5 (5T 5, 10Y Adlo (29 551 &b vogn
Jss M gt o (o ol Wl ae (e Joall moodeinnd! (ans Joo Lelaiy and 0]
295 J7ol (50 o ! £ W31 Jondl 42

Remote Desktop Connection
B0 lgis oA L (yg i Lo /20 L Jlomo Vg &1 oing A9 %0 (b el 00 (o

TMG 8,1sY

g3 St d Dgoy ff doddy Aol W Slaolaall Rule foxd Yol wo¥ ! zlixy

99



St daiin g Glatgily et www.sharara.org

RDP 3595 2 909 Wgiusd Oigy Jb (05! Jo5 939 ol Uy i | Ly Lo

Add Protocols E3

Protocols:

New ~ Edit... Delete

LS WNTPS Server Al
lﬂ PNM Server

U pop3 server

L) pop3s server

[ZIJ_ RTSP Server
UJ; SIP Server
[«3,1_ SIPS Server
l_{,! SMTP Server
L} smTPS Server
lﬂ_ System Center Operation Manage
[ﬂ_ System Center Operation Manage
[;{5‘_ Telnet Server
[ 1Pv6 Infrastructure
(3 all Protocals z

Add

5’ Getting Started

e Windows Media Center Sharasd

Documents

Calculator

Pictures
Sticky Notes

Music
% Snipping Tool
- Games
,)E,ﬁ Paint
Computer
% Remote Desktop q};nection
@f Magnifier

.A Solitaire

CamStudioPortable - Shortcut

»  All Programs

Control Panel
Devices and Printers
Default Programs

Help and Support

| |Search programs and fites
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Connect  TMG Server Jb ol o (&Y & @

Remote Desktop
Connection

Computer: (15216826 )

Username: None specified

You will be asked for credentials when you connect.

el

Remote DesbiopoppoRi.

Connecting to:
My 192.168.26

n

Configuring remote session...

10 T
‘\é' Options ; . : H
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Use another account lisuu L , 8 mad! s lado ol 595 o3

Enter your credentials
These credentials will be used to connect to 192,168.2.6.

'i CISP\sharara
| I T

=

‘ @se another account )

Remember my credentials

Enter your credentials
These credentials will be used to connect to 192,168.2.6.

CISP\sharara

Ir —| [Username Ik
|D [Password

[T] Remember my credentials

OK
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Ok

Enter your credentials
These credentials will be used to connect to 192.168.2.6.

CISP\sharara
I _\ [ administrator
' [ 20000000

Remember my credentials

s

Connecting to:
192.168.2.6

Securing remote connection...
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Yes 'ﬁ"iﬁ

The remote computer could not be authenticated due to problems with its
security certificate. it may be unsafe to proceed.

Certificate name m
f_ﬁl Name in the certificate from the remote computer: B

WIN-DETUNG34HUK

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

/1. The cettficate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

‘ a ont ask me again for connections to this computer /

[ View certificate...

4%/ Windows Server 2008
Enterprise
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Networking

www.sharara.org

Networking & fuuww

Desinations g Sources 8 blouasuin! I AL yole 8,1a] Loy Lng

File Action View Help

S| HEEEAQOIT 3906

) Microsoft Forefront Threat Managemer
i =1 Ea Forefront TMG (WIN-451ESE7TST1

£ Dashboard

; Monitoring

4 Firewall Policy

Web Access Policy
{2 E-Mail Policy
%" Intrusion Prevention System
: e Access Policy (YPN)

¥

1] Logs &Reparts
<+ Update Center
=¥ Troubleshooting

Monitoring

S, Microsoftt

* " Forefront

Threat Management Gateway 2010

(i) Click here to learn about the Customer Experience Improvement Program.

Networks € Hetwork

Mame ~

@ External

< Internal

MNetwork represe... ] 192,168.2.0 -...

< Local Host

Built-in network o...

1 No IP address...

<5 Quarantin,

Built-in dynamic n... 1 No IP address...

3 WPN Clients  Built-in dynamic n... 1 Mo IP address...

Firewall Policy
&7 Web Access Policy
E-Mail Policy

%" Intrusion Prevention System
. Remote Access Policy (VPN)

&

EE mSyst- Refresh

L Logs
< Upds
=% Trou

Export...
Import...

Networks ¥

Mame

| Description

@ External

Built-in network o...

< Internal

Metwork represe...

Built-in network 0.,

=% Local Host
Metwork Set...

Network Rule. ..
Weh Chaining Rule..

\ Static Route...

Built-in dynamic n...

Built-in dynamic n... =
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Intrusion Detection

42, Sloxdl! pglin Y aasis TMG 8y b

Oloxgl o8 y0 ATl los Ugloo Il diogeg

Intrusion Detection

Network Inspection System (NIS)

o ol omalel e 355 009

Properties ,lsdq Intrusion Prevention System e o3 <AL

[ Microsoft Forefront Threat Manageme:
= % Forefront TMG (WIN-4S1ESEZTST]
=] Dashboard
Monitoring
Firewall Policy
\Web Access Policy
] E-Mail Policy
oot

) Remote Acce  Refresh

Ve, Microsolt*

(o2

* " Forefront
Threat Management Gateway 2

(i) Click here to learn about the Customer

Network Inspection System (NIS)

=% Networking
d system

Configure Properties
( |g r‘- ope r‘k

e e Ny \ H 0-0
i—g‘! bzisaf;gni' Set All Responses to Microsoft Defaults
.;; Troubleshoot | 225 All Responses to Detect Only
- Wiew p [uired = Go
Help
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NIS 5? Network Inspection System

Network Inspection System {NIS) Properties [ X]

General |Exceptions I Definition Updates I Protocol Anomalies Policy I

- Network Inspection System (NIS) uses signatures of known
H vulnerabilities to detect and potentially block attacks on network
resources.

(¥ Bnable i1s
" When you enable this option, NIS uses signatures of known
vulnerabilities to detect and potentially block malicious traffic. By
blocking these attacks at the firewall, you can protect internal
systems without the latest patches. The signatures are downloaded
from the Microsoft Malware Protection Center.

Help about MIS configuration

MliNetwork Inspection System (NIS) Properties E3
T ;Deﬁnition Updates I Protocol Anomalies Policy I

all traffic to or from network entities listed here will be excluded from
NIS scanning.

(i Sites Exerr% from Metwork Inspection System Add... I

Edit,,.

Remoye |

Help about MIS exceptions

OK I Cancel I Apply

www.sharara.org

L Enable o
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¥ Sl las] yois

Automatic polling frequency:
lEvery 15 minutes 3

Trigger an alert if no updates are installed within this number of days:

45 -

—New Signature Set Configuration
Response policy for new signatures:

|Microsoft default policy (recommended) :_l

| Microsoft default are flagged for attention on the NIS details

C—\ Signatures configured to respond in a way other than the
%" pane.

Version Contraol...

Help about NIS updates

| QK I Cancel

lero oltiw Cin'g dpwlid pmalaodd Allae Il Y95 g39 Il mo NIS I Jgho 30w U “yog

Block gf Allow 4

Sgidl axs L@y 589 8,Lo pdg Aol (3950 W8 DY S g3g pl i §hxid Ly 8,419

85Le Y55 3ig il o0 g By wad (52 o jetand! (o Las Aomst
oel] iy 05 sl By ! 01 1 Ly B Lt Ceows 158

lgsn Joled ool Jioss 18 (05 Boloodll 3 83 g i 1313
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Network Inspection System (NIS) Properties B3

General | Exceptions | Definition Updates ~Protocol Anomalies Policy |

MIS checks if network traffic is in compliance with protocol standards.
In some cases an anomaly is by design and for a legitimate purpose,
but in others it may be a network attack designed to evade Intrusion
Prevention System.

When NIS detects a protocol anomaly, it can either allow or block the
related traffic,

Response to protocol anomalies;
' allow, to avoid blocking legitimate traffic

" Block, ko tighten security

(0) Microsoft uses a telemetry r%orting service to learn about

detected protocol anomalies and improve protection
technologies.

To sign up, please select a participation level for Microsoft
telemetry reporting.

OK I Cancel
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Malware Inspection

Malware Inspection yLs = oxflxad! Wl Rule Jf Jos e

Don’t enable for this rule U g lgidq

e Yol lebrtl Loy Jg 0 malware Inspection uxad 47 da>Mall eoly 9o oSy

New Access Rule Wizard .

Malware Inspection
Select malware inspection settings.

(" Enable malware inspection for this rule

" Do not enable malware inspection for this rule

gmv S e Malware Inspection _fzai (8151 Sgiig TMG JI g“‘5‘3 Do e 19l

o.;?f!

ol sloslonie lghrii ol U.})is) oo v (gad o5t (51519
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| Microsoft Forefront Threat Managemel
= @ Forefront TMG {(WIN-451ESE7TSTI

E Dashboard

) E-Mail'tiolicy
%" Intrusion Prevention System
) Remote Access Policy (VPN)

=% Networking
] system

www.sharara.org

Web Access Policy U jlud! Je

ool (BT I o
tasks M09

Configure Malware Inspection s

Toolb’ox:YTasks

HTTPS Inspection: Disabled
Malware Inspection: Disabled
Web Caching: Disabled

[ To |

@ External

“4 Remote Mana. ..

Access Policy Tasks

€ Configure Web Access
Policy

@ Disable ‘Web Access

=) Create Access Rule

Web Protection Tasks

4 Configure HTTPS

4h Configure Malware
A Inspection
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38 yudd (glad Enable L U w0

talware Inspection

inspection enabled, reqndeTTPcorunt
},/) alowedbyacoeauiuaocmvedf«mdwnwdvum

Matwars inspection must also be enabled in the
appﬁcableaoomnlea

mmmnmmmamdmmmm
Decide how you want to treat rules corfigured with malware
inspaction until the update is acquired.

(¢ Block all traffic in rules for which malware inspection is enabled.

¢ Alow all traffic in rules for which maiware inspection is enabled.
without scanning

Cancel | peol

Add Exceptions

logwo I Tab g w948 Source g Destination oy ¥l 5 (65T Lang
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Malware Inspection

www.sharara.org

el Slafas]

115



SSisd] dtisa f Crlolgitly dufadf

www.sharara.org

lgased 5 L3T 4d Dlakod! rdg i ST ZB50d1 gl o

Ce EXxXCi

Content Delivery (_Storage ] Lipdate

Forefront TMG creates a folder named ScanStorage to temporariy store files
for malware inspection. Use this page to specfy the path to this folder.

% SystemRoot %\ Temp Bowse.. |

Examples: ¢\ or %SystemRoot %\

Select the path to the ScanStorage folder {must be a local folder on each

Basad on the path abova, the full path for the folder is:
|SystemRoot %\Temp'\ScanStorage

! Malware Inspection

Select automatic update action:

Check for and install updates (recommended) ;
Automatic polling frequency:
IEvery 15 minutes 3

You must have a valid subscription in order to receive
definition updates.

RRRO AR

I 0K I Cancel I Apply
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! Malware Inspection

| Cortert Defivery | Storage | Update Configuration

Saervice ~
Malware Inspection

IEvaluatnon

|5/11/2009 "I

Jcqf 5 ok e (piCig DI O 136 Malware Inspection g NI fuxi dudlls logas

@M’Mjwfjw;/gﬁﬁW} s ol e v/
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Networks, Protocols, Users

Foo yolad! ang s Oyl 1 LB g J1 s Lid] s LS
Protocols yg5a3g w1

Networks _ws",99%d1 9

Users ;,;8419

s lasde G o o Jo ! ladde Gudatow DV35g39 001 (5T 5o Sl U JUaI! fow b
Sl | B U 61 U o5 Loy

B Airencolt

remot Properties !E |

Schedule | Content Types | Malware Inspection
General | Action  Protocols I Fom | To | Uses |

This rule applies to:

All outbound traffic
All outbound traffic

All outboufd traffic except selected

Edit...

Hemaye

Ports...

Filtering

| oK I Cancel l Apply I

118



Sl daiun b colylglly dyfasdf www.sharara.org
Of o IS gl s (50 Vg5 559l o 5 Wbkl JUhod s e U551 13]
Add e Larall HY 95 g3 Wl 0dR s

New Access Rule Wizard

Protocols
Select the protocols this rule applies to.

C . D

Sea |
Hemove I

Common Protocols M -y OYeSaig Wl 0 Blo! o wg

Add Protocols A _)sj
Protocols:
INew v Edit... Delete

@] Common Protocols ’

3 Mail
[ Instant Messaging
(3 Remote Terminal
[ Streaming Media
[Z3 VPN and IPsec
3 web

[ User-Defined
[_3 Authentication
[ Server Protocols
3 1Pv6 Infrastructure
(3 All Protocols

hdd q& |
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Y539l 4l g

Add Protocols B3

Protocols:

New v Edit... Delete

= [ Server Protocals A
lﬂ DNS Server
Qﬁ Exchange RPC Server
Lfﬂ FTP Server
LiY HTTRS Server
[ﬂ IKE Server
L 1map4 Server
L} 1maps server
L 1psec ESP Server
[ﬂ IPsec NAT-T Server
l{,! L2TP Server
[ﬂ Microsoft SQL Server
[ﬂ MMS Server
[ﬂ MS Firewall Secure Storage Serve
[:'J_ MS Firewall Storage Server
L} wTP Server
!ﬁ}, NNTPS Server :j

#dd

S Yl o 338U BN o

Add Protocols B3

Protocols:

INew v Edit... Delete

L.E nTPS Server |
[ﬂ_ PMM Server

lé,{,! POP3 Server

L} popss server

D‘ﬂ PPTP Server

[_{J_ RDP IZ,TI"krm[rlaI Services) Server

l‘-jﬂ SMTP Server

L1 smrps se 1
(8] Systery Center Operatiog Manage
et

lﬂ Systen' Center Operat| ’;’JJ s
[';L'_ Telnet
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sl yoliall Slig o

039240 lgimaiy ol Olegosme S o3 LaWow ToOIbOX HLis ywod! e

All Firewall Policy

ISeam‘Jm

Order ~ | Name

= Web Access Policy Group

2 [#1 Allow Web Acces... () Allow

[4] Al outbound ... . Internal @ External
< Local Host

= 1]z

v <% Internal =4 Remote Mana.
-4 Local Host [ Networks

7] Last Default rule & Deny

Al Traffic <k Al Networks (... <% All Networks (. | | B [ Network Sets
[ Computers

[ Computer Sets

[ Address Ranges
[ Subnets

(23 URL Sets

3 URL Categories

[ URL Category Sets

Protocols J! L Mied

MNew ~ Edit,., Delete

[ Infrastructure
[ Mail
[ Instant Messaging
_d Remote Terminal
[ Streaming Media
[ ¥PM and IPsec
1 web

[ User-Defined
[ Authentication
[ Server Protocols
[ IPv6 Infrastructure
1 all Protocols
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Olegommo (I padrmaly CpmodStiumed | Blo| Loy Ly 0 Ll

Toolbox \‘Tasks\‘ﬂjlp\

| [vew EdE.. Delete

™ all Authenticated Users
.& All Users
v;&] System and Network Service

New)l.::’é

Toolbox ¥ Tasks \¢ Help

Protocols g i
9

2 all Users
™, System and Network Service

196.202°

Welcome to the New User Set
Wizard

This wizard helps you create a new user set. & user set is
a group of users, whether Windows or non‘Windows (e.g..
RADIUS) users, defined together as a single set.

When you create Web publishing, protocol, and access
policy rules, you can apply the rule to one or more user sets.

User set name:

Ishararask;{

To continue, click Next.
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Add Windows Users and Groups @

Users
Select the users to include in this user set.

Namespace | Group | Domain

RADIUS...
SecurID...

Select Users or Groups

Select this object type:
IUsers, Groups, or Built-in security principals Object Types...

From this location:
l'W’IN-451ESE?T5T1 Locations...

Enter the object names to select (ezamples}:
administratol Check Names

Advanced... ' m /
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Select Users or Groups

Select this object type:

www.sharara.org

IUsers, Groups, or Built-in security principals

From this location:

Object Types...

lWIN-451 ESE7T5T1

Enter the object names to select (examples):

Laocations...

|WIN-451ESE 7T5T 1 \Administrator]

Advanced... |

Check Names

£

Users
Select the users to include in this user set.

Namespace | Group

| Domain

A Windows Administrator

WIN-451ESE7TSTH [ add.

[ o]
B

Ne)he : I Cancel
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Finish g
New User Set Wizard

Completing the New User Set
Wizard

You have successfully completed the New User Set Wizard.
You created a new user set with the following configuration:

Name:

=
shararasky
Users:

WIN-451ESE7TST 1\Administrator

AV M
v 14 ‘ f 4
X/

%
.

/ 'IL:?) /, ;\.’5 &"?’ .;}’F ,7_ T To close the wizard, click Finish.

< Back Cancel

iy Microsolt*
" Forefront
Threat Management Gateway 2010

: A Qgphf‘l w the configuration, click Apply.

1 All Firewall Policy

] Examples

]A:lﬁkéﬁﬁn. ] Protocols ]A;From‘}v Listener ] To

‘= Web Access Policy Group New Edit... Delete

L} all outbound ... <. Internal @ External 2 all uthenticated
/4 Local Host r& All Users

EREAB Allow Web Acces... () Allow
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\ ) - - -
AE £ Saving Configuration Changes

The changes were saved to the Configuration Storage. Check oK
configuration status to verify that changes were applied to all array
members.

Existing client connections will be reevaluated according to the new
configuration. Client connections not matching the newly enforced policy
will be dropped.

More about Holic

Lo

‘Ml remot Properties E3

Schedule I Content Types | Malware Inspection |
General | Action | Protocols I From | To

This rule applies to requests from the following user sets:

e . o o e 1
v oy - H _

Al Users hdd...
&
Edit...
Remove

(golusuin! Likosg LULLT U1 degozmol! doxiw
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shararasky dcgomxo

User sets:

New Edit... Delete
M Al Authenticated Users

ySEem ani Network Service

Shararasky :)

| Add I Close I
12

Olegaome b Lainnas 35l of Dlike £1g51 2o Lioy Lyl Ui 40

Toolbox \‘Tasks “ Help\

Protocols

@
9|
@

(_ Content Types
New Edit,.. Delete

q_"] Applicatio

‘qj ApplicatioRata Files
q_‘j Audio

q_') Compressed Files
u_] Documents

LL:] HTML Documents
v u__'] Images

uj Macro Documents
L{:J Text

qj Video

Ly vRML

Ky ! iy U3 el
eyt Edit e
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Rule Properties

Properties ,Lsug Jg ! (e oo S5, lebowi Loy lghandliy Jo 1 s L] oy

Examples
I Action I Protacols I From / Listener I To

wv < Internal @ Exterr,
< Local Host

Bl Networks (... <2 All Netl

Copy

Create Group

Export Selected
Import to Selected...

Move Up
Disable

Configure HTTP
Configure FTP
Configure RPC protocol

oy Lo E193T mind oo W s g Content Types &g i doldy Ob ag>9 a3

Deny of Allow g 1 drmb > gy geomd 9f Olakod!

|
chedu " Content Types ). I Malware Inspection y
; 5| Fom | To | Uses

: ?I Name: |

Description
(optional):

Access Rule

o= ¢ Schedule ) Jgaor o9 JUS (0 ol Jor Dlels Ly f 45 1G0] wrgd Los”

Schedule Tab &,

128



SSisd] dtisa f Crlolgitly dufadf

Dashboard

www.sharara.org

Pyl uosl vad A1 LOgS jgllg Events  wiis¥! oy Aol 8330

Forefront TMG (\WIN-451ESE7TST]

E Dashboard
E Monitoring
Firewall Policy

Web Access Policy

] E-Mail Policy

%" Intrusion Prevention System
. Remote Access Policy (VPN)
=% Networking

dd system

1] Logs &Reports

<+ Update Center

- Troubleshooting

o

< Foretront

Threat Management Gateway 2010

(i) Click here to learn about the Customer Ex

rience Im
Dashboard

Severity Count. 5

@ Error 30 {30 new)

A\ warning 7 (7 new)

(i) Information 4 {4 new) b
(i
I,
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Monitoring

Services Olousd! Ul>g Alerts Olgaidd! fo B pudlb Aol Silgaaidd! o4

: reat Management Gateway 2010

Z Firewall Policy
Web Access Policy

i A

| E-Mail Policy ‘Alerts {5ess C ity Veri > =

T Intrusion Prevention System Alerts ' Sessions '\ Connectivity Verifiers X Services X Configuration

") Remote Access Policy (vPN) | Alert [N | Latest ~ | status | Category | server

f 3
EE Networking @ i\ Malware Inspect... 27/03/2012 11:55:02 ,o  New Other WIN-4S1ESE7TST1
System

(i) dlick here to learn about the C Experience Improvement Program.

14| Logs &Reports
<’ Update Center
|- ¥ Troubleshooting

(i) Service Started

27}03/2012 11:55:43 o

Firewall Service

WIN-451ESE7TST1

I\ IP Spoofing

27/03/2012 11:55:45 Lo

Security

WIN-451ESE7TST1

I\ Microsoft Updat...

27}03{2012 12:00:06 o

Security

WIN-451ESE7TST1

@ Global denied pa...

27/03/2012 01:04:14 o

Firewall Service

WIN-451ESE7TST1

] @ Concurrent TCP ...

27032012 01:06:10 p

Firewall Service

WIN-4S1ESE7TST1

@ Denied Connecti...

27}03{2012 01:14:10 o

Firewall Service

WIN-451ESE7TST1

a Non-TCP Sessio...

27/03/2012 03:23:05 p

Firewall Service

WIN-451ESE7TST1

& 1\ Malware Inspect...

27}03/2012 05:53:58 o

Other

WIN-451ESE7TST1

5] @ Reporting Servic...

27/03{2012 05:53:59 o

Firewall Service

WIN-451ESE7TST1

@ Reporting Servic...

27032012 05:54:22 p

Firewall Service

WIN-451ESE7TST1
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TMG ilg
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TMG Server J1 e 4355 wis GFI JI lado

<Ll bl .

‘ tﬁ:'ik

gfiwebmoni...

Q‘ User Account Control

Do you want to allow the following program to make changes to this
\&/ computer?

Program name:  GFI WebMonitor
i Verified publisher: GFI Software Development Ltd.

File origin: Hard drive on this computer

| Show detais NG No
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414 Checking = duwdg

Preparing to Install...

GFl WebMonitor 2009 Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process. Please wait.

Checking Operating System Yersion
|

N

Cancel

Preparing to Install...

GFl WebMonitor 2009 Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process. Please wait.

Extracting: GFI WebMonitor 2003.msi

Extracting
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Nexts

7 GFI WebMonitor 2009 - InstaliShield Wizard _l(_l
Welcome to the InstallShield Wizard for GFI
WebMonitor 2009

The InstallShield(R) Wizard will install GFI WebMonitor 2002 on
your computer. To continue, dlick Next.

WARNING: This program i&robected by copyright law
international treaties.

NETWORKING
CONTENT SECURITY
MESSAGING

i GFI WebMonitor 2009 - InstaliShield Wizard

Check For Latest Build Availability
Check for a newer version of GFI WebMonitor 2009

This installation can check whether there is a newer build of GFI WebMonitor 2009
downloadable from the GFI web site. This procedure will require an Internet connection to
connect to the GFI web site.

(" Check for a newer build of GFI WebMonitor on the GFI web site. l l |

@mtdﬁedcforanewubdd.

%

instaliShield
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Next g 48y L

{& GFI WebMonitor 2009 - InstallShield Wizard
License Agreement

Please read the following license agreement carefully.

GFI END USER LICENSE AGREEMENT
{IMPORTANT - READ CAREFULLY

This End-User License Agreement ("EULA") is a legal agreement between you and
GFl SOFTWARE for this GFI SOFTWARE product, which includes computer
software and may include associated media, printed materials, and “online” or
electronic documentation (*Product™). An amendment or addendum to this EULA
may accompany the Product or future releases of the Product. YOU AGREE TO BE
BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING, OR OTHERWISE

USING THE PRODUCT. IF YOU DO NOT AGREE, DO NOT INSTALL OR USE THE
PRODUCT.

(¢ I accept the terms in the license agreement
(" 1do not accept the terms in the license agreement

instaliShield

Next <Back [ net> |

{& GFI WebMonitor 2009 - InstaliShield Wizard

WebMonitor Configuration - Access Permissions
Specify who will be able to access the GFI WebMonitor Web interface.

By default only an administrator logged in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMonitor can be configured to allow other users/computers
to access its web based interface over the network.

will be granted access to GFI WebMonitor:

127.0.0.1;169.254,160,104;192. 168.1. 15
- — m—

NOTE: Specify username(s) in the format DOMAIN\username.

NOTE: The IP of this computer is already added to the access permission list.

NOTE: You can specify more than one user/computer. Separate entries with a semicolon (;) eg.
127.0.0.1;COMPANY \user 1;COMPANY \user2; 172, 16,135. 16

Next

V <Back [ext >
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Next :paxig , Evaluation ©ge A & Trial ¢dg ! Serial ¢ Ly pgod!

Customer Information

Please enter your information.

lEvaluab'on

instaliShield

e enter the username and password of an account with
wake sure that the account is active and does not have

NOTE: The username and password provided must have "Logon As Service” rights. If it doesn't
it will be switched ON automatically for the specified account. These credentials will only be
used to create and run as new service in the services control panel. ISA firewall security
credentials will NOT be changed/downgraded in any way.

Instalishield
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i GFI WebMonitor 2009 - InstallShield Wizard

Service Logon Information
The following logon information is used by the WebMonitor Service

The GFI WebMonitor service needs to run with administrative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire. For domains, user names must be in the format of DOMAIN\UserName.

User Name:  |sharara

Password: looooooooo

NOTE: The username and password provided must have "Logon As Service" rights. If it doesn't
it will be switched ON automatically for the specified account. These credentials will only be
used to create and run as new service in the services control panel. ISA firewall security
credentials will NOT be changed/downgraded in any way.

www.sharara.org

Next

Instalishield ﬂ

< Back

{i# GFI WebMonitor 2009 - InstallShield Wizard

Mail Settings
Enter administrator email and SMTP mail server settings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2009 for email reporting.

From:

To: |Administrator @127.0.0.1
SMTP Server: {127.0.0.1 Port: [25

Verify Mail Settings |
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verify Mail Settings e Ll M w0 lgio WG Loy Dlatoel ] dwig

Next wadig Lilos WG  Ga cpioint lghadid & o1 codyle o ol cmaiale o o

{i GFI WebMonitor 2009 - InstaliShield Wizard

Mail Settings
Enter administrator email and SMTP mail server settings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2009 for email reporting.

From:
To: |Administrator @127.0.0.1

SMTP Server: |127.0.0.1

InstaliShield

{2 GFI WebMonitor 2009 - InstallShield Wizard
Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

Install GFI WebMonitor 2009 to:
C:\Program Files (x86)\GFI\WebMonitor\

InstallShield
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Install

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installing GFI WebMonitor 2009

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs GFI WebMonitor 2009, This
may take several minutes,

Status:
Unregistering COM+ Applications and Components
|

InstaliShield
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Installing GFI WebMonitor 2009
The program features you selected are being installed.

Status:
Creating shortcuts

.|

Instalisteld

ext >

InstallShield Wizard Completed

Setup has finished installing GFI WebMonitor 2003.

GFI WebMonitor Setup configured the following items on your
ISA/TMG Server:

- A new access rule (HTTP & HTTPs for Local Host Only to
http://*.afi.com URL destination set) in order to connect to
antivirus updates, site checking, GFI database and license
Servers.

WebGrade URL database and Antivirus definitions should be
now automatically downloaded. Make sure these updates are
complete for best performance and maximum protection.

By default, WebGrade Online Lookups for unknown sites/URLs

R are enabled. To disable this feature go to WebFilter Edition >
CONTENT SECURITY Web Filtering Policies > WebGrade Database node.

MESSAGING Ei.ﬂﬁh.

Cancel
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Ol it bty desfita
slaedl (po L]

of d gy 18 wY6 isl> 5 Jady aedall gig 2008 Server e  wllid LY by

8 ko Ay Jos L[ (5T B! > Il dgzr 1y (e g5l Jglox

. Internet Options y _?_L)_(I

General Security anvacyl Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
You have websites in this zone.
—Security level for this zone
Allowed levels for this zone: Al
I - Medium

- Prompts before downloading potentially unsafe
content

-_I_I- - Unsigned ActiveX controls will not be downloaded

| Enable Protected Mode (requires restarting Internet Explorer)

Gustorm levell,, I Default level |

Reset all zones to default level |
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Trusted Sites U 127.0.0.1 g9 Localhost IP J1 48ls|g

Internet Options
| Trusted sites e

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
]http//127oo 1|

Websites:
http://*.update.microsoft.com ﬂ Hemoyve I
http: //*.windowsupdate.com
http: //*.windowsupdate.microsoft.com
http: //go.microsoft.com L'

etde o M dm i o e e

[~ Require server verification (https:) for all sites in this zone

Close ,es

Internet Optwns -
Trusted sites ) -

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

|l | fdd

Websites:
http://*.update.microsoft.com ﬂ Remove I
http://*.windowsupdate.com :
http: //*.windowsupdate.microsoft.com

http://127.0.0.1 :_I

bt M i o b e

I™ Require server verification (https:) for al sites in this zone
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Ok g

—= Ao Gf plare

o Internet Options

" General Security |Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites
Trusted sites |
This zone contains websites that you
trust not to damage your computer or
your files. '
You have websites in this zone.
~Security level for this zone
Allowed levels for this zone: All
| - Medium

) - Prompts before downloading potentially unsafe
content
-,_I_I- - Unsigned ActiveX controls will not be downloaded

I”  Enable Protected Mode (requires restarting Internet Explorer)

Gustom levell,, I Default evel I

Reset &l zones to default level I

GFI Webmonitor gwb y dg>1g e JoW ¥1g
LN

127.0.0.1:1007 ¢f monitor.isa  J! iy geiciel! gudi 3

| & http://127.0.0.1: 1007/

= History

ol Il 4B 9 zmoli Wb Aol Shorteut I M wo Ll Jos ! Lisoy bos”
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ST of SIS W b a5 O Ay AL la ST o0 GFl dgarlg o ool Lisoy
WU of racied! 3 1007 sg GFl o oled! O ygull ndy 0 TMG Jb ol o (1!
G&.a:.o.l‘ 69 monitor.isa

lagd Dgy $25b 038 Jo NI Ghioy dlolunsg By auial M &g plall o fors Y 8
S (p0 Lo oS (0TS gl

Ue>g2 b Jof

|| &= GF1 WebMonitor - Windows Internet bxplorer
|

i G-T? ® |@ htwp://127.0.0.1:1007) 221 [Bl%|[X] @ etwemontsr

GFlWebMonitor

] nnections
L

| GFI WebMonitor

GFIWebMonitor

Thank you for evaluating GFI WebMonitor.

i
|
|
WebGrade URL and Antivil itions are currently being downloaded. Make |
sure these updates are plete for best per and il p i

During evaluation, all the functionality of GFI WebMonitor is unrestricted. On expiry, GFI ‘

| WebMonitor will enter Freeware Mode, with limited features and you will no longer be
| protected.

Click “Buy Now” to buy a GFI WebMonitor license or “Extend Evaluation” to extend your
evaluation period.

Your evaluation period expires in: 10 days

ﬁ Extend evaluation ]ﬁ Buy now! ]
<3

GFI 8,1Y 83491 an o2y B A" e gy 3555 oyl 1000 (30 5055 0 U3
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Configuration ;s ylud! e

Administrative Access Control Sl

) Download Control Polcis
&) M Control Policies IlP 3|
3 &9 Virus Scanning Poiicies
g &« Virus & Spyware Protection 127.0.0.1
(&' BitDefender Anti-Virus 169.254.160.104
K Kaspersky Anti-Virus
[ﬂ Norman Anti-Virus
€ AntiPhishing Engine
3 #b Configuration
@IAGMinisttaﬁVe Acfliss Conf@ )

[P »|[192.168.1.22

& | 127.001

| 169.254.160.104

Add IP
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Save Settings g

& Administrative Access Control l Save Settings H Cancel

Use this page to configure the users or IPs that can access the GFl WebMenitor site, through which you can menitor, configure, and ige GFl WebMonitor.

: % [ Cl'his page has unsaved semngs) ll
| P

B3| 127.0.01

| 169.254.160.104

1| 192168122

|| 2 g, WebSecurity Edition
' £) Dowinload Control Policies
% IM Control Policies
3§ Virus Scanning Poicies [P =]
5 A Virus & Spyware Protection
(& BitDefender Anti-Virus | 127,004
WK Kaspersky Anti-Virus g
[ Norman Anti-virus
€ Anti-Phishing Engine G [192.168.1.22
E 2 $b Configuration
{3 [Administrative Access Control|
{5 Notifications

169.254.160.104

LS ol Bl oLl (2 (511 08y Byl (o8 riaied! (o Jo T (5Cos WS LSy

monitor.isa

Remote Desktop ;wo¥1y few¥ls

| e http://monitor.isa/

@ Navigation to the webpage was canceledj§

What you can try:

® Refresh the page.
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)| @ nttp:/monitor.isa/

£ - B¢ X| & 6rwebMonitor

GFIWebMonitor

1l Top Policy Breakers
B Activity Log
 Whitelist
 Blackiist
= 4, WebFilter Edition
= 49 Web Filtering Policies
4 WebGrade Database
= @y WebSecurity Edition
&) Download Control Policies
G2 IM Control Policies
a @ Virus Scanning Policies
5 /¢ [Vius & Spyvirs Protection
(£ BitDefender Anti-Virus
P& Kaspersky Anti-Virus
[Tl Norman Anti-Virus

@ Virus & Spyware Protection

Use this page to enable/disable the virus scanning engines and to check their licensing status.

Engine Enabled Status

> | BitDefender Anti-Virus New engine is being downloaded. It will become active automatically once downloaded. i

Kaspersky Anti-Virus New engine is being downloaded. It will become active automatically once downloaded. i

Norman Anti-Virus New engine is being downloaded. It will become active automatically once downloaded. i

Al Amaall S bl sl o] e

aodel s b by 2 yiT O <y dgel S wall!

aole Y Lot 2 saxinis

hdl Ogily & il , ST VI Al YT ugdl, Suesg el librw
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GFl Webmonitor

O}ﬁdé’

Ao Jgmiy e p Mg 33l it o]

oVl p0g Aog 4JT“5L:5 y oz Buuw

Lo, 4>l> 5 46 g, By Default L &if Wy TMG e Jor!! Gy Lois
4>l 5 4ol Rule byazy Llosg _sliulo
GFI U dogodl 00d [ guw (359 ke B> gy o & siog L TMG I g s i &

P TMG e 4 Lol Po, Joxs 4uidi 20 pods GFI Webmonitor cuad (w slgb¥ o
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o (50 © | i Il &y b S Ly , 4 13 By y0 9 Aiges 5l GFI I gt
Tl el (e i L] el (60 doge

] ‘ﬁ GFI "."'."‘ibrru:lr jikor
@ Internet Explorer

Administrator

Documents

.;] Motepad

E Forefront TMG Management

MNetwork
% On-Access Scan

Control Panel

Computer

Devices and Printers
Administrative Tools
Help and Support

Run...

> All Programs Windows Security

I |search programs and files @ Log off I b'
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Virus Protection

(@ zmaiy g Virus and Spyware Protection J1 dwols 8 GFI 3 U tai Sl Lo Jof
e 9f Lo wghass Loy gl (5T 0y 5T 20 Jolaid

P~-BCEX H & GFI WebMonitor

Ili Top Policy Breakers
B Activity Log S Virus & Spyware Protection
q' ‘Whitelist Use this page to enable/disable the virus scanning engines and to check their licensing status.

X Blackiist
2 %, WebFilter Edition Engine Enabled Status
B 49 WebFitering Policies S BitDefender Anti-Vinus New engine is being downloaded. It will become active automatically once downloaded.
% \WebGrade Database !
= @y WebSecurity Edition Kaspersky Anti-Virus ™
& Download Control Policies

New engine is being dowinloaded. It will become active automatically once downloaded. |

Norman Anti-Virus New engine is being downloaded. It will become active automatically once downloaded. (i

ky Anti-Virus
Norman Anti-Virus
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Web Filtering Policies

LRl A Ayl 4TIy Rules Py oi Policies mdgs sLid! 5oy U g0

Add Policy e taras

P~BCEX H & GF1 WebMonitor

i 6 |’e http://monitor.isa/
| GFI WebMonitor
W8 @ GFl WebMonitor
[% Dashboard
] @ Monitoring
 Whitelist
% Blackiist

(& 4 WebFilter Edition
= 4 [Web Filtering Policies ;
eb Filter V]

% | WebGrade Database
‘WebSecurity Edition

@ Web Filtering Policies

Enabled

@ Web Filtering Policy
Use this page to configure a web filtering policy.

This page has unsaved settings

l

( GeneraD r j Web Filtering r Exceptions r Applies To }7 Notifications

Policy Name
[test

Policy Description

tagrobal

Policy Schedule

B Policy Active | | Policy Inactive

10 12 14 16 18 20 22 0
vivivvviviv]v]viv]v]v]

0 2 4 6 8
[ vlvivlvivivivlvivlv

Sunday | 3
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General t Web Filtering - Exceptions [ Applies To Notifications

Policy Schedule

B Policy Active | | Policy Inactive

Sunday

Monday

VoY

Tuesday
Wednesday
Thursday
Friday

[vIvIvIv

Saturday

] Wiy 4] (S  aw Web Filtering :w

General ,g' Webl-‘mering \, Exceptions “ Applies To [ Motifications

R
A site can have multiple categories associated with it, for example, news and sports. If one or more of the categories
associated with a site is listed in the blocked categories list below, the site will be blocked.

Blocked Categories Allowed Categories

Abortion =t '  Open HTTP Proxies

Abused Drugs '  Proxy Avoid and Anonymizers
Adult and Pornography v Web based Email

Alcohol and Tobacoo
Auctions

Bot Nets

Business and Economy S Quamntine |

CDNs

Computer and Internet Info

% % X X X X X X X X

Computer and Internet Security _vj

Select All \ [ Select All

Show Advanced Options >>>
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colgl! Ganba po Blg0 sLiwd Exceptions

3

This page has unsaved settings

/" General r Web Filtering /"( ﬁ«qigom)f Applies To r Notifications

Excluded Sites

| |Add]

o cprordStiuno 5 lows Lt | Lisoy  cwdgd ! Gunded i (90 e Wiz W e Applies To

JUod! o e IP f@,i

MM'@A}‘ELCWQi

Ili Top Categories :
=] @ Sttes History / General r Web Filtering ( Exceptions //‘ Applies To H/ Hoﬁﬁmions ‘
ey 14

flj Top Time Consumption
il Top His Count
3 ) Users History [User | E W
Ilj Top Surfers
Il Top Hits Count a | PP ’
{li Top Policy Breakers
ﬁ Activity Log
W Whitelist
| X Blackist
1| 3 4, WebFilter Edition
2 ehPaemgrer
I 1!1 \WebGrade Database
| LE] i’/ WehSecurity Edition
L E b Configuration
43 Administrative Access Control
& Notifications
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Policy J1 4ol OYgloxo 3959 Ul 5 geoli sl Al pd cppod ¥ Juoy 38Loo! i U 09

Email Address

¥ ,
/ General ] Web Filtering ’ Exceptions rf Applies To // {'Noﬁﬁcaﬁons >|

Notify the following administrators when the site category infringes this policy.

5 e

(@ | Administrator@127.0.0.1

]

Sl =L gleadl Lo cdbo Los”™ fuoa¥ 1 alue! Cllay dno ! oddy _faxds bl

2 4, WebFilter Edition
=) @ Web Fittering Policies
4 WebGrade Database
2 @, WebSecurity Edition
@ Download Control Policies
3 M Control Policies
a2 @ Virus Scanning Policies
=] v!\ Virus & Spyware Protection
(% BitDefender Anti-Virus
W Kaspersky Anti-Virus
@ Norman Anti-Virus
€ Anti-Phishing Engine
' B= ﬂ) Configuration
Q Administrative Access Control
s Foffestons]
@ General Settings
Ili| Reporting

U&o&si

—— Send administrative emails using the following settings

From email address
[I8aWebMonitor@127.0.0.1

SMTP Server SMTP Port
[127.004 |5 ]

—— Send administrative emails to the following recipients

Email Address

l [ [ s |

@ | Adminsrator@127.0.0.1 ]
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Save Settings labg

This page has unsaved settings

Save Seftings || Ca
- —

ceptions r Applies To //y Notifications ‘

7

s when the site category infringes this policy.

Save
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Whitelist

£13gudlg s land| 131981 givg WSxilly & sanad! Elail w0 ST £

1l Top Users ——— == _
1li Top Cstegories /' Permanent Whitelist T Temporary Whitelist |
o @ Stes History _
= i Top Time Consumption [ste ]| || Add |
1lil Top Hits Count
=] ‘% Users History
1l Tep Surfers
1lil Top Hits Count
lil Top Policy Breakers

-
—

192.162.2.101

192.168.2.102

192.168.2.103

192.168.2.110

192.162.2.116

=) 4, WebfFilter Edition 192.168.2.120

= 4 Web Fitering Folicies
% WebGrade Database
= @, WebSecurity Edition
£ Download Control Policies
€3 M Control Policies

192.168.2121

192.168.2.15

192.162.2.185

BB BB B B B e B

J |0 |0 d D oo pE oo

G ) i & W polintl g Whitelist Jb squaial! O madi 05 Sgleilly AL

&Bls0 51 8561 o cyorsiius yoliall o Sl 5 g

/ s
Permanent Whitelist ] Temporary Whitelist ‘

B

cla
ol
@

|»

101
'Tméz.mz

192.162.2.102

182.162.2.110

182.168.2.118

192.162.2.120

192.168.2.121

aopoapo)o)2E
= AR=2N=/10=20="1N=20=1N=

182.162.2.15
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yahoo.com gdgs 3l O s L

||j Top Categories / Permanent Whitelist T/ Temporary Whitelist ‘
=] % Sites History
{lj Top Time Consumption ] | yahoo.com
Il Tep Hits Count
o [ Users Hitory 182.168.2.101
| Top Surfers
il Top Hits Count

192.168.2.102

192.168.2.102

192.168.2.110

192.168.2.116

= B & B S| B

192.168.2.120

i* Whitelist [ sove setings | cancel

Use this psge to spetify the user, IP, or site that you w ant to exclude from all the policies configured in GFI WebMonitor. Use this featurs ¢ arefully, since what is included in the list below
will bypass sl GFl WebMonitor securiy checks.

F— -9
| (" settings soved )
R

/ R e
/ Permanent Whitelist ’ Temporary Whitelist ‘

| i

G ) i & W polintl g Whitelist Jb squaial! O madi 05 Sgleilly AL

é§|5.o gi S}g.?iji wm)awl odd CJals” 9‘5..»
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Blacklist

TMG J1 Jgy Bl oy cpo &Y rdog Blacklist J1 g Cd Calgdl cpo pd Y

il Top Categories [ste =]
= @ Sites History

1l Top Time Consumption Mo records availsble.

1l Top Hits Count
= [ Users History

1ljj Top Surfers

1li| Top Hits Count
Al Top Policy Breakers
B Actvity Log

# Whitelist

= 4., WebFilter Edition
2 4D Web Fitering Policies

Site g User o IP &8l | Ly LisCoy

192.168.2.110 jlg=ld Joks  forw Ly

il Top Categories |Client 1P 7| [192.168:2.110
= @ Stes History

1li| Top Time Consumption No records available.

1lil Top Hits Count
2 [ Users History

1li Top Surfers

ilil Top Hits Count

ili| Top Policy Breakers

[E] Activity Log

 \Whitelist

x o]

5 i* Blacklist

Use this psge to specify the user, IP, or site thst you alw sys w snt to block, irrespective of the settings configured in the GFI WebhMonit poicee Use this festure carsfully, sing
included in this list will alw ays be blocked access by GFl WebMonitor.

I This page has unsaved settings

|ciientiP =] |

E| 192.168.2.110




Lt At gp gl www.sharara.org

4 = 192.168.2.110 M jlaom 3hat 4> > (51 00

T —
((settings savea )
e —

|ClientIP »] | | Add

B | 1921882110 (i1}

Towd Olike Trash Il doMe e tariai y5 GFI oy 0 (ST (9 U] Iatasy

[ClientIP = |

B [ 192.1682.110
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Download Control

395kig1Wb Aol Yy J1 g“59 PO S W e

= &9 Virus Scanning Policies
= 'Qs Virus & Spyware Protection
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Anti-Phishing Engine

¥ Block access to phishing sites.
% WebGrade Database

;, WebSecurity Edition
@ Download Control Policies Anti-Phishing Engine Status and Version | Currently OFF. Database status:Not downloaded

ﬁ IM Control Policies Anti-Phishing Engine License Status Licensed .

(&2 Virus Scanning Policies

a2 »!\ Virus & Spyware Protection
(£ BitDefender Anti-Virus
DL Kaspersky Anti-Virus

— Anti-Phishing

Check for anti-phishi and if il install them, every: hours

@end an email ification to the inistrator on ing the anti
NOTE: If an anti-phishing update fails, an email notification is always sent to the administrator.

4§ Administrative Access Control
{g Notifications. [
[&] General Settings Anti-phishing last updated on: 2012-03-15 09:05 Up-to-date. Next update: 2012-03-19 09:05 \ Update Now
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Reporting

fae fo Lol

(esd ool o1 3 )85 ddlrog (g 35 SQL DB Ly Suneliy aeoli pdl toyy (pCos

oo 1 Bl

ﬂ Reporting Save Settings Cancel

GFI Weblonitor
[ Dashboard
@ [ Monitoring
" Whitelist
% Blackist
@ %, WebFilter Edition
@ @, WebSecurity Edition
= #b Configuration
4 Administrative Access Control
U Notifications

&, Dicensing
<., Version Information
& & Quarantine
& Today
" Yesterday
4 This Week
“q Altems.

Reporting records statistical information to a database. You can then use the GFI Weblonitor ReportPack to generate reports of your choice based on the data collected. This dialog
allows you to configure the database backend for the reports.

I~ Enable Reporting

— SQL Server

5QL Server:

User:

Password:

Database:

| Getoatabase List

[— Reporting Data

Status:

GFI Webonitor transfers the data the day to SQL Server backend database you configured above. This is done daily at
‘midnight.

1f you want to transfer all the past data right now without waiting for midnight, you can click the Update Reporting Data Now button below.

This will save your current settings and transfer all the data logged so far into the Microsoft SQL Server backend database.

Update Reporting Data How
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Monitoring

ozt Lyl lgiug TMG JI e g J1 fosg Laidd il g 431 yoll GFl yancrst <hisoy
5 Reports J1g Logs J1 -ye Cguad! ope  Jiél bo o GFII Aol fxlg oI B S
TMG

Simonitoring

Use this page to learn about and access the monitoring features of GFI Webldonitor.

2 Click to access the Active Connections page to view the requests that are currently being served. From this page you can also stop a connection if it is consuming too
43 [Nast Connections much bandwidth, for example.

42 Hidden Downloads
[®, search Click to access the Past Connections page to view the last 2000 complete connections for today.
= [ Bandwidth Consumption
il Top Sites
ilil Top Users
li| Top Categories.
3 @ Stes Hstory Click to access the Search page to search through browsing history by User/P and Category or Site and by date.

Click to access the Hidden Downloads page to view downloads which were unattended by users.

1l Top Time Consumption
il Top Hits Count Click to access the Bandwidth Consumption page, from where you can check how much bandwidth is being used by sites, users or categories.
& [ Users History
ilij Top Surfers
Wl Top Hits Count
1l Top Policy Breakers
B Activity Log
¥ Whitelist
% Blacklst Click to access the Activity Log page, from where you can check the current activity of GFI WebMonitor, such as which downioads are currently being virus scanned.

Click to access the Sites History page, from where you can check which sites are the most popular, and how much time is being consumed by each site.

Click to access the Users History page, from where you can monitor user browsing activity and determine who is spending the most time surfing the internet.

[ Dashboard
[ Wonitoring user ® Time Status URL
2 Active Connections unauthenticated 1921682110 12:24:42 application/octet-stream
&3 [Past Connections unauthenticated 127.00.1 12:24:42 textintml hitp://webgrade2 gfi comic518
. Fiidden Downi unauthenticated 192168215 12:24:42 Real filetype:html http://clients1.google. comtbproy
[ search unauthenticated 127.001 12:24:42 text/htmi hitp:/iwebgrade2 gfi comie7 125/
= [ Bandwidth Consumption unauthenticated 192.168.2.110 12:24:42 Redirection http://download.comodo.convar
1li Top Sites unauthenticated 127.0.0.1 12:24:40 text/htmi hitp://webgrade2.gfi.com4e7S:
1l Top Users unauthenticated 192.168.2.103 12:24:40 Not Modified http://productnews. link.net/geng
1li; Top Categories unauthenticated 127.0.0.1 12:24:35 textihtml http://webgrade2.ofi.com/4e75
5 @ Stes History unauthenticated 192.168.2.103 12:24:35 Mot Modified http://productnews.link net/geng
“!_v dop:Time Constimplion unauthenticated 127.0.0.1 12:24:30 text/ntmi hitp://webgrade2.gfi com/4e7S:
_ etk Colee unauthenticated 192.168.2.103 12:24:30 Not Modified http:/iproductnews link netigene
2 [ Users History
@ unauthenticated 127.0.01 12:24:24 text/html hitp:/iwebgrade2 gfi.com/t
Top Surfers
e i SO unauthenticated 127.0.01 12:24:23 text/tmi http://webgrade2.gfi.com2a7
op Hits Count
” g unauthenticated 1921682102 122424 Real filetype:xml http://dvd4arab.maktoob. comvaj
| Top Policy Breakers.
unauthenticated 127.0.01 12:24:16 text/tmi http://webgrade2.gfi.comv4e7

B Activity Log
o Whteist unauthenticated 192.188.2.103 12:24:15 Not Modified hitp:/productnews.ink net/gen

| WebMonitor

@ Dashboard

@ Monitoring
f Active Connections
g@ Past Connections Search By:

| site =l ]

NOTE: Substrings are supported, for example 'domain.com’ will return www.

Use this page to search through browsing history by User/IP and Category or Site and by date.

— Search

3 Consumption User/IP: |
1l Top NOTE: User must be in the format DOMAIN\ser. IP address must be an exact

1li| Top Users [03/1872012 5

1l Top Categories
= @ sites History
1li Top Time Consumption
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Top Sites (& »,ldl £lail w1 yog

” - Snapshot taken at 12:24:18 PM
GFI WebMonitor w Top Bandwidth Consumption by Sites attaken s  F

[ Dashboard r
= [ ontoring [T Show Hits Over Time Charts View data for: |03/18/2012 i} LEH:‘

& Active Connections Display Filters: [V Group by Domains ¥ Hide Referrals
&% Past Connections -
. Hidden Downloads Bandwidth (DL/UL) Site Web Category

[ searcn 15.17M8 | =.3orodnet Unknown
= [ Bandwidth Consumption 12.26M8/31.2218 | go0de.com Search Engines
6.6MB /1648 | = maktoob.com Internet Portals
5.99MB / 1.92KB | Zfacebook.com Social Network
5.96M5 /20416 JEr—— N Search Engines
5318  “.oedesyrdcation.com Business and Economy

EEEE

1li| Top Categories
= @ Stes History
1li| Top Time Consumption
1li] Top Hits Count
2 [ Users History
Wli Top Surfers
Wli| Top Hits Count
1li| Top Policy Breakers
B Activity Log
W Whitelist
% Blackist
@ 4, WebFilter Edition
i@ @, WebSecurity Edition
= 3 Configuration
U Administrative Access Control

B | k| &

3.72M8 ‘ *.comodo.com Business and Economy, Computer and Internet Security

3.43M8 | Z.e-mailaat.com Unknown

3.16MB | =.boswtol.com Sodety

| |k

2.95MB | ®.gstatic.com Search Engines
2.59M8 = formula1.com Sports

(3]

2.59MB *.amazonaws.com Unknown
2.56 MB *.doubledick.net Unknown
2.21MB/ 1648 I i Personal Sites and Blogs

B | B B R

2.14MB A K Unknown

GFlJ1g TMG JI 3 dymsd J1 s 15531 3 g0 diadgig 4l hinds g | (9950 0uTig

dodel s o oy 2,51 Oy 392 i gl
aode Y Lot 2 saxiniy

Il Oaily 2 arinl , ST YT A1 YT wgdl, Siosug pald! lbibems
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CCProxy
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bl Calo e L™ Bils

7135 ccproxysetup7.2.exe
|_| googleead7297aalbe5895.html
2 FlashFxp 3.78.zip
#, 12:2-2012-hsan-phar.rmvh.

Open File - Security Warning =)
The publisher could not be verified. Are you sure you want to
run this software?
Name: W:\Downloads\ccproxysetup7.2.exe
lﬂ Publisher: Unknown Publisher
Type: Application

™

From: W:\Downloads\ccproxysetup7.2.exe
L.=ﬂg;%sl[ Cancel _|

|@ This file does nat have a valid digital signature that verifies its

P [ &) @) @) @) @) B @R

Always ask before opening this file

publisher. You should only run software from publishers you trust.
How can | decide what software to un?

Al TRCAYc

8| OTrds AMdwy DESOUYS POTC=aIa. IV b
D e L s e s et s L T

Next5

ronc L Ao e 4

T 48! setup - CCProxy e
" Welcome to the CCProxy Setup
&

Wizard

This will install CCProxy 7.2 on your computer.

It is recommended that you dose all other applications befare
continuing.

Click Next to continue, or Cancel to exit Setup.

3
4

[EEmtee Ty
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Next o geob Wl slae! o o

Select Destination Location
Where should CCProxy be installed?

l‘ ~ Setup will install CCProxy into the following folder.

To continue, click Mext. If you would like to select a different folder, dick Browse.

At least 3.3 MB of free disk space is required.

Select Start Menu Folder
Where should Setup place the program's shortcuts?

u Setup will ceate the program's shortauts in the following Start Menu folder.

To continue, click Next. If you would like to select a different folder, click Browse.

[ eramse... |

Next
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Next9

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing CCProxy,
then dlick Next.

Additional icons:
Create a Quick Launch icon

tall
: ' ready to begin installing CCProxy on your computer.

to continue with the installation, or dick Back if you want to

J

Finishg
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Completing the CCProxy Setup
Wizard

Setup has finished installing CCProxy on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

EsLaunch CCProxy

il guoli il o Ao whigargg 7 saisg ol ity 13 ol i Lo
4,381901 pa3q Properties ;Ui Exe J1 Calo (e po SAlS” oF zeoli pdl jded I

Ok 5 Compatibility

.. Language 2/16/201210:01 PM  File folder
. web 2/16/201210:01 PM  File folder
%] CCProxy.dll 3/28/201111:57 AM  Application extens...
CCProxy.e{Tmmmm e i =
7] unins000.d, B CCProxy.exe Properties

0
5! unins000.e{ [ General | Compatibiity | Sacurty | Details | Previous Versions |
(@) zlibL.dil

if you have problems with this program and it worked comectly on
an earlier version of Windows, select the compatibility mode that
matches that earlier version.

Help me choose the settings

Compatibility mode

Run this program in compatibility mode for:
(Windows XP (Service Pack 3) -

Settings
[7] Run in 256 colors
[} Run in 640 x 480 screen resolution

[ Disable visual themes

[ Disable desktop composition
[ Disable display scaling on high DPI setﬁr\%

Privilege Level /

Run this program as an administrator /

P
[ 1% Change settings for all users /}/

ihte modified: 3/28/2
Size: 111 M|
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P v
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CCProxy

by @

St Options  Account

=Ry
=}

e '_\-1 3

i

==

e N

S

=nlal]

=)

. %

Hide

@;:y

Register

o

Monitor Help

s

O S IR R S ST T S N T T 5 ey

TN S e s o

Sk s - 5819 oo g Song s 3
o —mEL e e N R e LT

A

CCProxy

® O

Start ;

CCProxy

Copyright({C) 2000-2010 Y oungzsoft

Monitor

22:02:33
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Lalsdl S Service 5 L3 Wity foxs geoli ! Jrms NT Service L

SN 559! yuuiiy Lalandad A5 LCo] g ol p! Lgacoty  HT Y5539 Wl U (55 Lo

Advanced e s ... ool & 593 dodStiuin

Proxy services

Protocol
% HTTP/RTSP

Mail Secure
DNS FTP[web)
["]web Cached

Remote Dial-up

[ Auto Startup

7] &uto Hide
Port Map

Local IP Address:

[HUNT Service

e 595 S8 90 (o p ki st B9 Cascading Proxy dwols uxis U (yeg

Kerio Control s y3T 43 sl dulary 91 S g1 0L CCProxy  owg il jlaisb oz

Diakup | Cache | Cascading [Log | Mail | Networks | Others |

?@ % CCPraxy pemmits local server to access Intemet via other
proxy.

Local Protocol

Proxy Address

Proxy Protocol
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CA YA g otStiund | Sgh Aol gl Disloel

[ Advanced

| Dialup | Cache | Cascading | Log | Mail | Networks | Others |

CCProxy can log every user's information. Please
% DONT intercept user’s mail without his/her permission.

s

Save Logs to File G:\CCProxy\Log ‘[:]
Log Session Selection
Request URL [ Picture Info [7] web Title Info

Maximum Lines 10000 New Log Daily

Flow Stats Time Interval{m) [10 | [[] Enable Flow Stats

[ Flow Stats ][ Open Loas ][ Clear Logs ][BcpoftExcei]

[ Customize ] [

(e e Jio i Fio F e e S A e e i 5 e L AT e e O A T -

@ oo o=
® 0 B % & g9 © @&

Start Stop Options Account Register Monitor  Hide Help
|

O LS

e e o o o o e

APy

-

ST T o T e e e e e e e e e e s

NIE

L ey
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ST Olalasy zlioy VY gy WL frao Permit All U & lowd! yLis|

Options Filter/Time

Permit Category: [Permil Al . ‘web Filter |
Auth Type: [IP Address Time Schedule I

User Name IP Address MAC Address Conn.. Band.. Enable New

Ew
[ oses ]
[ Soetal ]

I Auto Scan I

< |

UserCount: [CINT User Auth Domain: [ FIpwVS§a‘t§H] | ok | [

Permit Only ,lss anasdl suld

Options Filter/Time
@ Permit Category: M | ‘w'eb Filter |
Permit Al ] N ——

Auth Type: W Time Schedule |

User Name IP &ddress MaAC Address Conn.. Band.. Enable [

| Edi

| Delete

| SelectAll

l Auto Scan

<|

|| UserCount: [T NT User Auth Domain: 1 [ Flow Stats J [ 0K
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Options

Permit Category: [Pef_mit Only

Auth Type: [ IP Address

www.sharara.org

Filter/Time

‘web Filter
Time Schedule

< |

User Name IP Address MAC Address

Conn... Band.. Enable [

Delete
Select All

Auto Scan

[ UserCount: NT User Auth Domain:

[ Flow Stats ] [ 0K

Options

Permit Category: [Permi@ Only

Auth Type: [_IP Address

Filter/Time

~ webFilter
Time Schedule

Auto Scan

<|

User Name IP Address MAC Address

Conn.. Band.. Enable [

Delete
Select All

Aub Scan

User Count: NT User Auth Domain:

| Flowstats | |
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ve 83 0 oo 1 L , S>lg g ge) X
Lib Live 83929001 536 Y1 5 Lo dif LY, ualg jle Yl oo of Ll 3
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| g 1320010030 0 Cole £old

[ Account Manager

Options

Filter/Time

Permit Category: {Pelmit Only.

\Web Filter

Auth Type: [!P Address

~ Time Schedule

User Name

Low IP &ddress

10.0.0.1

High IP Address
10.0.0.1

Delete

Select Al

,_,
—J

Auto Scan

<|

i

UserCount: NT User Auth Domain:

| Flowstats | [ 0K

Options

Filter/Time

Permit Category: [F'ermit»l;lnly

‘web Filter

Auth Type: [IP Address

Time Schedule

User Name IP Address MAC Address Conn.. Band.. Enable [

T T ETZ I KN

~ Selectall

_ Auto Scan

J| UserCount: 1 NT User Auth Domain:

[ Flow Stats ]l 0K
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Jav of 3uel of Jild sLisY E B> e Larially lag

P8 cpo Blice 8B ,Lus 1 Ly Loy

‘E’ User/Group Name

Password ]

Enable IP Address/IP Range 10.0.01

(7] MAC Address | 00265addf6fd

&s Group Belongs to Group [

Mawimum Connections -1 % *Unlimited Connection:-1

Download Bandwidth(KB /s) K % *Unlimited B andwidth:-1

Upload Bandwidth(KB/s) -1 % *Unlimited B andwidth:-1

Wi [Z] Mail Telnet Remoate Dial-up
FTP SOCKS Others

~
‘web Filter l v@

)

[7] Auto disable'at 2/16/2012 | 10:28:31 PM |2
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Jalaly velgilly SUAT sl -yCoy LayT s op0

Options

Permit Category: [Pelmit_ Only e:
Auth Type: [ IP Address [ Time Schedule

User Name IP Address Conn.. Band.. Enable [

Web Filter

< |

Delete
Select All

~ Auto Scan

UserCount: g [T NT User Auth Domain: : [ Flow Stats ][ 0K

‘Web Filter Name WebFilter-1

[¥] Site Filter () Permitted Sites ® Forbidden Sites

Tip: Site filter supports wildcard character. Each item is divided by
semicolon. Eg. * yahoo.com;* msh.com

Advanced DNS Filter

Forbidden URL

Tip: Each item is divided by semicolon. Eg. .exe;.zip

Forbidden Content

Tip: Each item is divided by semicolon. Eg. chat:travel

New ] [ Save ] [ Delete ] [ 0K ] [Canc;el]

o
=
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Time Schedule sli3Y Ua yoq

Options Filter/Time

Permit Category: | Permit Only  WebFiter
Auth Type: |IP Address : Time Schedie

User Name IP Address MAC Address Conn.. Band.. Enable
User-1 10.0.0.1 00265addfefd -1 141 1

Time
Schedule

<

User Count: 1 NT User Auth Domain: i [ Flow Stats ] [

49 011 0.0 DL ke Ealed

Filter/Time

Time Schedule Name TimeSchedule-1

Sunday  00:00-24:00

=
1]

QI

W

Monday 00:00-24:00 Edit

Tuesday 00:00-24:00

d& Wednesday  00:00-24:00

-
dua g Thursday  00:00-24:00
L4 o~

Friday  00:00-24:00

Delete

Select Al

HEDEDE @

Saturday  00:00-24:00 Export.

Import

[ New J [ Save J [ Delete J %’ 0K ] [ Cancel J
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@ ccproxy

TR

@@G’%@

Start Stop  Options Account Register

e sk e L

SNl Aoxadl (30 dode Jgadl o Log File zod (e Jgamlly (5598 g 258 (9

Wle Sgkas 9 4 zolll Lai> i sbdusf

¥ Connection information

Current Connection Information Connections: 0

Log I Account | P

IP Address Connections  Usemame

7
v,;'
I
:
i

T

e eI

[ Stop Seroll Send Message] [ Flow Stats ] [ Open Logs ] [ Clear Logs ] [

Close L} ]

e it P
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[l Name

[V proxyi

N

Double Click

AnalogX End User Agreement.. |

ANALOGX SOFTWARE LICENSE AGREEMENT:

This Software License Agreement [ 'License Agreement”) is a legal
agreement between you [either an individual or an entity] and AnalogX
["'4x") for the software product, which included gompyter software ang
any other additional media, whether provided inﬁn el L
online in electronic form.

-

| Do Not Accept

Select where you want Proxy to go...

C:\Program Files\&nalog<\Proxy’ Browse
Free space before installation 11,151,560k

Space used by application 551k
Free space after installation 11,151,009k

Exit Setup

www.sharara.org

Ll Bls

WY1 e 381y

Continue
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Yes uslic ogf

@ Would you like to register this program (registration is free)?

Yes ] [ Ne

Installation Complete!
i
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Google Chrome

LibreOffice Writer

Mozilla Firefox

Snagit 10 Editor

Microsoft PowerPoint 2010

Microsoft Word 2010

Google Talk

Foxit Reader 5.1

Photoshop C54

5 PhotoScape

TeraCopy

www.sharara.org

[PV RIRY PR | VY T ERVS L g Xt B¢

Administrator
Documents
Pictures
Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support
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Ok BINSYRE S

The proxy server is currently running in an open state, which should
only be used when you initially install the proxy server or if you are
attemnpting to verify that everything is configured properly, Please read
the security section of the documentation for information on how to
secure the proxy once it is successfully configured - when il;is running
in a closed state this message will no longer appear. When'the proxy is
running in an open state, it is visible to other computers on the Internet
and could potentially be used by spammers or other Internet users to
mask their activities.

 143AM
il B 3012

Configure o

1:43 AM
3/22/2012

_iﬁ’ |‘ 1) .I|'I ?-;
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Configure Jloa g .. 4y 5 3

Services ' Logging:

HTTR FTE HNTE W
W m News server address:

SMTP [JPOP3  Socks

k8o (On LOn.  ProwBinding

disabled

‘ [ Configure Email Alias's

| Check if prosy is in Open mode |

oA g

Tools :w Internet Options ¢y luad! 44 oy Sa Y1 e Josold oM slusdy

% v B v @m v Pagev Safety ml

[@ Diagnose Connection Problems

E] Reopen Last Browsing Session

Pop-up Blocker
i Manage Add-ons
InPrivate
i without storing data about your b Work Offline
) Compatibility View
i ; : Compatibility View Settings
bte Browsing window
Full Screen

Toolbars
blerator

ice with text that you've copied fr(

Explorer Bars

Developer Tools

ﬂ

indows Live Suggested Sites

%) Internet Options
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Connections _w Lan Settings

| General | Security | Privacy | Content | Connections | Pragrams | Advanced

To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Remove. .. |

Choose Settings if you need to configure a proxy [ Settings |
server for a connection. ———r

(@) Never dial a connection
Dial whenever a network connection is not present

Always dial my default connection

Current None ‘ Set default i

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections, settins
Choose Settings above for dial-up settings. :

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
Use automatic configuration saipt
Address ‘

Proxy server

UseaproxysefverforyerAN(Thesesetﬁngswiﬂnotapplyho
~ dial-up or VPN connections).

Address:  192.168.3.2 Port: 6538

bypass proxy server for local addresses

k |hlum e R e Ah‘(.m'((_
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Kerio Control

WSE]

Ao Jgmiy e Pl 3l 4is !

di iy 4,39 41935, ! Aoz Bk

Cdguig Sl 4ol Lo pé WMo Dloxio A3 L™ Uyl yg GFI Web monitor wo kol
TMG W pleg (5989 &1 e o oy
Kerio Win route s Wl & s o7 (51 Kerio Control gig

s 005" S 5 o) 5 gty 4] (o o s = i jaoiag LU (538 Jag 0l 90

& oSy

Josi (8 51 iy j9izg Lo o g 4hod 81l po 5T Kerio (po vorgs jlaisb
Al

CnsS CanS 1 o 85 Lgmaaily B5140) ydes J9ringdl e o 590ing) g

e g 4L o0 led sy o Appliance 57 _foxs g8 Sl Fud dudly
& o

VMware geoli y M5 o0 Joxll 8 al> appliance geus a5l @go e ugs rguil

O g cwald S s x>glo pé w0 Parallel gf
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boot:
Initramfs-iso started...

Kerio Control 7.3.0 patch 2 build 3989

Please select installation language:

Cestina
Deutsch
English
Espaftiol
Frangais
Hrvatski
Magyar
Italiano

<Enter> Continue
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Wait lrbog

Kerio Control 7.3.8 patch 2 build 3989

Initializing Installer

Please wait...

Kerio Control 7.3.0 patch 2 build 3989

End User License Agreenment

The following End User License Agreement must be accepted
with the installation:

in order to proceed
KERIO TECHNOLOGIES, INC.
SOFTHARE END USER LICENSE AGREEHENT

Please read this Software End User License RAgreement (”Agreement”™)
carefully before using Kerio Technologies, Inc. (”Kerio”) products,
including all software, and associated media and documentation (printed,
electronic or referred to on Kerio?s various websites) which may be
provided to You, the customer and end user, with such products
(individually and collectively, the”Software”). Notwithstanding any
affirmative acceptance of this Agreement made during the purchase and/or
installation of a particular Kerio product, You and any entity that you

<F8> Yes, I Agree
<{Enter> No, I Do Not Agree
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Ol it bty desfita
Enter o o8 JI 51 Sl i lo of . 0yl e Al 5 ey &

Kerio Control 7.3.0 patch 2 build 3989

Ready to Install

The installation program has gathered all the information it needs. In the
next step, Kerio Control will be installed on the hard drive.

All data on the hard drive will be lost. It is not possible to install Kerio
Control along with another operating system on the same computer.

To confirm that you have read this carefully, please type ”135” in the box
belou:

Confirm:

<Esc> Back <Enter> Continue

Kerio Control 7.3.0 patch 2 build 3989

Ready to Install

The installation program has gathered all the information it needs. In
next step, Kerio Control will be installed on the hard drive.

All data on the hard drive will be lost. It is not possible to install Kerio
Control along with another operating system on the same computer.

To confirm that you have read this carefully, please type ”135” in the box
belou:

Confirnm: [ 135_
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Kerio Control 7.3.8 patch 2 build 3989

-
-

fadt

is being installed.
is being installed.

=
E
5 |

Installing systen...
Installing systen...

Kerio Control
Kerio Control

St
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Sgay o Olide Enter Uang

Kerio Control 7.3.0 patch 2 build 3989

% &2

=

Installation Complete

Congratulations. Kerio Control has been installed on this conputer.

Installation will continue after system reboot.

Remove the CD and press Enter to reboot the systen.

e ——————————
WA AN NN NN NN NN

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
!
i
|
|
|

Press 'ESC’ to enter Rerio boot menu...
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Booting 'Kerio Control (7.3.8 patch 2 build 3989)°

[Linux-bzImMage, setup=0Bx3cBB, size=Bx251bd@]

Jeais logaly Dy sloe ]l by, ol (8 LS 1 9w s @ 51 g0

Local ¢f Internal ds 11 4Cil Loglg External Cd YU
External = Red = Internet 4 Internal = Green = Local

oyl Sl Y1 clolol wos o Internal gf External cpdy b1 (51 Flo (S udg 13

sl 8 BY1 e oo I il ol Sladl B y5 of oz 10 Mac Address
Mac Address JI 3 (w0 dede B miting JU Y1 O, TN slue] el Cdlagm

Enter o O, 01 L

Kerio Control 7.3.08 patch 2 build 3989

Local/Admninistrative Network Configuration

Please select netuwork interface that connects this computer with your local
area network. Once installation is finished, this network interface will be
used for administration of your Kerio Control.

00:0c:29:d5:db:0c  AMD 79c970 [PCnet32 LANCE]
00:0c:29:d5:db:16 AMD 79c970 [PCnet32 LANCE]

<Enter> Select
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Static IP bgwy o2 &1 J1 Jla! ,lss

Kerio Control 7.3.0 patch 2 build 3989

Local/Administrative Network Configuration

Please configure the IP address and mask of the interface. Once the
installation is finished, this IP address will be used for administration of
your Kerio Control.

( ) Assign IP address dynamically (DHCP)
(o) Assign static IP address

IP Address: [ 160.10.168.1
Subnet Mask: [ 255.255.255.0

{Spacebar> Select
<Enter> Continue

oW A Gateway gemauw (2 (S1J1 1O b

slgs¥l o Enter laris

Kerio Control 7.3.0 patch 2 build 3989

Local/Administrative Network Configuration
Please configure the IP address and mask of the interface. Once the
installation is finished, this IP address will be used for administration of

your Kerio Control.

( ) Assign IP address dynamically (DHCP)
(o) Assign static IP address

IP Address: [ 192.168.1.6

1
Subnet Mask: (NN255.255.255.0 1

<Esc> Back <Enter> Continue
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Ol it bty desfita
Ax Lowd lalus] i WiCosg External Jf g 310,101 95 7 WAL

slaeyl oy slgi Enter aris

Kerio Control 7.3.0 patch 2 build 3989

Initial Configuration Completed

Congratulations. The initial configuration of Kerio Control is now conpleted.
Press

<Esc> Back <Enter> Start Kerio Control

Kerio Control 7.3.8 patch 2 build 3989

Control Engine is starting up...

<Enter> Access Console

s U B o0 7 ousyg
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Web Administration M w0 jled! &0 ol 29

Kerio Control 7.3.8 patch 2 build 3989

License and password have not been set yet?! To set then,
please point your browser to:

<Enter> Access Console

5 50ll 599001 URL Il Jligas, Jsll o, o8

e Joss Web dgrly 3 (0 b9 (6513] 085 (il 18 pod il WL
AT o lem ST WS (30 il
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2 pleg A0 fuaiog 5euing 4dke Slaz 9 Bjlazw (sly , Ujlesr i i o7 o (0

Default Gateway JI 3 i g AT Olalue] x>, 4w Kerio JI pod

Internet Protocol (TCP/IP) Properties

General
T

You can get |P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(O Obtain an IP address automatically
(%) Use the following IP address:

IP address: 192..5188:. 1; .52
Subnet mask: 255 .255.255. 0
Default gateway: 192 .168. 1 . B

Obtain DNS ser address automatically
(&) Use the following DNS server addresses:
Preferred DNS server: g .8 .8.

Alternate DNS server: 192.168. 1 . 1

Uﬁ I[ Cancel ]

4081 4999 Kerio Server I o (81 oy 85l g9 URL I LisC g graciol | i

Continue to the website S

P —— =
K& - B hitpsiio.168.1 614081 ¥ (% ][x] [£ 1

File Edit VYiew Favorites Tools Help

i} Favorites l {S g‘ Suggested Sites » @] Web Slice Gallery ~
le-:ertiﬁcatesrror: Navigation Blocked [ | M- [ g=n v Page~v Safety~ Tools~ @@~

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

C@ Continue to thiq:website (not recommended))

& More information
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www.sharara.org

1O < - i i (%) [P - seve

File Edit View Favorites Tools Help

<~ B we

& - [ f=h v Page~ Safety~ Tooks~ @@~ >

(%]
E3

Activation Wizard

Kerio Control

The complete gateway security, network monitoring and productivity solution,

[= engish

Activation Wizard

Time and time zone
Please review your time and date settings.

Time zone: {GMT -}02:00) Cairo

{This time zone has a daylight saving time period)

Keep the time synchronized with an Internet time server,

ErEE

[20:00:10 |

I[

Next >
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Error clblay yCow

Activation Wizard

Time and time zone
Please review your time and date settings,

Time zone:

|{GMT +02:00) Cairo

{This time zone has a daylight saving time period)

,"‘: The Kerio Control server did not respond in the given time limit.
= ‘This seems to be only a temporal communication error. Please try again later.

"."f“" . £

Time and time zone
Please review your time and date settings.

[ Mt +02:00) cairo

{This time zone has a daylight saving time period)

(20120331 3]
[20:01:00 i
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Ol foruig Trial dsud lgdss bl L1 of 45l Serial Juis ¢

Skip Registration ,bsle owdi o

Insert license number
License is identified by the license number you have received from your reseller,

() Register license number

O Activate the free trial

Enter security code:

Register offline

Skip registration

Activation Wizard

Use unregistered trial
Trial version will stop working after 30 days from installation.

In unregistered trial version, the following features will be unavailable:
- updates for integrated Sophos@ antivirus

- updates for Intrusion Preventon System

- Kerio Web Filter {web page categorization)

- technical support

If you want to evaluate the features above, click Back and complete the registration. If you choose not to register now,
you can always do it anytime later from the Kerio Control Administration.

Next
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Help us make Kerio Control even better

As 3 part of our commitment to offer the best quality product on the market, Kerio Control's development team would like
to have your permission to collect anonymous usage statistics addressing the server hardware, software clients and
operating systems interacting with our products.

View sample data

o You can change this setting later in the Advanced Options.

Set password for the administrator user account

Username:

Password: [ |

Confirm password: |
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Finish 1 51g

Set password for the administrator user account

Username:

Password:

Confirm password:

Activation Wizard

Thank you

You have successfully completed this wizard.

Please proceed with login to Kerio Control Administration.
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g w§ ’bM' ] S Cllaw

G@ v [l busaijj192:168.1:6:408 ) s loainl V[ cortficate Error | |42 % | [P 1

| Flle Edit View Favorites Tools Help

i
Wl & Favorites | o ) Suggested Sites ~ ] web Sice Gallery ~
b

i
[ = v Page~ Safety~ Tooks~ @@~ > 1
i

||| [ Kerio Control Administration 2 -
I

Kerio Control

Administration

Username

Password

.;)55..»[.?“9 Admin

Kerio Control

Administration

Usermmame

Password
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511 g0 ey 08 5 0¥ 4liCie b AliB[ , clbineluod glxe

Help us make Kerio Control even better, | Suggest Idea... | | Contact Technical Support... |
Configuration Assistant

sion Prevention
llrity Settings
h Management

'- Configure Internet conngmion and the local network...

Choose 2 persisient Internet conneciion, Link Load Balancing or Falover.

” Define traffic policy...

Configure basic &raffic ruies simply with few dicks,
Export your configuration...

Save the configuration inio 2 file which can be used as 5 badkup.

Import configuration...
Use the exporied badkup fie to restore the configurazon.

Show automatically after login

Enter dariai , 0 w1 dcwy i Ujlgeed x> 3

Kerio Control 7.3.8 patch 2 build 3989

License and password have not been set yet! To set then,
please point your brouser to:

htips://192.168.1.6:4081/adnin

<{Enter> Access Console
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Kerio Control 7.3.0 patch 2 build 3989

Accessing the Console
To access this console, please provide Adnin password.

Password: p [

<F5> Shouw/Hide Characters
<Esc> Back <Enter> Continue

1
|
{
|
|
I
|
)
)
)
|
)
|
)
!
)
|
)
)
)
|
)
|
)
|
)
|
)
|
)
)
)
)
)
|
)
|
|
|
I
|
|
1)
|
1)
|
|
I
I
I
I
5

Kerio Control 7.3.0 patch 2 build 3989

Network Configuration Choose this item to view or change the basic
network configuration in case you cannot use
remnote administration.

<Up/Douwn> Move
<Enter> Select
<Esc> Back
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Kerio Control 7.3.0 patch 2 build 3989

Configuration of ’Ethernet 2’ network
interface

IP Address: 192.168.189.129 (dhcp)
Subnet Mask: 255.255.255.0

HAC Address: 00:0c:29:d5:db:0c
Network Card: AKD 79c970 [PCnet32 LANCE]

<Up/Doun> Hove
<{Enter> Change
<(Esc> Back

Kerio Control 7.3.8 patch 2 build 3989

Configuration of ’Ethernet’ network interface

IP Address: 192.168.1.6
Subnet Mask: 255.255.255.0

HAC Address: B0:0c:29:d5:db: 16
Network Card: AHD 79c970 [PCnet32 LANCE]

<Up/Doun> Hove
<Enter> Change
<Esc> Back
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Kerio Control 7.3.0 patch 2 build 3989

This will modify the firewall traffic policy
Renote Administration to aluays allouw remote administration access.

Use this if the network configuration is
correct but the current firewall traffic
policy blocks remote administration.

<Up/Doun> Hove
<{Enter> Select
<Esc> Back

Kerio Control 7.3.8 patch 2 build 3989

Kerio Control is running on this computer. To change
settings, please point your brouser to:

https://192.168.1.6:4081/adnin

<Enter> Access Console
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Shutdouwn

www.sharara.org

Restart g Shutdown Uag

Kerio Control 7.3.0 patch 2 build 3989

Choose this item to turn the computer off.

<Up/Doun> Hove
<{Enter> Select
<Esc> Back

Kerio Control 7.3.0 patch 2 build 3989

Choose this item to turn the computer off.

Are you sure you want to proceed?

<{Esc> Cancel
<F8> Shutdoun
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i &2 control - Kerio Control Administration

i ‘ ﬁ' = @ ~ Page~ Safety v Tools v o-

il 3 GA configuration
= n
a ¥ Trafirolicy
¥ Traffic Rules
@ Intrusion Prevention
o Security Settings
% Bandwidth Management and QoS
= €9 Content Filter
£@ HTTP Policy
2 FTP Policy
@) Antivirus
= (3 LAN Provisioning
9 DHCP Server
€D 1Pv6 Router Advertisements
h DNS
= ¢l Definitions
Lﬁ IP Address Groups
L URL Groups
L8 Time Ranges
LQ Services
& Routing Table
n Accounting
£ Advanced Options
=] ﬁs Users and Groups
a Users
% Groups

B4 Domains and | Iser [ nain

Kerio Control

= @ Logout

Help us make Kerio Control even better. | Idea... || Contact Technical

Kerio Control 7.3.0 patch 2 build 3989
T

Unregistered trial version

Software Maintenance expiration date: Never
Product expiration date: 2012-04-30
Number of users allowed by the license: Unlimited

Company:
Host: control
Operating system: Linux

Become a reqistered trial user...
Reaister product with a purchased license number...
Install license...

Run the Configuration assistant...

Legal Notices

.. Al rights raservad,

POl fadll 80y U al =l olg

oz Yo J Ty gy oo [ x| ol

ande (Y Wt 9 jasiwly dodel s o5 <l 057 o <l 39T S wel!

Il Oyl & gl , ST Y1 AN YT ugsl, ooy pell! lilems
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Kerio Control

e)f.é.x;"

Wl Jogwy e pHudlg SNy Al o

A d.%ig 49,439 4:?'5)'?5 ,‘;'JJ' oo b

(S yhinig 0,58 UL s, digd Al1s i O Stg Kerio Control e (yo Lugtl!

055

GBIyl dlgs S LTy Los” Remotely (9gm Jordld Caaid! w0 Lagii! Loalo

Al e 5955 35990U19 w5594 JIo] dng il S URL I S Bjlear (e

e rai, Jlai¥l Legdg g 5l o olxiig Interfaces JU Aol ALl Ly

i
11 &4 Kerio Control
i 2 G2 configuration
B Interfaces
3 G Traffic Policy
¥ Traffic Rules
W Intrusion Prevention
Q Ssecurity Settings
% Bandwidth Management and QoS
= 29 Content Filter
%@ HTTP Policy
!3 FTP Policy
@) Antivirus
=] Cg LAN Provisioning
9 DHCP Server
€ 1pv6 Router Advertisements
h DNS
= (@l Definitions
(8 1P Address Groups
LI:‘ URL Groups
L0 Time Ranges
8% Services
I Routing Table
Q Accounting
@ Advanced Options
5 = (8 Users and Groups
& Users

"g Groups

Configuration Wizard

* B Interfaces

= @ Llogout :'

Internet Connectivity
Select an option of how the firewall is connected to the Internet:

A Single Internet Link %

Name

= €D Internet interfaces

8 Ethernet 2 192,168.189.126  IPv6 disabled

2 | Trusted/Local interfaces

M Ethernet 182,168, 1.6 1PV disabled

= %5 VPN interfaces

& VPN Server

= ¥ Other interfaces

No interfaces are ssgned [0 TS group.

](Conﬁgure in lear;) |
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Connectivity

Select your connectivity mode:

gle Internet link

" Two Internet links with load balandng
Two Internet links with failover

Local network

— LAN

interface: |8 Ethernet

1P Address: [192.168.1.5

Mask: |255.255.255.0
[[] Use DHCP for dients
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4lalasly External (=, I O,

Connectivity

Single Internet Link

-~ Internet Link

interface: = Sthernet 2

Mode: l"|

The IP address, n ind Gateway will be assigned by DHCP. Please make

sure a DHCP serv A your network.

Connectivity

Ready to apply the configuration

Once you click on Finish, the following configuration will be applied. Make sure all cables are
connected properly.

= Internet Link
Name: Ethernet 2
Configured by: DHCP server
= Local Network
MName: Ethernet
IP address: 192.168.1.6
Mask: 255.255.255.0
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Traffic Rules J

1| & Kerio Control .
2 % Configuration ﬂ TrafﬁC Ru'es
® Interfaces
@ W Traffic Policy
W Trpffic Rules = = ; s :
¥ n¥Ysion Prevention RECUEEHERS VI Any [EdFirewall {%Kgm VPN

Name Source Destination Service

© security Settings Internet access (NAT) B TrustedLocalinterfaces  {3Internet interfaces Any
% Bandwidth Management and QoS

2@ t"‘"‘:;:";;:cy Local raffic > [GlFrenal {CafFrensl Ay
£ FTP Policy 8\ Trusted/Local interfaces =% Trusted/Local interfaces
@} Antivirus ‘ﬁ‘ VPN dients & VPN dients
= (3 LAN Provisioning ANl VPN tunnels KAl VPN tunnels
0 DHeP Server Firewall traffic 2 (gFirewal
& 1Pv6 Router Advertisements
& DNS Block other traffic 2 Any
= @l Definitions
&4 1P Address Groups

ﬂ Traffic Rules

Name Destination Service Translat
Service Kerio VPN [CaFirewall {3 Kerio VPN

Internet access (NAT) % Trusted/Local interfaces <3 Internet interfaces Any

Local traffic = [EaFirewal [EFrewal Any
#8 Trusted/Local interfaces  #% Trusted/Local interfaces
J# VPN dients 4 VPN dients
EAll VPN tunnels KAl VPN tunnels

Firewall traffic [EdlFirewall Any

Block other traffic Any Any

“ Duplicate ] | Ghange-Golor '] [Conﬁgure in Wizard...

Bogacd! gl ol et

Source Destination Service

Any Any Any

[E3iFirewall £ Kerio VPN
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leboris i3 Jg 1 yla5m geo Aodles

‘ 3 Traffic Rules S O Lol

Name h Source Destination Action Translat

[¥]| Block I Any Any No action

Service Kerio VPN £ any [E3Firewall 2 Allow

[¥] Internet access (NAT) 9 S Trustedlocalinterfaces  {Internet interfaces @ Alow

Local traffic £ [EFirewall [EFirewall @ Allow

Y Traffic Rules S @ ol

Name Destination Translat
Block Any Any

[ service Kerio VPN £ any [CaFirewal

[V] Internet access (NAT) £ 8 TrustedlLocalinterfaces {2 Internet interfaces

[V Local traffic £ [EaFirenal CFirewal
B Trusted/Local interfaces  #% Trusted/Local interfaces

— Action

Action: Select action|

Accounting:

— QoS
Mark padiets with DS
DSCP value (0 -63):
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Ok Lraig Jg)” e Mé&‘ Jfgsgﬂ‘)t‘ddw (Y M09

o

Name Description

g e S YO e Y e

% eDonkey eDonkey Peer-to-Peer Network
% EGP Exterior Gateway Protocol

‘% Finger Finger user information protocol

% FTP File TransfeT%Protocol

‘% F1PS FTP - Secure
% Grutella Gnutella (Bearshare, Limewire) Peer-to-...
% Gopher Internet Gopher
% GRE Generic Routing Encapsulation
H.323 Protocol
 HyperText Transfer Protocol - WWW
HTTP Proxy Server

HyperText Transfer Protocol - Secured

ICQ Instant Messaging
% Ident Ident

% IKE Internet Key Exchange
L 28% rnasn Tot # Wil Arracns Deat

DUDICAIE || Lhange Colr ¥ | Conngue m WiZara.,

| Addport... |

Remove
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b ! ALl Bgd Jo Il e ey ol

Name

. USSR
Y] Add

Service Kerio| Remove h

Internet acce Duplicate
Change Color

Local traffic Change Description...

Configure in Wizard... N dlients
@_ﬂmPN tunnel

&2 [EalFirewal

Firewall traffic

Block other traffic (D] Any

(PR WIS AR g 111/ W)

i

9 ) You have modified data in this section. Do you want to save changes?
-

ey ]| No H Cancel ]

TMG 3 839>0J5" Intrusion Prevention 4uols- Lang

‘] 14 Kerio Control
l = G configuration
B® Interfaces
2 C¥ Traffic Policy
¥ Traffic Rules
W Intrusion Prevention ~ Severity levels
© security Settings The Intrusion Prevention System detects incidents based on a database of signatures, Here you may define
B Bandwidth Management and QoS actions for the different severity levels of the detected incidents:

‘,’ Intrusion Prevention

Enable Intrusion Prevention

223

=@ 23 Content Filter
la HTTP Policy
-';| FTP Policy
@4 Antivirus
= (3 LAN Provisioning
9 DHCP Server
& 1pv6 Router Advertisements
h DNS
= @l Definitions
(84 1P Address Groups

High severity: ‘}.og and drop

I

Medium severity: [Log

|

Low severity: [bo nothing

=)
14|

On the Kerio website, you can test these settings

iy
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Sl A gy i sharara.org

Security Settings Jig

ol 5leod) growd g @iy, Wi M1 8 5¢>Y Mac Address Jf o 4d folxd! LY

Kerio Control »~ . %
? €2 Configuration ‘ 0 Security Settings
B® Interfaces
& @ Traffic Policy MAC Filter | Miscellaneous |
W Traffic Rules
W Intrusion Prevention
Q security Settings [~ Interfaces
% Bandwidth Management and QoS ‘
= 29 Content Filter
£ HTTP Policy : [] W Ethernet
:3 FTP Policy ‘ MR Ethernet 2
@) Antivirus
= (3 LAN Provisioning
9 DHCP Server
& 1Pv6 Router Advertisements
h DNS
= ¢l Definitions
[_ﬁ IP Address Groups
LEJ URL Groups (& 3% Prevent listed computers from accessing the network

Here you may define interfaces that the MAC filter will be enabled on:

MAC Addresses

L0 Time Ranges \ Permit only listed computers to access the network
LQ Services
L Routing Table Description
'@; sl Nothing to display
£ Advanced Options
=] ﬂ Users and Groups it

Add MAC Address

MAC address:

Description:

2 Kerio Control T | -
= G configuration 9 HTTP POI Icy
R Interfaces
= W Traffic Policy URL Rules H Cache H Proxy Server H Forbidden Words ” Kerio Web Filter
¥ Traffic Rules
@ Intrusion Prevention Name Action Properties URL Users

o Security Settings

% Bandwidth Management and Q
2 @ Content Filter in Allow popular search engines o Allow LQ Search engines

Allow automatic updates for Kerio so... €@ Allow http:/f*.kerio.com/*  Don't authen

3 HTTP Policy Remove advertisement and banners €3 Drop No additonal propertes £.. g4 Adsjbanners
<.
*) FTP Policy

@4 Antivirus Allow automatic updates and MS Win... o Allow Skip AV control LQ Automatic Upda... Don't authen
@ (3 LAN Provisioning
DHCP Server - Compromised
@ 1Pv6 Router Advertisemer | e ar
h DNS

- Spyware and
3 @ Definitons N St
(8 1P Address Groups - Spam URLs
L) URL Groups

L Time Ranges

Deny sites rated in Kerio Web Fitter c... ©3 Deny @~ Explanation: You do F Kerio Web Fiter | Don't auther]
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|| (4 Kerio Control
= A configuration
B Interfaces
=] @ Traffic Policy
¥ Traffic Rules
@ Intrusion Prevention
Q Ssecurity Settings
® Bandwidth Managementand Q
= (9 Content Filter i
£@ HTTP Policy
:3 FTP Policy
@4 Antivirus
a G LAN Provisioning
Q DHCP Server
€ 1Pv6 Router Advertisemer
h DNS
= ¢l Definitions
Le 1P Address Groups
L URL Groups
LQ Time Ranges
(£ services
fz Routing Table
A Accounting

o> Deny JI o  SY Deny ,lsw , il g4

%9 HTTP Policy

www.sharara.org

URL Rules “ Cache “ Proxy Server “ Forbidden Words “ Kerio Web Filter

Name

Allow popular search engines
Remove advertisement and banners
Allow automatic updates and MS Win.

Deny sites rated in Keno Web Fifter c.

Allow other traffic
]

llow automatic updates for Kerio so...

Action
Belectacton |wv.
@ Alow

Qoeds
| ) Redirect
@ Alow

3 Deny

= @ Alow

I

Properties

No additional properties f.
Skip AV control

@ Explanation: You do

http://* kerio.com/*  Don't authen

(43 Search engines
(3 Ads/banners

(43 Automatic Upda... Don't authen

¥ Kerio Web Filter
- Compromised
- Phishing and F.
-Spyware and
- Anonymizer
- Spanm URLS

Don't auther]

B Some rules are inefficient (Kerio Web Filter is disabled).

Additional properties for the Deny action:
Specify text that will be displayed to the user:

La2a|

[ users can unlock this rule

) URL from the group

Apply the rule for:

® URL beginning with: |sharara.org|

Ads/banners
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&:M’C&Vfw'wg

%9 HTTP Policy

= @ Logout [§

URL Rules H Cache " Proxy Server ][ Forbidden Words " Kerio Web Filter [

Properties
Explanation: La2a
Don't authenticate

") Search engines

MIME Type

Apply rule for:

O any user

|| do not require authentication

Any user

I Remove I
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Admin J1 ,b

Domain; !Loca| User Database Il} [ Refresh

Name Full Name Description

Quadmn  momtelygeestd

Oks

Apply rule for:

O any user

| | do not require authentication

() selected user(s):

8 Admin

227
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MIME Types , g 1 Olakod! £1g3] b

URL Rules " Cache H Proxy Server " Forbidden Words " Kerio Web Filter |

Properties URL Users MIME Type valid Time
lanation: La2a sharara.org & Admin h

O

http:/{* kerio.com/*  Don't authenticate

OO

(L Search engines

O

Bdditonal properties £ LQ Ads/banners

AV control 3 Automatic Upda... Don't authenticate m W

O

Al

| Kerio Web Filter

MIME Type

; v

1=

application/*
application/octet-stream
*ms-download

image/*

image/gif

image/jpeg

text/=

texthtml N
text/nlain L\\s

P Gad i S0

URL Rules " Cache " Proxy Server “ Forbidden Words " Kerio Web Filter |

roperties URL Users MIME Type Valid Time

anation: La2a sharara.org a Admin application/® »‘

http:/f*.kerio.com/*  Don't authenticate

s 41 sharara.org x8go oyo (wa¥! @y s il
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=

www.sharara.org

G’; @ (G 121686

aidminfirids

V]@Certiﬁcaheﬁmv I“; X\ [P

File Edit View Favorites

Tools  Help

¢ Favorites \ w5 £]su

ted Sites v €]

é £ contral - Kerio Control Administration

@1 v Page v Safety v Tools v 0- 2

(&4 Kerio Control
2 @ Configuration
P Interfaces
@ G Traffic Policy
¥ Traffic Rules
@ Intrusion Prevention
O Security Settings
' Bandwidth Management and Q _
= @3 Content Filter [
£ HTTP Policy
%2 FTP Policy
@) Antivirus
3 (3 LAN Provisioning
? DHCP Server
@ 1Pv6 Router Advertisemer
h DNS
= ¢l Definitions
(8 1P Address Groups
LG URL Groups
O Time Ranges
]_Q Services
J’: Routing Table
A Accounting
£ Advanced Options
= {’_& Users and Groups
a Users

5 Groups
i

* {9 HTTP Policy

URL Rules u Cache H Proxy Server || Forbidden Words | Kerio Web Filter |

Name

test block
Allow automatic updates for Kerio so..
Allow popular search engines

[T] Remove advertisement and banners
Allow automatic updates and MS Win...

rated in Kerio Web FRiter c.

Action

Deny
o Allow
@ alow
€ oo
@ alow

Deny

Allow other traffic = @ Alow

= @ Logout

Properties
Explanation: La2a

No adaditional properties .
Skip AV control

" Explanation: You do

<
o Some rules are inefficent (Kerio Web Filter is disabled).

\ Add H Remove ||

Duplicate

| \ Change Color v

%Awlv filtering rules also for local servers

URL Users
sharara.org a Admir
http: /f*.kerio.com/* Don't aut
1 Search engines
LE; Ads/banners

L3 Automatic Upda... Don't aut o

Y Kerio Web Fiter

(=

Reset

[ apply |

0 Internet

43 v ®i00% ~

9nl gsbﬁy' U

989 B s LN O S plonsiins! ol b oLl g b SV Blof Aoy

oeld B <l b (59 Sophos

&4 Kerio Control
=] % Configuration
® Interfaces
= ¥ Traffic Policy
¥ Traffic Rules
@ Intrusion Prevention
O Security Settings
' Bandwidth Management and Q _
= @3 Content Filter 7
%@ HTTP Policy
o .7 FTP Policy
@) Antificus
= (3 LAN Provifloning
9 DHCP Server
e IPv6 Router Advertisemer
h DNS
= W Definitions
# 1P Address Groups
(3 URL Groups

°| [2) Antivirus

Antivirus Engine | HTTP, FTP Scanning | Email Scanning |

Antivirus software

[~ Useth

e integrated an

{& Mo antivirus is running!

Integrated antivirus engine

~ k for update every

hours ‘

(&, You don't have a valid license for the integrated Sophos® antivirus.
To enable the Sophos@ antivirus, you can reqister a new license number for the product with license for Sophos® included.

Protacols

Settings
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Users JI 8 a] 1 lox ol

g
s DHCP Server

T Lﬂ IP Address Groups

& 1Pv6 Router Advertisemer

& DS
= (@ Definitions
(84 1P Address Groups
LQ URL Groups
L2 Time Ranges
LQ Services
L Routing Table
[ Accounting
! 4% Advanced Options
| @ (8 Usersand Gmﬁ
N 2 & status
f ®m Active Hosts
2 Active Connections
" yPN Clients
& User Statistics
B Traffic Charts
A\ Alert Messages
15 System Health
3 € Logs
i m Alert
B config
a Connection
3 Debug

Ttem o

Description

Nothing to display

& pial

H femaye

Ak

Q DHCP Server
& 1Py Router Advertisemer
h DNS
@ (il Definitions
4 1P address Groups
LQ URL Groups
O Time Ranges
(_Q Services
f: Routing Table
D Accounting
2% Advanced Options
=] @ Users and Groups

8 Users
33 Groups

a Users

Domain: ’Local User Database

v [ Hide disabled user accaunts

Username &

a Admin

| Full Mame
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www.sharara.org

pedlas wuxig Obluxd! s US)

2

General ][ Groups “ Rights “ Quota " Preferences " IP Addresses I

Username: l} ||

Full name: ‘

Description: 1

Email address: [

Authentication:

lInhernaI user database

Password: ‘oaocooocoo

Confirm password: ‘

Account is enabled

Domain template

() This user has a separate configuration

(®) This user's configuration is defined by the domain template

Rounng |able 7] A
B Accounting " Em) Active Hosts

£ Advanced Options

3 =] S Users and Groups
a Users 2items (1 selected)

% Groups

Filter: ||

& Domains and User Login l Hostname

[ = 102.168.1.2

Current Rx [K.. Current Tx [K..
0.00 0.00

\ctive Hosts.

Ay ;
2 Active Connections

A VPN Client J General ﬂ Activity ﬂ Connections l Hismféam |
" lients

& User Statistics
B Traffic Charts
A\ Alert Messages

Select a host to view the histogram

3 @ control - Kerio Control Administration l |

IR [ = v Page~ Safety~ Tools~ @~

Routng Tabie

(A Accounting & User Statistics

£ Advanced Options

= @ Locoutfl

" BE] S Users and Groups

3 il 3items (1 selected)

Filter: l

53 Groups Username Full Name
& Domains and User Login

H = 0 status
I T Active Hosts all users  allusers
3+ Active Connections a Ade
=4 vPN Clients
P User Statistics
W8 Traffic Charts
A Alert Messages
% System Health

unrecognized users not logged in

Today [KB] Week [KB]
105,29 105.29
105.28 105.29

0.00 000




5 : 4 www.sharara.or
SIS il dtisar  Silalgilly dufasdf sharara.org

Slemdlly ol

‘ M- [ p=h v Page~ Safety~ Tools~ 0

V
J= Houong 12ble Al N E
| Accounting T ‘ @ Alert = @ L
i £ Advanced Options i
M = @8 Users and Groups
i Q Users

|
"Q Groups [31/Mar/2012 19:52:47] LICENSE firewall="control” hostip=""hostname=""lic_expire="Not valid or expired” time="Sat Mar 31 19:52:47 2012" J§}
|

¥ }&y control - Kerio Control Administration

Find:

1) & Domains and User Login
il = @& status
i i Active Hosts
2+ Active Connections
1 VPN Clients
3' User Statistics
W8 Traffic Charts
[\ Alert Messages
i 5 system Health
N 2 ¢ Logs
i (1) Alert
a Config
- Co':}et\ion

:] Debug

VT 3T Ol £ lgii] og pi) dand b Oloellaciadly 490 ¥ et SV ory Jad o e
S99 I Dlulally SHIg Aclodll 3299 By (ST 2o Joledll pCake ol yo 3950
S %

O&yﬁ@ﬁw@%QWIQMl&&lgugl

Ogolay Ylo (I 5ily ity Loa [ leor] el

aodel Y Lot o akinly dndel s i el 2,51 ol <l 39T 551 wall!

i3 A

Sl Oaily 2 sarinl , STV A1 YT 0gdl, Soesmg mell! chiloews
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il
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SmoothWall

Ao Jgmiy e Pl 3l 4is !

oVl p0g Aog 4JT“5L:5 y oz Buuw

Kerio (53 045y 08" o ol i o 019
G g 08155 Tg il 20 0455 & v 4l L o _salaslo
TMG (8 i (Ko WIEg dale 5955 7 gy illig Lans Egogall W

O AT 0299 gy S99 Al Al &1 158 jf  olly Egiogall (S 5o bo L3
(559 SqUId lgaw] 4> e poin mandély UM 3Y59 (agk>9 ( y9aio ) A2 595
GUI kb g 53 gamam Latng Cash bl &o folriy

L;@“‘“-”“““ﬁrw@“uf*

Db Olryje5 3 5eil B yn Ul ugad!

SmoothWall

IPCop

Untangle
Gl g dplice pdsluc] Dlglas g lo>  an 4l ogd IPCop g SmoothWall J 4wt
0o [PCOP 4siles Low  Silxy Vg 4 8 yaland| 4575001 g0 5T plasinly  Lazwy SmoothWall &
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& Untangle ye Suias Burg 4BLo] of SmoothWall ze el fda 3 Tuls
Al sl ol BT b

s> ‘“si e Tadiiios x5 nglelits 192 w3 IPCOP g SmoothWall of sles” S5 Iile
Jbd 5l ad yoe oSy Lol 5 Slely fBlg 09,505 o3 486 o -po 4l

500 b il ple  lgdy bo i (y0 (3900

S350 4o yT 131, 565 ag ! Slasjad ro Ay pClo yicl Y : Wgnlo

Ay SmoothWall w31 lao¥! fs 5 il SmoothWall x8ge  yog 4! e SS9
ISO

dilglan] e 48 =g
e slexd! e Boot _foxig

Enter Larai

he CDROM image is published by and is the Copyright of the SmoothMall
pen Source Team, and of the original authors of its component parts.
is distributed under the GNU GPLv2, which is in GPL.txt on the CD.

SmoothHall Express 3.8 "Polar™ [SP31]

HARNING?
» The installation process will delete all existing partitions and data ==
on the PC on which SmoothHall is installed. Do not continue the »*
installation if there is data on the hard disk you wish to retaint? =

Please also be aware that upon successful install, your SmoothMall install
ill return benign and anonymous system information (CPU type, speed, RAM,
D size, PCI/USB devices, NIC/conmection type [modem/ISDN/ASDL-/etcl) to our
servers. Opt-out information is available at the following URL:

http://smoothwall.orgsabout/statistics.html

— Press RETURN to continue the install of SmoothHall Express —

T
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b
88808 : 88 S, PCI bridge, secondary bus 8888:22
88808 :808 : 2 I0 window: disabled
8880 :80 : 7 MEM window: B8xcc388888-Bxcc3fffff
8880 :80 : .7 PREFETCH window: 8x888888da9888808-8x80880888daSfffff
Registered protocol family 2
IP route cache hash table entries: 2848 (order: 1 8192 bytes)
established hash table entries: 8192 (order 4, 65536 bytes)
bind hash table entries: 8192 (order: 3, 32768 bytes)
Hash tables configured (established 8192 bind 81392)
reno registered
Registered protocol family 1
ci B888:88:88.08: Limiting direct PCI-/PCI transfers
rying to unpack rootfs image as initramfs...
iMmple Boot Flag at 8x36 set to 8x88
sgmni has been set to 485
io scheduler noop registered
io scheduler anticipatory registered (default)
io scheduler deadline registered
io scheduler cfgq registered
AC Adapter [ACAD]1 (on—-1line)
Power Button as “devices/LNXSYSTM:88-/LNXPHURBN:88-7input-/input8
Power Button [PUWRFI]
rocessor LNXCPU:88: registered as cooling_deviceB

oading uvmlinuz
initrd. img.
initrd. imng.

Smoothlall Express 3.8

Welcome to the SmoothHall Express
installation program. Please visit our
homepage at http://wnn.smoothwall.org.
Selecting Cancel on any of the following
screens Will reboot the computer.

hi

Smoothlall Express 3.8

; Please insert the SmoothWall Express
‘ CD in the CDROM drive.
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www.sharara.org

Sharara

Open ;ls{ o e 4udg 030 Jai o4
Closed ¢f Half yus! cAds oz Lod poirsg

Slaeyl a5y
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Ok 3 Network Configuration Type ,bs .. dad! S Lyis!

A Olalasy 95 oo 5T oz

S YL BTy AT AL e D)7 5 Bagas LS &g Green + Red ;L

<Tab>/<Alt-Tab> between elements i <Space> selects
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D9y Oliy y35 e Somdl S @lxad ! Tpmsg Probe i

Green Y1y Red Jl g8 w3 I (ST s 1o ol (0

o Ao Jlas] 0 OF Jag (e ¥ (o551 5T g1 Il Nt 090 O o Red Jf

Pl g e

o)W1 o (SY Mac Address J1 Gy o o §3ld1 0 g Sl
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S ey o Syl Ao (S A5 3 o oM

Ok g by, Address Settings Olgn (S ! tands

SUad! y0 995 IP 4Lt (W iy M Default gateway geuam 949 Green IP U 4ulb

DHCP Scope =15 38>40 5? AT < SlINA aTY rbog Ly pusiiunsd!
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Green s s

OK... <l us lgiy

&b by oy 9¢d kaitd Subnet mask g IP I Y1 by oo 9gd 31 Oy IS Gl

Gateway Yg 405131 42U DNS !

IP 31 s igms Lt
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Red J1 &, alusd o¥1g

L ¥,

T P91l pgid Aol il Loy 1l o lisCoud DHCP dpols 4 fxio Jgl 1 U5 13
).o.‘;yl o, ‘“51

3950 yo Real IP e faosi S8 13] dobsug Static IP (Saus 1P I1 o] iy s ¥

Aot |

dooudl Aode pgliing b Cpwmed! e Trriadl wind LY Lol Bagni oS g ¥l 2 el
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!4, DNS g Gateway J] zlewd Manual o 11 Jol U 3
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Done

Manual & (8! Red O, Gy 13]

DNS J1 g Gateway JI Js-a¥ L o of Conad
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&S;B &)'9 & oS lidzd ... DHCP U};‘}b G Bt UAol.og

Cancel

Done |y
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Ol it bty desfita
oo lgosd Ul d> > (s

Finished (ga!

S M2
P postid | DLl w0 oweed  JI SmoothWall xe foxld Ui
4 Aol Cagll dg1g (o Higasy 9 pd! 49 o AdMIn cpueal
S s ol 4> listig Shell yolgl o 49 folais (SU1 g9 ROOt gy
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admin password yoa¥! s dolds” o fuud

1,55 oF Password JI 487 el Cdlaw do
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Ok o
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Setup is complete. Press 0k to reboot.
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Root user name and password JI |5a] A8 -poday lids

BStarting cron

@Starting httpd

@Starting dhcpd (if enabled)
BStarting sshd (if enabled)
Ehfarting time service (if enabled)

'\tarting IMSpector (if enabled)
BStarting SIP proxy (if enabled)
BStarting Clam Anti-Virus (if ena
@Starting POP3 scammer (if enableq)
@Silencing kernel, syslog output
MINIT: Entering runlevel: 3

STETETETEIETE TE T TETETE S TE e BB e e e e TE T TE E e s RO = ST =T ¥ PN e 8 L B u_i

ﬁatarting
i

DMZ pinholes

up advanced networking features
up IP block

external access rules

up outgoing filter

up timed access rules

Starting squid (if enabled)

egister: Already registered

isharara login: got my.SmoothHall gystem info with id [14fb78982alacac2571522c316[

i
o
!
|

@Starting IMSpector (if enabled)

MINIT: Entering runlevel: 3

Bsharara login: got my.SmoothWall system info with id [14fb78982a1acac25715220318ﬁ

iStarting sshd

Starting time service (if enabled)
Starting squid (if enabled)

Starting SIP proxy (if enabled)
Starting Clam Anti-Virus (if enabled)

Starting POP3 scanner (if enabled)
Silencing kernel, syslog output on ttyl2

isharara login:

Login incorrect

isharara login: success with id 14fb78982alacac2571522c3166563fd
Done

Login timMed out after 68 seconds.

isharara login: root
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Enter g o5 5 Lo, e il 5 o ST Ol £ o 35991 LS ks

time service (if enabled)
squid (if enabled)
Starting IMSpector (if enabled)
Starting SIP proxy (if enabled)
Starting Clam Anti-Virus (if enabled)
@Starting POP3 scanner (if enabled)
(Silencing kernel, syslog output on ttyl2
INIT: Entering runlevel: 3

isharara login:
Login incorrect

isharara login: success with id 14fb78982alacac2571522¢3166563fd
i Done

lsharara login: got my.Smoothlall system d id [14fb78982alacac2571522c316

isharara login: root

4o 1 T M 5l e zg53g T plod i 00y yai-Ty oy &5
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Green Card JI mo 400 faio jle> ST e

LIl 5 o9 SmoothWall W Green IP JL Default gateway J1 4 _foxi & ladog
192.168.1.16

1o dns T U Gieg 8 gl ol URL JT CisSig 4391 ol i

81 D999 8 gl S'sl, 8101319 18 el o] G SaWI Hitp W Ay @

http://sharara:81

http://192.168.1.16:81

£ .

IP I plosein] s Ul

441 Oyg3 pAStiumd HItPS L by @

https://sharara:441

https://192.168.1.16:81

IP I jad sl

Ll gihos W1 SmoothWall J1 Slalue] s Az 7 (2 (8131 9 59 | o] ndo

T G S gthos I o



http://sharara:81/
http://sharara:81/
http://192.168.1.16:81/
http://192.168.1.16:81/
https://sharara:441/
https://sharara:441/
https://192.168.1.16:81/
https://192.168.1.16:81/
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SSisd] dtisa f Crlolgitly dufadf

© gt Ca] U1 4 Aol 55950 l1 oF AdMin s-a! , Liled ekl s o]

Windows Security '

The server . at Restricted requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without 2 secure
connection).

( admlb

i:f Remember my credentials

Control About

Welcome to SmoothWall Express 3.0-polar-i386
This is your gateway to configuring and administering your SmoothWall firewall. Further information on your SmoothWall Express is available from our
website.

Local: 192 1128 I}
Remote: 192. L2

Current: 0.0 bit/s / 42.0 bit/s (Out / In)
Today: 7.0KB /22.0KB (Out/ In)
Month: 7.0KB/22.0 KB (Out/ In)

o> uzbs.dl,o C,Qél:ol)g @93!
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Pyd 85100 3hxt AN pleold 9 Maintenance ol Mo Ly p0

Confrol About Services Netw

m Ma’i’ntemaMCQ P

~

Lol

Welcome to SmoothWall Express 3.0-polar-i336

This is your gateway to configuring and administering your SmoothWall firewall. Further information on your SmoothWall Express is @

website.

Discover an egﬂsive new world ...

JUERTS
yTEALE
LN
sy 0/1’
) 0 o -

——————— _—

i

X3

x

AR
S A ST AT

Control

Change Password

-~

S L

—

e —

“=zlcome to SmoothWall Express 3.0-polar-i326 3
43 your SmoothWsll firewall. Further information on your SmoothWall Express is 4

website.
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Change passwords for the 'admin’ and 'disl' management interface users. This does not affect access by SSH.

Admin user password:

Password: I...... Again: Ioooooo

Dial user password:

Password: I

Use this page to create a backup floppy disk or floppy disk image file.

Instructi on ting a backup disk or disk image:
Please insert a blank, formatted floppy disk in the SmocthWall computer's floppy disk drive before pressing the button to create the backup disk. This
disk should be ilable when rei ing or upgrading, in order for the saved configuration to be restored.

Note:it may take up to a minute to write the information to the floppy disk. Alternatively, you may create a floppy disk image file, which you can later
write to a floppy disk.

[ Create backup floppy disk ] [ Create backup floppy image file ]

Maintenance

updates |modem| usb | backup | preferences I shutdo@ l

Shutdown or restart your SmoothWall — restarts are { by update i
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Log g

system web proxy [ firewall I ids I instant messages | email [

Check logs for the web proxy service.

Settings: ; L I}

Month: January :' Day: |20 :] Source IP:

Ignore filter: [](gifljpeglipg|pnglicolcssljs)$ Enable ignore filter:
| Restore defautts | [ Update ] [ Export ]

system | web proxy | firewall Iids| instant messages | email ]

Check activity logs for services operating on your SmoothWall, such as DHCP, IPSec, updates and core kernel activity

Settings:
Section: \Sna)thWall*E Month: Nanuary : Day: w!E
R

Log:

21:35:10 smoothwall SmcothWall started.
21:35:27 smoothwall Registered this SmoothWall
22:23:40 smoothwall SmoothWall started.

lro Jiids £ ST e S 5Y 1 S 2 of il
P 9

S P 2 e

logdl £

Lo LS 13] 5T 4817 A you ohads 7 i 08 UL SmoothWall Jf e Sowse! of

4 Lol SBLoY! e Suouis of Wil B gl = s 30
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(@dlo! oy Add-0ns SBLoY! 3929 ¢ IPCOp (3losy SmoothWall J1 8 850 o]

oo AN Loy &) Ciniaiy 13

@ﬁy)&w&weﬂglﬂ:}ﬂ'&@l}aﬁ;@dewélél}a!&%

S L5 &3] HBLoY! ro 43lod! doxial!

Ogolzs Yo J 5Ty gy oo - s ol
andel Y Lt o il dodel s i el 2,51 o5l by 3ge1 51 el

Al Ogily gkl , Sl VI I YT ol , Suesug peld! il
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SmoothWall

SBLoY!

o Jgmiy e p Mg 3Ny iy o

oVl p0g Aoy MTgshg s Moo bouw

5929 98 O 4T UTMJII 91 Jgg Il T sy ol 3o (3 Bigliaadl sLVT o] 30
el of g of 536

(19 4l Jorm T e (B pF T AT 0 (Sl U] e

OB [ (0 Ao E 51 @0 SO M Jguaddl 9 olxo Ukolss] L>f 09

Add-ons SBLlo| & Lanas glexi 7 SmoothWall e xwgis oo™ o o5 (lideg
oSt | of Olakad! £1g51 g 131g0dl 6 3l fio gland! pleadls pois

Open VPN @lo| Lyl <lioy

5y 1 35 la5” =3 3 WL of

o908 S of

Caiild 338> 150 dipo (B O I ok s of

P OBl Al Ologo Ol 1 w9y

Pyl 3l Dm0 Lo 8 madl S35 o LT BLoYT 38195 pus o

Uy dis plr Ui T gl &y (S o LT dobg SBLoY! Cwald Ligro o
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8 Pl 851001 435 (S & il (215 3 jodl oyl g Lghond S310l purad Al
1 Con 48 301 i dole ddawg 48 W1 o Lgale Aol SBLLYT 38195 oo WL

ed! Eo U Backup g BLESY! xo a0 DBLOYT Cuadd of 408 1 o3 SBLOYI

Jadd! Glgls 1o Ugw geaction it 5L 918 SBLYT Caaidd Gl Lo
)Sﬂdltgmﬁu\a&sm%ylim.a@usﬁlshdfp

Admin Ju JezW1 of Ly

Connect to 192.168.1

The server 192.168.1 l at Restricted requires a username
and password, /
Warning: This sepveris requesting that your username and
password be sy{ﬁt in an insecure manner (basic authentication
without & secu’:g connection).

User name: \41 € admin v '

Password: , scscee I

[CIremember my password

OI{U[ Cancel ]

‘ exterr‘,b access

5 address or domZR
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SSHW Enable _foxi

!00 N.‘.

oS! olgl (e Lgey S ;0 0y

Services

webproxyl im proxy | POpR3 proxy l sip proxy | dhcp l dynamic dns static dns I ids l remote access time

Enable Secure Shell access to your Smoeth'Wall, and restrict access based upon referral URL to ignore external links te your SmoothWall.

Remote access:
SeH:

Allow admin access only from valid D
referral URLs:%¢

% In order to be certain that the request for &g admin function is from the SmoothWall server and not some third party web page, a referral check is
done. Enabling this feature means it is only possiels to administer the SmoothWall if the URL you visit contains sither the local GREEN IP, the local
hostname, or the RED IP address. it will not be possitle toa@iminizter the SmoothWall if you connect via a DNS or Dynamic DNS name.

BLoY! il to (s > Ll 5,38 co OV
Tl fod & geoliy ead (i pleg jaiig jle A b>fy) -
e o ol ! e
Wld wghy (g dlriis Lo g (g
BV i o

z= ! Advanced Proxy 43l g SmoothWall I &Lo| el e fowi

gy e pustiundd! Soku 3 pSould dxi1y O Lo
SmoothWall §,lael dilkaed! §,lue¥ ! @l wlig Cd iyl e lerdgo cpo BloYI 3

tar dxay dbgrin OBLLYT 1S L WL
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UM (30 o5 (ST 5lgall po YT 5 omy LY i) L6 e 5o of b
oo et g ol (I glismnd WO 20 ol Y9 SmoothWall Jf jle> I

(g VLo Slko of Calo 229 of yog SMOOthWall JI chuss 3,le UM
E5 M palidl g 4] SLked! &5 o (y0g 8 mmadly JLai¥ ! (giCoy FTP Jf ol i

oSl JLai¥l W geowsg jouiagl! M (w0 Joxs WINSCP dows! e Laws ol 98

L (B lamo Joliw 3LoY1 o lg5l! (o degaco 3929 Ll 030y bo

i &% winscp437

! File Edit VYiew Favorites Tools Help

:: @ Back \u;) XI ):) Search {‘Ll Folders v

WinScp.exe e <lds” bls cwad gw

www.sharara.org

I3 C:\Documents and Settings|administrator\Desktopiwinscpd37

File and Folder Task 2 ) e
ile and Folder Tasks A - File

g 32KB
@]} Rename this file

[y Move this file :l:‘l;n?CP A
MS-DOS Application
[ Copy this file 94 KB Re

&8 Publish this file to the Web

S 7Y winscP
(2 E-mail this file = Configuration Settings
K Delete this file = 12 KB

Other Places

(&} Desktop
{3 My Documents

oSt LT U LY SmoothWall JI e Jg I DUl Uo sy FTP el (S

SFTP J¢5 o5

- WinSCP Login

Session
Stored sessions
Environment
Directories
SSH
Preferences

[[] Advanced options

Session
Host name:

& readme
File
1KB

‘ TP, FTP and SCP cl...,
)|

Double Click

Port number:

[

| |

2

User name:

Password:

I

| |

|

Private key file:

@)

Protocol
File protocol:

[ About... ] [Languages

SFTP | [¥]Allow SCP fallback

[ Save... ] [

Close

]
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222 95 O ygully (0¥ ply D99 1 Olus plusiinly wisw g
SSH plasinl Jgoull Digg )1y gl Aty (e Jgioll cyoa¥1 5105

Login laxo! SLLJ! s v

Session Session
- Stored sessions Host name: Port humber;

Environment [192.168.1.1 | | 222 3 |
“ Directories

§5': User name: Password:
references
root ssccse
2y N

J Private key file:
Root | I o]

Protocol

ILJQ@B; Eile protocek SFTP v | [7] Allow SCP falback

Select color

[] Advanced options ]

J [LanguagesJ Login ] L Save... J L Close J

The server's host key was not found in the cache. You have no guarantee that the server is the computer
you think it is.

The server's rsa2 key fingerprint is:
ssh-rsa 2048 45:9c:cf:.d8:27:13:23:2b:53:9e:e5:19:a6:12:06:5e

If you trust this host, press Yes. To connect without adding host key to the cache, press No. To abandon the
connection press Cancel.

Continue connecting and add host key ta the cache?

m [ Yes ][ No ][ Cancel ][ Copy Key ][ Help ]

268



SSisd] dtisa f Crlolgitly dufadf

www.sharara.org

JlaiY! f aiy! sz

axaai Loy SmoothWall J1 e ol B i b 50 FTP gmol g o Sdolad w8 S5 13

ol Wl oy

Gyl AW e Ujle> Slgiomog

ﬂ”&@@bﬁuﬂ@#hﬁ&@dhﬁé@ﬁh&ﬁp&MﬂQU@ﬂwwoa

oA 9T  SWI gzl B3lez w0 Drag and Drop UMY 1y !

S g HES WH

Mame + Ext Size:

®.
@My Music
E)My Pictures

& B

(ZyMy documents & i D~
C:ADocuments and Settings'ddminishator\My Documents

Type

Parent directory
File Folder

File Folder

top.ini 84 Configuration S...

Local Mark Files Commands Session Options Remote Help

Changed

313142012 ...
3(31/2012 ...
3/31/2012 ...
3(31/2012 ...

Size  Changed

Smoothwall

<

) el ()

EEX

Rights
PRIXE-Xr-X

0Bof84BinDof3

171B of 347Bin1of 2

# F2Rename | f F4 Edit 23 FS Copy .3 F6 Move [ F7 Create Directory < F8Delete 3 F9 Properties K F10 Quit

8  SFIP3

2

0:00:09
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5led! Oladxo fol” il eV o padl S ki

2. root - root@192.168.1.1 - WinSCP

- Local Mark Files Commands Session Options Remote Help
L PSS WP S

(£3My documents G i v =

C:\Documents and Settings\&dministratoriMy Documents

MName - Ext Size  Type Changed

<

B.. Parent directory 3§31/2012 ...
My Music File Folder 3{31/2012 ...
[CDMy Pictures File Folder 3f31/2012 .

(@ deskrop.ini 84 Configuration S... 3/31/2012 ...

Size  Changed
4{5/2012 3:04:

ES e

Rights
PAXE-XE-X

OBof84Bin0of 3

171 B of 347 B in1of 2

- ¥ F2Rename | F4Edit 23 FS Copy 3 F6 Move (- F7 Create Directory < F8Delete [ F9 Properties W] F10 Quit

= SFTP-3

@

ATl ST g1 tmp Aome (S e DBLOYT Olako g

BLoY! s Olowksd Shio ks wflo UM g0 oy 13T Moo WL U, 13 LisCoug

Suome Ay !

el e > -

Lo 5l Lol it Sloalss T8 o3 b iCilble G g
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~ Local Mark Files Commands Session Options Remote Help
§ g nEQ WD EH
()My documents @i iEMAE
| z lings\Sdministrator\My Documents
Name * Ext Size | Type Changed
®. Parent directory ~ 3{31/2012 ...
EHmy Music File Folder 3j31j2012 ...
[Z)My Pictures File Folder 3312012 ...
84 Configuration ...  3{31/2012 ...

Default - 8-
(21 <root>

Name * Ext

@ o

I2)bin
[)boot
Ddev
Detc
(httpd
Db
[2)lost+found
(ymnt
(Dproc

www.sharara.org

Size | Changed Rights
i PAXE=Xr-X
FWXE-XE-X
TWXE-XE-X
TWXE-XE-X
FAXE=Xr-X
PWXPr=Xr-X
FWXE-XE-X

PRXF=XE=X
F=Xr=xr-x

root
root
root
root
root
root
root
root
root
root

(Diroat

[

root

(Z)sbin
Clsys
Ctmp
s
Dvar
Jnd

TWXY-Xr-X
TWXY-XI-X
rwxrwxrwt
FAXE=Xr-X
TWXT-Xr-X

root
root
root
root
root
root

tmp yWed Je <bls” Ll

tar Ay Ogf Sl e 3290 BloY! Lako

i Ul BLoY | o o g5 sl I s i (5 guad| T 50 jlas uiesis

Local Mark Files Commands Session Options Remote Help
@ S 2B WP BH - vV EoO
r@ie-o- @AY QR
Size | Type Changed

Parent directory ~ 4/1/2012 ...
File Folder 4/12012 ...

- Default

@i mERR

Size | Changed Rights
4/5/2012 3:041...  rwxr-xr-x

o]l

Owner
root

i 41 el lpkelo , Ol a1 Sy 03
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& WP EH -+ - ¥ 2 @ 0 Default
e~ iGN E |

Size  Type Changed Size  Changed
Parent directory 4/1j2012 ... N 4/5/2012 3:04:...
File Folder 4/1f2012 ...
1,670,576 GZFile 5/9/2011 ... a

47% Copying

2%
o P
G \
= =
File: C:A. \Desktophswe3-32-advproxy-3.0.6.tar.gz
Target: Atmp/ Once finished:

(W | |Stapide

Time left: 0:00:01 Time elapsed: 0:00:01
Bytes transferred: 775KB  Speed: = 851 KiB/s  Speed (KiB/s):

(CTTTITTITITITITTITE a3 )

B9 81 Bglas b WLoY! i g SMoothWall J1 jle> I Caked! Ll Y14
Doy b WS e ke (A LA e a8
WinSCP ol plocinl brdl s o

8l A5 gCan Oligimad! &5 o pog alodl &5 L8 jouiugl! e barllcls o

Custom ,listig BLoY! Ciko e cpwog hlS” ol LT (g0 1 Jo¥T &5 ol Al

Commands

{\Iame ~ Ext Size  Type § Changed Size  Changed Rights Owner

®.. Parent directory 4f1f2012 ... 4/5/2012 3:04:...  rwxr-xr-x root

() winscp437 File Folder 4/1f2012 ... 3 @ o - root

[ swe3-32-advproxy-3.0... 1,670,576 GZFile 592011 ... & e

7 Edit

‘s‘% Copy... FS
Duplicate. .. Shift+FS

Move... Fé
Move To... shift+F6
Delete Fg
Rename F2

Custom Comman[is

File Names

“ Properties
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@ Open

¥ Edit

Y Copy...
Duplicate...
Move...
Move To...
Delete

Rename

v@f@,ﬂ).

Size . Changed
4/5/2012 3:04:...

5/9/2011 10

FS
Shift+FS
F&
Shift+F6
F8

Rights
PAXE=XF=X root

T o

www.sharara.org

UnTaerS

de vz B S0 -

Owner

roak

Custom Commands

File Mames

“ Propetties

Execute

File Compare
Print

lelinsi I gd * A A o Lo

Sale jeuugll e baraod! alodl &l o 7Zip Jadyg tardo <Ad ol g plastiwl =9

mits SMOOthWall 9w I (Il (Sale kil b e gl ool fiig _alls

ESsSI0N LI

& mEe @S B
I ()D: TURBOSOFTTURBOF  + &~ » = - &1 (1] &} [3)

Size  Type Changed
Parent directory ~ 4/1/2012 .

Attr

File Folder 4/1/2012 ...

Name * Ext

swe3-32-advproxy-3.0...

Drag and Drop 4 ykf
tmp Wexo Jf

Size Changed Rights Owner

4/5/2012 3:04:...  rwxr-xr-x root
1,670,576  5/9/2011 10:05...  rw-r--r-- root
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| I ol darial! U o oy BLoY L ol ool | Ua o

w&d&.lf&!;

Lol i e St
4/5/2012 3:04:...  rwxr-xr-x rook

d"."[:l[' ¢ 4|’5‘I'2|:| i i AT X rook

swe3-32 k proxy-3.0... 1,670,576 5/9/2011 10:05...  rw-r--r--

o (5 Default - 8-
- [ smoothwall-advproxy @ ieya @AY S

Mrpfsmoothwall-advprosy
Mame ~ Ext ‘ Size  Changed Rights Owner

& 4/5/2012 3:58:... rwsrwsrwt  root
[D)auth 45{2012 3:58:...  rwxr-sr-x root
Dicai 4152012 3:58:...  rwxr-st-x root
Derrors 4/5/2012 3:58:...  rwxr-st-x root
([D)langs 4/5/2012 3:58:..,  rwxr-sr-x root
Db 4/5/2012 3:58:,.,  rwr-sr-x root
(D)proxy 4/5/2012 3:58:..,  rwr-sr-x root
COPYING 17,992 8/12/2006 2:00.., rw-r--r-- rook
install 12,565 5/9/2011 2:00:...  rw-r--t-- root
uninstall 5,550 10/6/2007 2:00...  rw-r--r-- root
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Install ko 45 SM! woxad | 18 (39590 LT a5l 1 Gl wolaf M op0 oY

Commands s Open Terminal ,Lsig

o (5.

Commands | Session Options Remote Help

Iﬁ Compare Directories Shift+F2

_‘5'5:,‘ Keep Remote Directory up ko Date... Ctrl+U

¥ Sﬁhmnize. » Ctrl+s

55 Synchronize Browsing Ctrl+Alt+B
L84 Find Files... Alt+F7

| ) smoothwall-advp Quete

<W Open Terminal ) Crl+T

&P Openin PuTTY Ctri+p

i Server/Protocol Information

Clear Caches

F1 Quit

Default

(3 smoothwall-advproxy
Hmp/smoothwall-advprosy

Mame = Ext Size | Changed

Rights

& 4/5/2012 3:58:...

rwsrwsrnt

I)auth

(Dcai

Jerrors

[C)langs %
I2lib 4/5/2012 3:58:..,
(Diproxy 4/5(2012 3:58:...
COPYING 8/12/2006 2:00...
(!Eﬂ inchall siaiznt 1 2nn:

FWXE-SF=X
FWXE-SF=X
FWXE-5F=X
FWXE-5F=X
FWXE-SF-X
FWXE-SF=X
Fw-r=-r--

[

[ fm 3 Windows Explorer

f&® 3 Windows Explorer

0B of 36,107 B in0of 9
) (4 F7 Create Directory < I

v | /7 Remote access - mo,..

L F10 Quit

2 smoothwall-ady

Enter command: 1 install

Do not execute commands that require user-input or data transfer

Current directory: Ztmp/smoothwall-advproxy

S

-4 / Remote access - Smo, ..

v‘ [ Execute ] [

B[Ol %y W 227 M

]
i}
13

i

Srwsrwt
r-Sr-x
ber-sr-x
r-Sr-x
ber-sr-x
r-Sr-x
per-sr-x
Lyp--

|r--r--

e

SOV

SmoothWall J1 8,1l dobul Cugll dg>1g oyo Ll wolg¥lodd mo oled! Loy
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Shell ;b Tools w0

nation I ip tools ‘( shell )[

shell: e ———————

SSH User Au... [= |

SSH Authorization required

Userpame
[is

&)
Password

Cancel Login

Connected to 192.168.1.1 222

Connect te your SmoothWWall using a Java SSH applet (requires SSH to be enabled).

1ition ip tools shell ‘

S5H Autharization required

User name | root

Password A

Cancel | Login

Connect te your EmcothWall using a Java SSH applet {reguir:
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ALl AL | S Luds-g Als” 00 AT (p0 Shaws
Execute ,Ls| Custom Commands :wg Install Lake e poy SAdSg zeol o) 2>

PA=F ==t == rook 1

FS

Duplicate. .. Shift+FS
Move... F&
Move To... Shift+F6

_ Delete F3

Rename F2

Custom Commands “Exec Ee i |

File Mames Touc

“ Properties Tar{GZip...
UnTar/GZip...

Grep...
File Compare
Print

$2 Enter...

Custom Command Buttons

£ Customize...

&l la g idlxilog Pl Jl odas 3518 e slind i lgrog Oovend I Wl

Permission J1

Error executing custom command ". /1" on file 'install’

Command " Zinstall
failed with return code 126 and error message
-bash: line 16: . /install: Permission denied.

Abort Rety || skip || Skipal |[ Hep |
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Sy dyiss Ogllaad !, Wadll of Lalod! e -y ZAls” Permission JI' _fsuaxd

Properties

e PTOAY
=) copving

=l
=T

Edit

Copy... FS

Duplicate... Shift+FS

Maove... F&

Move To... Shift+F6
. Delete Fa

Rename F2

Custom Commands

File Mames

Oyl of g gl Sl e g Ggllacd! Permission J1 ducgus 1™ RININ
By Dgllaad | g Ll LY domaadly Coxdl Slide Loy filu o _fo holof

install Properties

Comman Checksum |

@ 1 file

Location: Atmp/smoothwall-advprosy
Size: 125658

Group: [root [0] v l

Owner: itoot [0] v ]

Permissions:  Owner R W [¥IX SetUID
Group [MR [Mw [F]X [“]SetGID
Others R W [¥IX Sticky bit

Octal: w7

LL\:DK ] [ Cancel ] [ Help ]
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Htp/smoothwall-adyvproxy
Mame ~ Ext Size | Changed Rights Owner

[3—9 i 4/5/2012 3:58:...  rwsrwsrwt root
[C)auth 4/5/2012 3:58:...  rwxr-sr-x root
[Dcai 4/5/2012 3:58:...  rwxr-sr-x root
(Dyerrors 4/5/2012 3:58:...  rwxr-sr-x root
[)langs 4/5/2012 3:58:..,  rwxr-sr-x root
(2lib 4/5/2012 3:58:...  rwxr-sr-x root
[C)proxy 4/5/2012 3:58:...  rwxr-sr-x root
COPYING 8/12/2006 2:00...  rw-r--r-- root

@ Open

[{ Edit
Copy...
Duplicate... Shift+F5
Move... F&
Move To... Shift+F6
Delete F&

10/6/2007 2:00...  rw-r--r--

Rename F2

Custom Comma&ds ( Execute )
53

File Mames Touch

“ Properties TarjGZip...
UnTar}GZip...

Grep...
File Compare
Print

$& Enter...

Custom Command Buttons
’ Customize...

(Z)proxy
COPYING
install
uninstall

0% Executing custom command

File: install
]| Minimize |
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Advanced Proxyussw Services 3¢ SmoothWall & ,1s! dg>1g ot

Control
shutdown | help &

Welcome te SmoothWall Expre: :
This iz your gateway to cenfiguring and administering your SmeothWall firewall. Fu > Vall Express iz available from our
website.

Discover an exclusive new world ...

8 S1ERTS
e ME
vn.‘{ti cg;DPETmUNS

— - ". y : AA "

click hera to begin®

Local: 10.0.0.42

Remote:  10.0.0.1

Current: 0.0 bit/z / 51.0 bit/s (Out/ In)
116.0 KB / 1.1 MB (Qut/ In}
116.0 KB/ 1.1 MB (Qut/ In}

-
@
=

4
=}

Wed 12:00 Thu 00: 00
Incoming [0 Outgoing

bytes/sec

01:04:24 up 1:00, 1 user, load average: 0.05, 0.0, 0.85

& Internet

Services

% 2 shutdown | help &

@vanced pr@l im proxy | POP3 proxy | sip proxy |dhcp| dynamic dns | static dns |ids| remote access | timel

Configure and enable your Smooth\Wall's advanced caching web proxy service.
Common settings:
Enabled on Green: Proxy port:
Transparent on Green: Vizible hostname: %
Cache administrator e-mail. %
Error messages languags: @
Suppress version information: [:I Error messages design: _SM]

Sguid Cache version: [2.7.8TABLE

Upstream proxy:
Proxy address forwarding: Upstream proxy (host:port) *

Client IP address forwarding: Upsiream username: *

Username forwarding: Upstream password: *

No connection oriented
authentication forwarding:

Log settings:
Log enabled: Log query terms:

Log u=eragents:

0 Internet
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£l 0 Olodle & Cabg bo e 1935, Laid =y d>lio i

¥ MOIC
200 # Souids (for icons)

Network based access control:
Allowed subnets (one per line):

192.168.1.0/255.255.255.0

Disable internal proxy access: |:|

Dizable internal proxy access to D
Green from other subnets:

Unrestricted IP addresses (one per line): * Unrestricted MAC addresses (one per ling): *

Banned IP addresses (one per ling): * Banned MAC addresses (one per ling): *

Time restrictions:
Access Mon TueWed Thu Fri SatSun From

Transfer limits:

Max download size (KB): Max upload size (KB):

Download throttling:

Qverall limit on Grezn: Limit per host on Grazn:

Enable content based throttling:
Binary files: (] CD images: Mukimedia:

'MIME type filter:
Enatled O
Block these MIME types (one per line): *

Web browser:

Enable browser check: O

Aliowsd clients for web access:

AOL: AvantBrowser: Firefox: FrontPage:

Gecke compatible: D GetRight: Go'Zilla: Google Chrome:

Google Earth: |:| Google Toolcar: Internet Explorer: Java:

Kongueror: |:] Lynx: IMacOSX Update: IMedia Player:
O

MNetscape: Opera: Safari: WGA:
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Web browser:

Enable browser check: D

Atlowed clients for web access:

AOL: AvantBrowser: Firefox: FrontPage:

Gecko compatible: D GetRight: Go'Zilla: Google Chrome:
Google Earth: |:| Google Tooltar: Internet Explorer: Java:
Konguerer: D Lynx: IdacOSX Update: ledia Player:
Netscape: |:] Opera: Safari: WGA:

Waet: Ll Windows Update: apt-get:

Privacy:

Fake useragent submitied to external sites: *

l

Fake referer submitted to external sites; %

I

Authentication method:
® None O Local O igentd O Loap O windows QOrabus

Save and restart Clear Cache

% This field may be blank. Advanced Proxy 2.0.5
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D e los ool SBLOYT a0 i o9
URL Filter
Open VPN

DansGuardian Content Filtering

Ad Zapping

g SmoothWall z 4o 3 aasd! Jglos 4w Il Shosad! jaxs aogs by sl by 2
IPCop

= Pl S b B J9gnl (e Jazinw liadl Sg slei| clo gliom Eg0901
Az 200 diod (SuxY s> e fory

Ol Yo () 58815 gt Low 5 (Sar| gl
PPN DA PN IE QT PPN P [P S O 9. JOY RS PR YV B (P

Il gy 2 arinl , ST Y1 A1 YT agdl, Sy mell! lilbew


http://community.smoothwall.org/forum/viewtopic.php?t=24832
http://community.smoothwall.org/forum/viewtopic.php?t=24832

SSisd] dtisa f Crlolgitly dufadf

Untangle : -woU! Lol

www.sharara.org
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Untangle

Q! Jowy L r:M..J@ dMally AR o |

4 oy 40)39 4215l 5 ol oo e

OBLOYT o folris a9 Untangle gig pwiTod 9 gt 18 | o2 Coodd! i
Sl [ sl s lgi! ow e by SMoothWall O3 99 duwlul dacs (ApPS gsow)
oY1 5 2dlg  Sbxe lgio s o BLo] (g Slme Bl lgoutSiuni T ADPS JI
Bl

) A3 565 O 4573 LS g9 SMOOthWall JI wsCrs cpizga i 4f Untangle Usiw

Debian :y 8,9k

Upgonlly 553l (po0 ol s 38" o)1 gl &yl uCll] il o L
Shell I yolaf mo folaid saiaii = WG o Sdgilly

Untangled! _iiusLlo G logas
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Graphical install (expert mode)
Text install (normal mode)
Text install (expert mode)

Press [Tabl to edit options

V\J\J\__,_.
untangle®

i Graphical install (normal mode)

Text install (normal mode)
Text install (expert mode)

Press [Tabl to edit options

‘)j\j‘Jk_._
untangle-

B T e S
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AN
1 \,n ., R ®
A - www.sharara.or
Sl A Silslgeidg dafid] ) Ore
S99

Trying to enable the frame buffer...
(process:1656): INFO: kbd-mode: setting console mode to Unicode (UTF-8)

English s

Continue g
;1
1 :
i untangle ;
Choose language
Please choose the language used for the installation process. This language will be the default language for the final
i\ system, \
Choose a language:
Catalan - Catala ~|
|| | Chinese (Simplified) - (%)
" | Chinese (Traditional) - m3z(%) D
Croatian - Hrvatski
| | Czech - Ceétina \
Danish - Dansk 2|
Dutch - Nederlands
Dzongkha - Ep
@glish - EnglisD
Esperanto - Esperanto
i | Finnish - Suomi \
French - Francgais
Galician - Galego
| | Georgian - gefoymn \
3 German - Deutsch
W | Greek - EMnuika !
3 Gujarati - opRid) vl E
j Go Back || Continue ‘E,
i i
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Continue o i>l> &

untangle®
Choose language

Based on your language, you are probably located in one of these countries or regions.
Choose a country, territory or area:

Australia
Botswana
Canada
Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore

Go Back Continue

Select a keyboard layout

Keymap to use:

Belarusian

Belgian

Brazilian (ABNT2 layout)
Brazilian (EUA layout)
British English
Bulgarian

Canadian French
Canadian Multilingual
Croatian

Czech

Danish

Dutch

Dvorak

Estonian

Finnish

French

German

Greek =

Go Back J[ Contlinue ]
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untangle"

Load installer components from CD

= o] Loading addionsl components

Retrieving libc6-udeb

Configure the clock

Select your time zone:

Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana
Samoa

[ Go Back H Continue ]
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Continue

untangle-

Untangle system

Summary:.
@ Total memory: ok
Processor speed: ok

Oloygdll e dadlg0ll Yes

untangle*

Untangle system
Untangle must format the disk to continue

WARNING: ALL DATA ON YOUR DISK WILL BE LOST!
If you do not want to format your disk, simply reboot your machine and take the CD out of the drive.

Do you want to proceed and format your disk?

) No

G

290
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| starting up the partitioner

Please wait...

Partition disks

The installer can guide you through partitioning a disk {using different standard schemes) or, if you prefer, you can do it
manually With guided partitioning you will still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk and set up encrypted LVM
Manual

[ Go Back H Continue ]
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o, T w>lg 3, 92

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really want to make
the changes.

Select disk to partition:

'SCSIL (0,0,0) (sda) -

{ Go Back ][ Continue ]

untangle

Partition disks

Selected for partitioning:
5CSI1 (0,0,0) (sda) - S: 8.6 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

e part
Separate /home partition
Separate /home, fusr, /var, and /tmp partitions

Go Back Continue
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Continue g 05 wsJ! pgodl PUTT e 8319

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning
Help on partitioning

¥ SCSI1 (0,0,0) (sda) - 8.6 GB

> #1  primary 8.2GB B f ext3
> #5 logical 419.5 MB f swap

Undo changes to partitions
i @ nish partitioning and write changes to disk h

[ Go Back ][ Continuek

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes
manually

WARNING: This will destroy all data on any partitions you have removed as well as on the partitions that are going to be
formatted.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) {sda) as ext3
partition #5 of SCSI1 (0,0,0) (sda) as swap

Write the changes to disks?
) No

[ Go Back I [ ContinueJ
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i Installing the base system
Validating gnupg...

w1 Continue Jf

Dgguy Ldig

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the installation media

(CD-ROM, floppies), so that you boot into the new system rather than restarting the installation.

=)
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Enter o8 S of ylas! Jof

GNU GRUB wversion 8.97 (638K lower ~ 1846464R upper memory)

Debian GNU/Linux, kernmel 2.6.26-2-untangle-686

Debian GNU/Linux, kernel Z.b6.2Zb-Z-untangle-68b (high resolution mode)
Debian GNU/Linux, kernel 2.6.26-2-untangle-686 (hardware safe mode)
Debian GNU/Linux, kernel 2.6.26-2-untangle-686 (recovery mode)

e e B IO Ty o=t

Use the T and J keys to select which entry is highlighted.
Press enter to boot the selecieiulBrmemmbegedit the
: SETAsTIEd— 1 ine .

untangle-
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Welcome
@ settings
@ Network Cards
@ Internet Connection
@ Internal Network
Finished

untangle’

Welcome
(@ Ssettings
@ Network Cards
@ Internet Connectio
@ Internal Network

Finished

Thanks for choosing Untangle!

www.sharara.org

Next

This wizard will guide you through the initial setup and configuration of the Untangle Server.

Click Next to get started.

Configure the Server

Choose a password for the admin account.

Login: admin

Password: eoeeeee

Confirm Password: |

Select a timezone.

| (GMT+02:00) Cairo, Harare, Pretoria

« Previous
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Please Wait

Saving Settings

w1y ya1 g Internal g External ACadl Og " Slalas! o Bages s s b o]

untangle’

Welcome
@ Settings
(2 Network Cards
@ Internet Connection
@ Internal Network

Finished

Joe 39 8350 e lasow oI > U7 L]

Identify Network Cards

Important: This step identifies the external, internal, and other network cards.

Step 1: Plug an active cable into one network card to determine which network card it is.
Step 2: Drag and drop the network card to map it to the desired interface.
Step 3: Repeat steps 1 and 2 for each network card and then click Next.

Name Status

L4
External & @ connected [eth0 | 00:0¢:29:83:e5:d0 | Advanced Micro Devices [AMD]]

L
Internal & @ connected [ethl | 00:0c:29:83:e5:da | Advanced Micro Devices [AMD]]

« Previous | Next » ]
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e bl Larall Coml puskins Al of Internal JI External cpo &, U1 gt

PO I aorwg 0,631 plof 2515 2dle

Name Status

External connected [ethO | 00:0c:29:83:e5:d0 | Advanced Micro Devices [AMD]]

’.

Internal ‘f‘ . connected [ethl | 00:0c:29:83:e5:da | Advanced Micro Devices [AMD]]

[k dudy Next Lariai _alseile dxs 42

fPIease Wait

Remapping Network Interfaces

Configure the Internet Connection

Configuration Type: | Dynamic (DHCP)| VQ
untangle’

DHCP Status
Welcome IP Address: 10.0.0.4
@ settings Netmask: 255.255.255.0
Gateway: 10.0.0.1

@ Network Cards Qh a E e
Primary DNS: 10.0.0.1 3

(3 Internet Connection
Secondary DNS:

. interrmal Netwark ’ Refresh ] \ Test Connectivity |

Finished

«Previaus| Next » E
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Refresh e taria slgiy! v

mmm—yl, Refrla | | Test Connectivity |

 Please Wait

Refreshing...

Secondary DNS:

| Refresh | | Test Connectivity |

"Please Wait

Testing Connectivity...

Internet Status

é ) Success!
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SRy dudg CansSig

| Refresh | | Test Connectivity |

Please Wait

Saving Internet Connection Settings

Wi

untangle’

Welcome
€ Settings
@ Network Cards
© Internet Connection
(@ Internal Network

Finished

SIS ElgiT 0 e Lol
5 o YL et ! -
J990b 4hd u>ga of -

SN O, T Dalasly Jo¥T 4Ll L
Configure the Internal Network Interface

@ Router

This is recommended if the external port is
plugged into the internet connection. This enables
NAT on the Internal Interface and DHCP.

Internal Address: [192.168.1.16 ‘

Internal Netmask: ?255.255.255.07 \l\
Enable DHCP Server (default)

© Transparent Bridge

This is recommended if the external port is
plugged into a firewallfrouter. This bridges Internal
and External and disables DHCP.

” Previous | | Next »l
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JRES Al © lidog

Enable DHCP Server (default)

Please Wait
Saving Internal Network Settings
orrey N

This A ‘
plugged into a firewall/router. This bridges Internal
and External and disables DHCP,

Congratulations!
U U\n The Untangle Server is now configured.

untongle. You are now ready to download and configure applications.

Welcome

€ settings

@® Network Cards

© Internet Connection

@ Internal Network

Finished

Finish PN
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Loading Apps...

Please wait

=
Q
©
b=
[0
-
=
—
@
v
2
@
=
T
@
o
s |

Please Wa

Determining Connectivity...

Please wa

dufadl

gy

by
~

1

|

St




St daiin g Glatgily et www.sharara.org

e S AN w0 (SN Sl [da , Untangle @dge (e Ol fos e oz

degiune g dilno s1gw Apps LY

‘Welcome

Login or Create an Account

NEW CUSTOMERS = REGISTERED CUSTOMERS

By creating an account with our store, you will If you have an account with us, please log in.
be able to move through the checkout process I} Email Address*

faster, store multiple shipping addresses, view [ |
and track your orders in your account and
more.

Password*
|

* Required Fields

New Account

Create an Account ‘ Forgot Your Password?
=

Create an Account

—| Personal Information |

First Name* Last Name*
‘Malawany |Damanhoooory

Email Address*
i msharara@gmail.com

— Login Information |

Password* Confirm Password*
secese : |

¥ Required Fields

« Back
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o Oludly Ja5udl Uang

Login or Create an Account

=| REGISTERED CUSTOMERS

NEW CUSTOMERS

If you have an account with us, please log in.
Email Address*
|msharara@gmail.com ‘

By creating an account with our store, you

will be able to move through the checkout

process faster, store multiple shipping

addresses, view and track your orders in

your account and more. HARSWOLd "
sesese

* Required Fields

Create anAccount Forgot Your Password?
%

untangle

Unleash the power of Untangle applications.

Congratulations! You've installed Untangle and are ready to get startgd with our powerful suite

of applications.

—_ Recommended Installation
)| Chosen by the Untangle team, this install contains all thia apps that most netv%rk

Q admins want.

Recommend Install »|
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5,lglly <! 1y Connection A Monitor 8% ¢ YT (50 A I dg>19d1 (S0

Ol g

9,59 Olgw (Slg postiwnd! muwls sl Daluel Config Cugd gy bl e
SBLoYT 55 T 409 APPS gl dgs los”

Networking Je eI Config -0 oy

(=) Default Rack v

untangle’

|~

‘ : @ ﬂe;w?nl
E a Administration
; 0 Email

g oo O8N0

pfiguration | fetworking.

Interfaces Network Port Forwards Hostname DHCP Server DNS Server Troubleshooting Advanced [§

Network
] Refresh InterfacesJ | External Aliases |

External Interface

Config Type: dynamic

l Renew Lease

Current Status
Address: 10.0.0.4

Netmask: 255.255.255.0
Default Gateway: 10.0.0.1

Primary DNS Server: 10.0.0.1
Secondary DNS Server:

Internal Interface

Config Type: (éfgtic

Address: |192.168.2.1 f
Netmask: \~24“{;\
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IS 0 Laly Los™ g I £195T g Interfaces ggwi oy

S

etwork Port Forwards Hostname DHCP Server DNS Server Troubleshooting

Interface List
|2 Refresh Interfaces &R Test Connectivity ) Ping Test

Physical Interface MAC Address
»  eth0 : connected unknown unknown @ 00:0c:29:83:e5:d0

«»  ethl: connected unknown unknown @ 00:0c:29:83:e5:da

Name Config Type
External dynamic

Internal static

r

'DNS Server Troubleshaooting Advanced

Interfaces Network Port Forwards Hostname

DHCP Server =]

Enabled:
Start: ‘ 192.168.2.100

End: [192.168.2.200

Static DHCP Entries

|
. @ Add
MAC Address IP Address Description

untangle’

IH] Config l
@ Metworking
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‘LI| Administration H Public Address ” Certificates ” Monitoring “ Skins |

Admin Accounts

@ add

Description

admin Systemn Administrator [no email]

External Administration
Enable External Administration.
Enable External Report Viewing.
Enable External Quarantine Viewing.
External HTTPS port: | 443 |

@ Allow external access from any IP address.

() Restrict external access to these external IP address(es).

Administration

Local Directory

Upgrade

System

System Info

© Help @ My Account
4 Logout

www.sharara.org

ISt ¥lo

© ———

¢ Import # | Export
Change Password Delete
E x
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I EARPS PR S[JURE
el &l U CdBg Lk (> 531 U1 & Premium Package Jf

Ul Bague aalls Loy Alome BLoY | o e Lite dods” Cuf, 131 LK

untangle’

Apps ) Config |

Premium Package

Mare Info o

Standard Package
: ﬁ More Info o

. Lite Package

Mare Info )

i E Web Filter
, More Info €

Web Filter Lite

Mare Info €

Virus Blocker

i=
1+

More Info €

Virus Blocker Lite

Mare Info )

Spyware Blocker

Mare Info )

© Help @& My Account
¥ Logout
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Web Filter Lite Moo s

" Apps ” Config |

ol Mare Info @) j

Mg VWeb Filter
58 ‘Maore Info o |
Web Filter Lite

= Mare info @)
| Virus Blocker
More Info @ |

Virus Blocker Lite

Mare Info )

el 59 App JI 3 dols dmio W iy

Web Filter Lite

Web Filter Lite FREE APPLICATION

Untangle's Web Filter Lite enables administrators to enforce network
usage policies and monitor user behavior. Zero client installation and This app is offered free
category block lists make it easier for administrators to: of charge. You can use
it right away and keep
Protect the network from malware on the web it forever without
paying us a dime.
Block potentially time-wasting sites like MySpace Enjoy!

Download Free App

Conserve bandwidth by blocking video downloads

Overview Images Features Tech Notes k@

. Now you can easily monitor, set and enforce your own web usage policy with our Web
Filter application - without the hassles of outsourcing it. Whether you want to use our W
blocklists or set your own policies for hosts, domains and files types, you can block

310
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[ untangle’

| Apps ‘H Config |
Bl Mare Info @ 2]

.‘1 Web Filter i
w Mare Info @

Virus Blocker Lite

Stop virus outhreaks hefore they reach users desktops. With an intuitive

GUI and the ability to scan multiple protocols, Untangle makes it easier
to:

» Protect users from virus threats over common Web, Email and File Transfer protocols
= Scan archives and compressed files like Zip, RAR, Tar and many others

» Ensure that signatures are always current with automatic updates

Overview Images Features Tech Notes

Viruses can disrupt business, destroy data, and spread to your customers - a scenario

| that no business owner ever wants to face. You can now protect your entire network from
virus threats with our purpose-built antivirus application. Whether it's a virus, worms,

. Trojans or malware, our Virus Blocker keeps emails, webmail, downloads and file

. transfers safe with the latest advances in antivirus technology, and works within a variety

www.sharara.org

Ql.wg).gl.é.u :Gl.a! U&g

FREE APPLICATION

This app is offered free
of charge. You can use
it right away and keep
it forever without
paying us a dime.
Enjoy!

Download FrayApp
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untangle’

' Apps H Config |

Mare Info @) 4]

Virus Blocker

| Y
E Web Filter
! Mare Info o

More Info €

Bag s owllg b Aol Setting I e ool UisKog s 3!y LY £1gii] ang
(S o s ABLE I 5955 B 1 Amiadl] EME i

Untangle - hostname.example.com

\ kmarks Tools Help

http:/flocalhost/webui/startPage.do?console=1 LJ Iv Google

(») Default Rack

i Web Fllter Lite | Pages scanned
g Pages blocked

Pages passed
Passed hy policy

Q Settings”r © Help |
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untangle’

U XN 72 B
Shutdown RJ;:;: :y Terminal

Power off

Are you sure you want to shut down the Server?

Turn On Turn Off Recovery

Reboot

solution Screensaver Screensaver Utilities
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Untangle g8go ol Clud! (pg P! (o 4 N o 5392 (ot G )85 ubog

[ & @ v e ° @ I—@|http:Illoca|host/auth/login?url:/setup/welcome.do%3FconsoIe%3D1&realm=Admi| _'_I

Wi

untangle’

Untangle Administrator Login

Server: localhost

Username: Iadmin

Password: I......

& © www.untangle.com

untangle FEATURES ~ APPLIANCES ~ COMMUNITY

Introducing the uSeries

Easy to deploy.
Easy to use.
Easy to love.

The Genuine Untang

DOWNLOAD ~ STORE

b
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@ www.untangle.com/store/

www.sharara.org
eém! é.gl...!! E3 T e 4395.: Aoy

Store Wul, e Jg5db dkeg

Untongle' FEATURES

Welcome, Malawany Damanhoooory.

APPLIANCES COMMUNITY DOWNLOAD STORE

FREE APPS

Aftack Blocker

Firews a{t’)

Intrusion Prevention

OpenVPN

Phish Blocker
Application Control Lite
Spam Blocker Lite
Spyware Blocker
Reporiz

Virus Blocker Lite

Web Filter Lite
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' Attack Blocker
J Attack Blocker stops denial of service (DOS) attacks. Pre-configured

settings and an intuitive GUI make it easier for administrators to:

¢ Provide 24/7 network protection from DOS attacks

* Sort good traffic from bad with reputation-based heuristics

* Putlegitimate users with intensive bandwidth needs on Pass lists

www.sharara.org

FREE APPLICATION

This app is offered free of
charge. You can use it
right away and keep it
forever without paying us
a dime. Enjoy!

Download Free App

GUI dg>1g clliog 45T U 451 a0 909 o gud [ 10 Mo Lgoyy sl of T La>Y

Jab@@ﬁﬁgi}@@i@&hﬁ‘éi@céimﬁobi;ﬁg?iwl 1o &l o

1By &
Gateway e
Proxy e
Firewall e
UTM e

gz Ylo (I g ity Lo - ! ol

dode§ Y Lod 2 kil dadel s b <ly 2,51 o <l ael 51 wal!

Sl gy 2 arinl , ST Y1 A1 YT agdl, Soeomg mel! <hilbew
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www.sharara.org

Open DNS
Tor Project

Pidgin
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Open DNS

Ao Jgmiy e Pl 3l 4is !

oVl p0g Aog 4.!7&51.:5 y docxo Bouw

pB Y1 plustin! o <l Wy Jiadl dousdll 0gd , Google DNS plusii! lodls _fasdi
g Bue Ol g dousdd! 39308 dol!

Lusd! (Sghmo LS @

Ol 4l S Wosxlodl dc pudl @
lgoud3 §us D5,48 Cloud DNS 4i Public DNS duas pui W1 suusgdl Cand S50
(Sgww I b g (g9 Amazon &5, (gheg
Jeoall Ao il 4> U] Lgho A3y o lgom Aousd! o o &8lgad! p0 ool Lyl g
ST (> ol Ay ol g LIl wBlgn gT ALY 38lgad ! Coee clisCoud dousd! apascd
Aoudl 00 35k (o6 Wy Sge
oo ALY | @Blgall Loma (ye Do DUMe] 25 Y e gy JUall o b
S50 DNS 8 S15b (o ol gk o 531 UM
DynDNS — OpenDNS : Lo Cloud DNS J1 dous - pxdge }g.ﬁ’:i

Oloiall 5 peadll 108  obMisw <o Liong Logadd] (yo 408 4 Egbgall (395 18
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e 9l (B Lels (555 degdire BL (po T g Bl il
For Home L

O B B w9l

Cloud-based
Internet Security

Trusted by millions around the world.

4 " . The easiest way to prevent malware, botnets and
1 & : phishing attacks, and make your Internet faster and

Premium DNS

more reliable.

For Business >

‘I‘-E!

What is OpenDNS? What the press and our users are saying

OpenDNS is the leading provider of Internet security "If you aren't already using "At this point we wouldn’t run our

i Waiting for www.opendns.com... 1

= X © www.opendns.com/home-solutions/

OpenDNS

HO m e SO I Utlo nS p The easiest way to make your Internet safer, faster and more reliable

€

Premium DNS ok Parental Controls

Make my Internet faster Protect my family
and more reliable from inappropriate websites.

Get Started Get Started

Built-in phishing protection and Web usage reporting. No Protect every Intemet-connected device in your house,
software required from laptops to gaming consoles
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OpenDNS Home (3

Home Solutions / OpenDNS Parental Control Solutions

 OpenDNS Parental Control Solutions

Please select a package below that fits your needs

OpenDNS Home B @ 0penDNS Home VIP | OpenDNS FamilyShield

Qur classic service with customizable More bells and whisties. $19.95 Pre-configured to block aduft content
fitering and seofty. Free Premium support  per yegr Set it and forget it. Free.

Home Solutions / OpenDNS Parental Control Solutions

OpenDNS Parental Control Solutions

Please select a package below that fits your needs

OpenDNS Home b OpenDNS Home VIP OpenDNS FamilyShield

Our classic service with customizable More bells and whistles. $19.95 Pre-configured to block adult content
fitering and security. Free Premium support.  per e Set it and forget it. Free,
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www.sharara.org

T glxe g registration _fos kb

Create a free account

Already have an account? Siagn in.
Email:
| @gmail.com|

Confirm Email:

| @gmail.com

Password:

Confirm Password:

Where did you hear about OpenDNS?
[ Search engine E]

Where will you use this account?

I No Answer

(Conte ) Conti
>
By creatinJ/}

n account, you are agreeing to

the OpenDNS Terms of Use and Privacy
Policy.

Just want free DNS vithout creating an
account? Go right ahead!

Login _foxig iyl e J5 g5

Signin

Don't have an account? Créa

Email {or username):

‘ @gmail.com

Password:
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D ol Uolof Lng LT sy anl dols ACAS Uy old! [P J1 8L L y0

(gislug 2ousdl 3930 cwo dale fazei Real IP o S iyl e Wass a5 of @
T30 98 LS 08 )l vl

lods” 5lendl o2 (81 ity S LdeT Jlons” Dynamiic IP 5 S S¥1 g 09 OF @
X3l p0 OpenDNS Updater dow! zeolip b 33 Ude Coxy L S 0¥ L WLas|

1PN a8y p% Logo S g b pistinnd | Ol Loy ) diogo

OpenDNs dashboard

Settings

Dynamic IP addresses
OpenDNS supports networks
ranging from single IP
addresses, dynamic or static,
on up to /16. Learn more about
dynamic IPs.

Network verification

For individual IP addresses,
verification is self-service, if
you can click an a link from the
network IP address. Networks
larger than a single IP address
are verified by OpenDNS
emplayees reviewing account
info and public records (like
whais).

Shortcuts

Shorteuts are a cool way to
use a short word for a long
address.

nt IP is 62.135.112.210

OpenDNS.com Dashboard Community

Real IP

Add a network

s [112 |.[138 |.[102  |.[210 |/ [32(11P Address) [~

©

ADD THIS NETWORK |

&
Youdon't hgle any networks yet— add one! — Add!

o
It is importantthat you add a network |n¢‘9,r.dei’5 experience the full benefits of OpenDNS. such
as content filterfing, shortcuts, stgt;‘,daﬁd customization options. A network may be a single IP
address (static or dymamic)-ura full range of IP addresses, depending on the size of your
network.

Have a dynamic IP? Use our software to keep your account updated.

If you are a home user, your current IP address is located in the upper-right when logged in to
your OpenDNS account. Most home users have a dynamic IP address, meaning that it changes
occasionally. We recommend that you use our client-side software to keep your dynamic IP
updated for your network.

You've successfully added a network! Just a few

more steps and you're home free.

1. Give it a friendly name: !|

Something simple like "Office" or "Home" will do.

. Is this a dynamic IP address? What is 3 dynamic IP address?.

Yes, it is dynamic

. Download the software and stay safe. The OpenDNS Updater

software ensures that your OpenDNS preferences are
preserved whenever your IP address changes.

",'.'/ OpenDNS Updater for Windows I}

» Updater for other platforms
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Settings for:

www.sharara.org

43 Aol U e Loy ot (511 BLo] sy

- Select a network — |~

— Select a network —

rk

Dynamic IP addres:
OpenDNS suppart:
ranging from single

addresses, dynamic or static, Ip: | ‘ * l | g | ‘ 3 l
on up to /16. Learn more about (%]

dynamic IPs.

| /(32 (11P Address) [+]

Settings: | OpenDNS default settings E @

Network verification

For individual IP addresses,
verification is self-service, if
you can click on a link fram the
network IP address. Networks Your networks
larger than a single IP address LABEL

are verified by OpenDNS

employees reviewing account

info and public records (like

whais).

Settings for: 11213510 210 [/

( ADD THIS NETWORK |
\ J

P

62.135.112.210

Web Filter I (Sgimo cyo 55T oo 3l

None neléig High faunis pb 5T el

Add/manage networks

Web Content Filtering
Security
Customization

Stats and Logs
Advanced Settings

Users can contactyou

Your users can contact you
directly from the block page if
they have questions. It'll show
up as an email in your inbox.

Note about DNS forwarding
If you are forwarding requests
to OpenDNS, domain blocking
may nat work properly if the
domain's address is in your
forwarder's cache.

Check a domain

Web Content Filtering

Choose yourfittering level

26 categories in this group - View - Customize

13 categories in this group - View - Customize

Low Protects against pornography.
4 categories in this group - View - Customize

@ |None Nothing blocked.

Choose the categories you want to block.

@ High %Q Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.

Moderate Protects against all adult-related sites and illegal activity.
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degiondl x8landl ey amasd Loy Custom e arally

Users can contact you 26 categories in this group - View - Customize

Your users can contact you @ Moderate Protects against all adult-related sites and illegal activity.

directly from the block page if ST : :
they have questions. It'll show 13 categories in this group - View - Customize

up as an email in your inbox. ® Low Protects against pornography.

4 categories in this group - View - Customize
Note about DNS forwarding ;
If you are forwarding requests D None Nothing blocked.
to OpenDNS, domain blocking ® Custom
may nat wark properly if the
domain's address is in your Academic Fraud
forwarder's cache. 3 R

Choose the categories you want to block.
Adult Themes Adware
Alcohol Automotive
Chat

Drugs

Auctions

Check a domain

Find out whether it would be

blocked, and why. Classifieds

Support Articles Ecommerce/Shopping
Financial institutions

Blogs Business Services
Dating

Educational Institutions File storage
Forums/Message boards Gambling
Games German Youth Protection

Health

Government

Hate/Discrimination Humor

Instant messaaing Jobs/Employment Lingerie/Bikini
Music News/Media

Nudity P2P/File sharing

51 O - 5 i R

Movies

Non-profits

5 O - = A

Parked Domains ring Podcasts

Pornography Portals
Radio Religious
Search engines

Social networking Software/Technology

ODoEOO

Tasteless

Television

<l

Travel Video sharing

Webmail

3 ) O R

Weapons

Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

Hint: to block all subdomains, block sharara.org.

Never block . Iwww.shararasky{org
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Lils shararasky.com g3gd & lowd! s Ui

Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

Never block || l

p

( ADD DOMAIN )
4

Domain successfully added to whitelist; will take effect in 3 minutes.

,
‘www.shararasky.org

NEVER BLOCK:
www.shararasky.org

Tasteless Television Tobacco
Travel video sharing visual search engines
Weapons Webmail

Looking for security categories?

( APPLY |
Seasesn

Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

| Always block {

' N\

| ADD DOMAIN |
—

325



www.sharara.org

0 Ighass g5 N

Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

Always block [~] |www sharara org

( ADD DOMAIN

CeJJ‘ s.95.3.: Bt State o

Settings for: 112135.10 210 [+  Add/manage networks |

Web Content Filtering Web Content Filtering

Security
Customization Choose your filtering level

Stats and Logs
Advanced Settings ) High Protects against all adult-related sites, illegal activity, social

<% Upgrade to OpenDNS VIP to store your stats for a full year, remove advertisements and more. Only $19.99 per household/per year.

ITntaI Requests EI for [ All your networks IZ] on 12012-03—18 or choose a range of days Apply

All of your networks have stats disabled. You can enable some or all of them in your settings. Go enable stats to enjoy the stats
and reporting goodness.

Support: Knowledge Base | CacheCheck | System Status | Forums News & Notes: OpenDNS Blog £)

b e slose | lioy AN ol iy 35T gailnsg il (o] dsgdorad| LIBLIT e

65'9"’6}"’43)%? r:wwwpwmlf}!”&m
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Tor Project

Ao Jgmiy e Pl 3l 4is !

di iy 4,39 41935, ! Aoz Bk

i ¥ e bl pwlo > idlo sl
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www.sharara.org

s flo o Tkie (385 7Y i Nt B Sy Lolis 9f eaadis oy Ll iy
Clile iy M o o VI Olgl e 5080 pud 489 puuieill 390 I dilai
(U ] :  ueilo 309 (igulial]

COLLS 385 fhriaws e if Ak B Aol ! als” e Wl Ly d> lizeies Ui oS

d>l> iililog 09c3 Lyl G © dodst!! 39 50 Nie & i5e0 S 3 sy 303 U7y gl

Dl 8U6 40s i (550 (095> i 90 9B 485 £950 OB U7 Los”

dow | puStinty 2> gidg torproject.com ago cpo  JLul g1 5lamdl ko fusit 19Jlas

jane g Bob xe dalxo s1,>1 91 JosWI1 oy g TOr fowiny Alice

836> Y0 4038 suey i Directory Server &y g Dave sMSgdl ol w0 495 kg

E) How Tor Works: 1

Alice

3 (0 yg 000 0y (I

<3> Tor node ‘
« « = unencrypted link j

g @ncrypted link

Step 1: Alice's Tor
client obtains a list
of Tor nodes from
adirectory server.
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sl (8 8 piiind! Tor 8361 IS (p0 8 yin A lgine Ol yluoy 49 y0d1 Alice lg> T
Tor Layl ga paskiw] o V] jain wé Bob Jlas] ol s ta>3ig Bob (JI s (o> WJWI
5 (09 @l o T rapms slo (30 AT o LI S 06 il pose o5 (5503

M""”ldﬁ@sl’m

E) How Tor Works: 2 &5 Tornode

« « = unencrypted link
~—gp encrypted link

Alice

PN +

Step 2: Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red
links are in the clear.

EDJ Tor node

« « = unencrypted link
e @ncrypted link

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encrypted, red links are in
the clear.
ST
Dave
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Electronic Frontier Foundation (EFF)

eff.org (g8g0g 0usg DU ydlg Cd y¥ T 4 > pe EBWL duzo dolaio (B

Tor Browser Bundle 43> J35 jo5 &ao oy, ol S oo Llelo
Double Click ns

New folder
Mame
| tor-browser-2.2.35-8_en-US

-~

_ 7-Zip self:extractmg archive

Extract to:
IW:\A P P S\TorBrowser
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ile Edit View Tools Help

ol ! Moo i

Start Tor Browser e laxai

Organize v Include in library v Share with v

New folder

¢ Favorites
M Desktop
"2 Recent Places
& TRASH
1% Computer

% Dropbox
[}] Downloads

A~

Name

4 App
| Data
1 Docs

. FirefoxPortable
é Start Tor Browser

Date modified

3/17/201212:10 AM
3/17/201212:10 AM
3/17/201212:10 AM
3/17/201212:10 AM
3/25/2012 7:53 PM
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JUa] g (B oy il 4> ol 99

Vidalia Shortcuts

Stop Tor + = Setup Relaying
\ &l \

e View the Network ‘ Use a New Identity

B, Bandwidth Graph (@) Help

[E_—l Message Log
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Retrieving network status

Vidalia Shortcuts

@ 000
Stop Tor _»—"f}'—' Setup Relaying

—
@ View the Network ‘ Use a New Identity

B, Bandwidth Graph (@) Help

Ej Message Log

51 jho dadl
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Connected

, Vidalia Control Panel

C é Connected to the Tor network!

Vidalia Shortauts

00

Stop Tor -~ Setup Relaying

’n’ e |
View the Network z Use a New Identity

I, Bandwidth Graph

E] Message Log

Shaw this window on startup

1'LMake subsequent connections appear new

PO il 3 Ll 4o yias o g0 PidgIN soiaslo L3S gidgms
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Buddies Accounts Tools Help

f:E Available - Connecing

WIS w0 Sa ¥ | i  HI By Firefox  w dsuudg
Tor UM 0 Jlasdl (b S il 2 s dylud! Ao Of LY

Firefox v [y

("} Are you using Tor?

‘ y (-»i @ | g\|[jj torproject.org | https://check.torproject.org/Zlang=en-US&small=1&uptodate=l 77 v € [,‘,'v Google p|\ﬁ|\n.“m.

Congratulations. Your browser is configured to use Tor.

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously.

{b Your IP address appears to be: 31.172.30.3

This page is alsc ilable in the following 1

Ziys (Erabiya) Bummese Sesky dansk Deutsch Eldnven& (Ellinika) English espafiol Eztonian L3 (Firsi) zuomi frangaiz Iraliano E#EE (Nihongo) morsk (bokmil}
& £ 0 33 X (F)

polski E £3 do Brasil romind Ppccessi (Russkii) Thai Tirkge ka) ¥i ¥ (
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S S &Y (598 o iilo (g WLl yamls (0 ST jglap 2l ol o2 (51!

Tors el

Your IP address appears to

:@ga@wwwﬁm”@w aod | Aeud

HTTPS Everywhere e
NoScript e
TorButton e

oY1 > Chrome JI we oY (6 Lo s g3 il duud (ST s (36 Suibsd Ea080dl  So
Tor Bundle JI ;oo 0395 g0 Aol pudtind p3Y o™ (SlJLyg

HTTPS-Everywhere 2.0.1

Encrypt the Web! Automatically use HTTPS security on many sit...

= Get Add-ons
NoScript 2.3.4

i Extensions Extra protection for your Firefox: NoScript allows JavaScript, Java.., More

Torbutton 1.4.5.1

Torbutton provides a button to easily enable or disable pointing...

)é Appearance

g@'J‘M&y@ié!éohM@iw@&%ﬁwﬁU¢.¢.'>5J
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il o (511 gt Check.torproject.org pusiins of Jadd!

If you are attempting to use a Tor client. please refer to the Tor website and specifically the instructions for configuring your Tor client.

Your IP address appears to be: 41.232.4.212

é Connected to the Tor network!

Vidalia Shortcuts

L A
Stop Tor - Setup Relaying
Faud
@ View the Network ‘ Use a New Identity

B sandwidth Graph (@) Help € aout
| = Message Log 5 settings mExit

Show this window on startup
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olog (S0l Fricio Pt Waﬁg&kwxé.{/j)é&o osle> oo gy LS

I o g .. b itSblo 48y N It oo lgicl 187
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Pidgin

A Jgmsy e p Ny 3Nl iy o]

4 oy 4a)39 4153l 5 Il oo Bt

doustinl g bl rwlo G of o, dus A 41 e yiwslo g LS Ay i

Sl
Migbj@mseoﬁwwlgl&%uéﬁotﬂtaﬂ

lebesis U1 DY a3 Wl IS neks 90 Pidigin o8 yoxiuslol!

Basic Ad!ancedl Proxy
Login Options

Protocol:

2% Bonjour
Facebook
Password: Facebook (XMPP)

Username:

@ Gadu-Gadu
I_;‘,—EJ Google Talk
User Options (L) GroupWwise
Local alias: @ ICQ
./ IRC
% MSN
[7] Use this buddy icc MXit
- . £ MySpacelM
1Bemove JP siLe
SIMPLE
% Sametime
W XMPP
¥J Yahoo
¥ Yahoo JAPAN

Remember passw

New mail notifica
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lald S| 35 G o 55T Y5 Lo K] o BV o
Off The Record J 1,Lais| OTR lgows] dogo 25Li] lging UL 4 (slas” g ... oga
Pidgin Messenger J ¥gi cuaid! fuwig Bloyly prwlad! 3

Offline Installation JI & e foxi oof Jiads

Pidgin e <lds™ pls

A

Name Date modified Type

P

- o
pidgin-210.2-offline ) 3/14/2012412PM  Application
) pidgin-otr-3.2.0-1 3/25/20128:41 PM  Application

@ Please select a language.

-
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ST ﬂﬁ.bg

3/14/2012 4:12 PM Ap liction

Welcome to the Pidgin 2.10.2 Setup
Wizard

This wizard will quide you through the installation of Pidgin
2.10.2.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Completing the Pidgin 2.10.2 Setup
Wizard

Pidgin 2.10.2 has been installed on your computer.

Click Finish to close this wizard.

Pidgin 2.10.2

Visit the Pidgin Web Page

< Back
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[ MName Date modified Type

J pidgin-2.10.2-offline 3/14/20124:12PM  Application
(|16 pidgin-otr-320-1 ) 3/25/20128:41 PM  Application

Double Click

it 201 ool el

4 Paginot 3201 Setup

Welcome to the pidgin-otr 3.2.0-1
Setup Wizard

This wizard will guide you through the installation of
pidgin-otr 3.2.0-1,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Next....aaat

[ Nej> | | cancel

eu\f5 Next g Next kb
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Finish5

Completing the pidgin-otr 3.2.0-1
Setup Wizard

pidgin-otr 3.2.0-1 has been installed on your computer.

Click Finish to close this wizard.

[7] Show Readme

&5 Windows Fax and Scan
 Windows Media Center
|§| Windows Media Player
*:2 Windows Update

4 XPS Viewer




SLELl datis b GGy dyfast www.sharara.org
AV ol Jgorgor wixd Dl il 1319 e Sox 3y g Dbl L]
Plugins ,Ls< Tools :w

_ Tools ) Help

Buddy Pounces

Certificates
(&) Custom Smileys Ctrl+Y

o & Plugins Ctrl+U

& Preferences Ctrl+P

Privacy

Set Mood Ctrl+D
& Eile Transfers Ctrl+T

o Room List
System Log

Off The Record ,tzi

f Enabled ¢ Name

LLUTIINES LIS MUUUY 130 01U JULL LUHIVEIZAUUNS WIHEH YUU YU

Join/Part Hiding 2.10.2
Hides extraneous join/part messages.

Log Reader 210.2
Includes other IM clients' logs in the log viewer.

Markerline 2.10.2
Draw a line to indicate new messages in a conversation.

Message Notification 2.10.2
Provides a variety of ways of notifying you of unread messag...

Message Timestamp Formats 2.10.2
Customizes the message timestamp formats.

New Line 2.10.2

]

o @ O

Off-the-Record Messaging 3.2.0
Provides private and secure conversations

Offline Message Emulation 2.10.2
Save messages sent to an offline user as pounce.

Pidgin GTK+ Theme Control 2.10.2
Provides access to commonly used gtkrc settings.

Pidgin Theme Editor 2.10.2
Pidgin Theme Editor.

Psychic Mode 2.10.2

Psychic mode for incoming conversation
= Release Naotification 2.10.2

Plugin Details

O

)

@ O O

Configure Plugin l [
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Configure Plugin 3

Enabled ¢ Name

LLUIINIES WIS LUULY 130 81U YUUT LUIIYEISaUUIE WIS yUu gu

Join/Part Hiding 2.10.2
Hides extraneous join/part messages.

Log Reader 2.10.2
Includes other IM clients' logs in the log viewer.

Markerline 2.10.2
Draw a line to indicate new messages in a conversation.

Message Notification 2.10.2
Provides a variety of ways of notifying you of unread messag...

Message Timestamp Formats 2.10.2
Customizes the message timestamp formats.

New Line 2.10.2
Prepends a newline to displayed mef ’JA )

O @ O3 @3 3

]

Off-the-Record Messaging 3.2.0
Provides private and secure conversation:

Offline Message Emulation 2.10.2
Save messages sent to an offline user as pounce.

Pidgin GTK+ Theme Control 2.10.2
Provides access to commonly used gtkrc settings.

Pidgin Theme Editor 2.10.2
Pidgin Theme Editor.

Psychic Mode 2.10.2
Psychic mode for incoming coriversation

B O O

O

Notification 2.10.2 A
%

Config | Known fingerprints

~My private keys

-ara.org (MSN) BJ
No key present

Key for account: l % moh:

-Default OTR Settings

Enable private messaging
Automatically initiate private messaging

Generate

Require private messaging
Don't log OTR conversations

~OTR UI Options
Show OTR button in toolbar
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Generating private key for mok rara.org (MSN])...

Done

ﬁi;é?wﬂﬁupmﬂﬂhvﬂlhﬁ

Please wait
|
Generatingpryate key for mol 1rara.org
st Dene)

& Off-the-Record Messaging
Config | Known fingerprints
~My private keys

Key for account: I ¥ moh rara.org (MSN) IZH
Fingerprint: E7BB3F51 8D2CA2B: .15DDC67F 8F8284FC

\' Generate

-Default OTR Settings

Enable private messaging
Automatically initiate private messaging
Require private messaging

Don't log OTR conversations

~OTR UI Options

[7] Show OTR button in toolbar

m
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Lalrad! lod Jas

m Plugins T

Enabled ¢ Name

ALUTINICDS uic UUUU’ HaL ang yUUI LUV Sauwn wwnicr ’UU SU e

Join/Part Hiding 2.10.2
Hides extraneous join/part messages,

Log Reader 2.10.2
Includes other IM clients’ logs in the log viewer.

Markerline 2.10.2
Draw a line to indicate new messages in a conversation.

Message Notification 2.10.2
Provides a variety of ways of notifying you of unread messag...

O

O O

Message Timestamp Formats 2.10.2
Customizes the message timestamp formats.

New Line 210.2
Prepends a newline to displayed message.

Off-the-Record Messaging 3.2.0
Provides private and secure conversations

Offline Message Emulation 2.10.2
Save messages sent to an offline user as pounce.

Pidgin GTK+ Theme Control 2.10.2
Provides access to commonly used gtkrc settings.

Pidgin Theme Editor 2.10.2
Pidgin Theme Editor.

Psychic Mode 2.10.2

Psychic mode for incoming conversation
= Release Notification 2.10.2

Plugin Details

€ O 0O

O3

o O

O

Configure Plugin

RN O 29 Anllb dalmo s Glads by YT (s ()b (&) rndlly D lonal!
OTR 4% dlxiteg Pidgin piuie (pd¥ ! (39 3 oo™ UL  iny cpnd ! (30 395

PG jle> e Gl Dlghasd! o o com Dlbialrad| pdid pluseiny U

i s S (S pwg MeEEM g Sheen  y dislw 48 oyl @wtﬁ,wv
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Not Private giolg g LS 8 jain e S ko Balxad!

Conversation  Options

&, sheen

alil ooy :Mohamed (05:36:53 &)
(05:37:57 &) sheen has nudged you!
(05:38:02 &) sheen: ngsgni vas
s alsil :Mohamed (05:38:18 &)

@Eonti dh Insert ‘ (&) smile! ‘ (@) attention! C@ Mat private

Start Private ,Lsug Not Private e meem G1,b¥1 oo tariay piiid! fuud

Conversation

= - .

Conversation Options “cnd 1o OTR & @

@ sheen
=¥ Offline

all oy :Mohamed (05:36:53 &)
(05:27:57 &) sheen has nudged you! |
(05:38:08 &) sheen: nggv vas
s LS :Mohamed (05:32:18 &) =

Authenticate buddy

v shee com {mohz rara.org)

@ Mot Private

What's this?
@Eont ok Insert §mile! @attention! @Not priy @ 7

I 2
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SSisd] dtisa f Crlolgitly dufadf

Id Jgud sheen Y1l o Loy o poiawlod! Jglonm

Conversation Options  “=nc (o OTR @ @

X sheen
= Offline

alll p_ws:Mohamed (05:36:53 &)
(05:37:57 &) sheen has nudged you!
(05:32:08 &) sheen: ngg uas
ool ol :Mohamed (05:328:18 €)

(05:38:43 &) Attempting to start a private conversation
with sheee .CoM...

gk Insert @ Smile! @ Attention! @ Mot private

7, Meem
¥ Offiinz

{8:38:59 PM} Nudging meem...
(8:39:14 PM) sheee .com: hgsghl ugd;|

e pS] imeem (8:39:33 PM)
(8:39:53 PM) mohan rara.org is contacting you from
an unrecognized computer. You should authenticate this
buddy.
& (8:39:53 PM) Unverified conversation with
moham ara.org started.

@Eont ‘ qp Insert H&gmile! ' @Attention! & Unverified
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Authenticate Buddy ,tsy Unverified 436 w0 i Authenticate dols” e Laxall

@ meem
= Ofinz
(8:38:59 PM) Nudging meem..
(8:39:14 PM) shee¢ «com: hgsghl ugd;|
o= S| :meem (8:39:33 PM)

(8:39:53 PM) mohan rara.org is contacting you from
an unrecognized computer. You should authenticate this
buddy.

& (8:39:53 PM)] Unverified conversation with

mohan rara.org started.

I I I
Refresh private conversation

Unverified

End private conversation
Authenticate buddy%

rara.org (shee
A Unverified

& What's this?

Authenticate U oy S u>gs

_Aut_hen - Buddy
Authenticate moha rara.org

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Question and answer

Question and answer
Shared secret

Manual fingerprint verification

Enter question here:

Enter secret answer here (case

Cancel | | Authenticate |

|
|
;
l
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09 (o Cyd Lo dale 34 4w gdg Shared Secret

Authenticate moh rara.org

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Shared secret E]

To authenticate, pick @ secret known only to you and your buddy. Enter
this secret. then wait for your buddy to enver it roo. If the secrets don't
march, then you may be talking ™ an imposter.

Enter secret here:

Cancel I [Authent'u_:ate]

Authenticate mol "7 7 rara.org

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Shared secret

To authenticate, pick @ secret known only 10 you and your buddy. Enter
this searet. then wait for your buddy to enver it ro. If the secrets don't
marh, then you may be talking ™ an imposter.

Enter secret here:
123456
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one (] o L] Sl o

Waiting for buddy...
=

[ Cancel H

Authenticate s{_“i r.com

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

To auvdhenticate, pick a secret £nown oaly to you and pour Suddy.
Enter this secret, then wait for pour Suddy to enterit toe. JFthe secrets
don't maich, then pou may be talbing te an impoester.

Enter secret here:

Authenticate sh: L.com

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

To auvdhenticare, pick a secret £nown enly o pou and pour Suddy.
Enter this secret, Mien wait for powr Suddy to enterit toe. IFthe secreis
don't maich, Mhen you may be talking to an imposter.

Enter secret here:

=
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SOl sy o AT S Wl

Authenticating she .com

Authentication successful,

hllllllllllllllll%lll]

Cancel OK

e JUS ST 00 2L LIIC UNIYALY SLAlUS UL LTIC LUTNTEC]

ol comg dul>! riaig Y1 kal) 1w Jld oo 9 Authenticate I ST !

Ayl L] YISl v

shneen

Authenticate moha ara.org

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
[Question and answer

To authenticate using 2 Question, pick @ Question whose answer is known
anly ™ you and your buddy. Enter this question and this answer, then wait
far your buddy to enter the answer toa. If the answers don't march, then
you may be talking to an imposter.

Enter question here:
\ € dl sk awl |

Enter secret answer here {case sensitive):
’ maghawryl
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Authentication from shee L.com

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

Your budby i attempiing to determine iSHe or she is really talbing e
you, oriCits someone pretending io Se you. Yourbuddy Has asted a
gueshion, idicated befow. To authenticate o your Suddly, enter the
answer and oficd OX,

This is the question asked by yo%buddy:
S oyl LU gl

Enter secret answer here (case sensitive):

- Authenticate

JIgdl (e cum

Authenticate lgug

|

Authentication from she .com

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be,

Your buddy is atempting to determine i°He or she & really talting o
you, oriSits someone pretending to be pou. Yourbuddy Has asked a
gueshion, indicated below. To autbenticate to pouwr buddy, eater e
answer and ofiod QX

This is the question asked by your buddy:
€ ayl UL powl

Enter secret answer here {case sensitive):
(maghawryl

| Help k&uthenrf!' ate }
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4ot z WS U1 Fingerprint Jf o8y aogs 4 b el

(3] (o 2y (ol Ly omiadll o8 Sy SV S0 090 O om Bl 00 (g

gl Bz o by oI Fingerprint J g o8 J1 10 & zmoli pdl Al Lo

Authenticate moh: rara.org

Authenticating a buddy helps ensure that the person you
are talking to is who he or she claims to be.

How would you like to authenticate your buddy?
Manual fingerprint verification |z|

To verify the fingerprint. contacr your buddy via some other guthenticared
channel, such as the telephone or GPG-signed email. Each of you should
tell your fingerprint to the ather. If everything marches up, you should
indicate in the above dialog thar you have verified the fingerprint.

Fingerprint for you, shee 2 com (MSN):
C8D2A693 612CT5E3 ¢ 9 043DFD6D 338BEETS

<£BOQEEE2 96BF44EC 76 0ABSQE61 235A3146)

verified that this is in fact the correct
ara.org.

Cancel [ Authenticate

Y ol o po dpaseds cpo AT Lof Aoeytd6 § ,Lisead! &y Jadl LS5 L
ond Rl dpaseds o w5 W9 Authentication Jf pled| o

Private &aleodl (slg Ulu g1 paid oF 41 U g OLI e Ulay yolis
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The Privacy status of the current conversation is now Private

Conversation Options “cnd 7o OTR 8 Q

sheen

t~
13

oY Offline

alll puws :Mohamed (05:36:53 &)
(05:37:57 &) sheen has nudged you!
(05:32:08 &) sheen: ngguani
s alssl :Mohamed (05:38:18 &)

(05:3%:43 &) Attempting to start a private conversation
with shee ___.com..

(05:38:46 &) shee __.._ ... _.com has not been
authenticated yet. You should authenticate this buddy.

& (05:32:46 &) Unverified conversation with
shes ~__.com started.

9 (05:29:32 &) The privacy status of the current
conversation is now: Private

@Eont ob Insert ‘ @gmile! @&ttention! Priva@

I

Sl gy Oldguile Ll 0y

X
Conversation Options Send To OTR (3

7 mMeem
X

‘¥ Offiinz

[©i59:1a Fiv) Sneee -com: ngsgni uga;l
o= B :meem (3:39:33 PM)

(8:39:53 PM) mohar wara.org is contacting you from

an unrecognized computer. You should authenticate this

buddy.

& (8:39:53 PM] Unverified conversation with

mohan ~~ ~ rara.org started.

9 (3:40:46 PM) The privacy status of the current

conversation is now: Private

il s IS :meem (8:41:03 PM)

ol iyl oo 3 iz ishees .com (8:41:33 PM)
8

N> :meem (8:41:41 PM) I

-~

() Smile! | () Attention! CQ Pr‘w@

I

www.sharara.org
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Plod dilisko 4uolt)f o , Off the Record gaw! 4ol Google Talk yxivwlo 5 i>g

Pidgin o (Lot U1 BLoYI p

il I oy Vs bral! 98T f i Google Talk 5 Off the Record dwls

L pyusY! 3 VI Pidgin L] xo G457 Y b IV Wadzo

Ladly fadd! ang Sl giif 0uig

ol Yo | J 5idlg Ogitay Lo [ Jdxer] gt

andel Y Lt o sainly dodel s i el 2,51 5l by 39l 51 wal!

Il Ogily & il , ST Y1 I YT ugsl, oo pell! biboms
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